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Strategy of strengthening the economic security of enterprises
of network structures: Pragmatics and key vectors of development

Abstract. The study of the current state of network structures in the current conditions of functioning and the
need to implement an economic security strategy allow to identify the level of the security component in the
future prospects of business structures, the direction and nature of their action in the context of clustering. The
purpose of the article is to systematically substantiate the strategy for ensuring economic security of enterprises
on the basis of organizational and economic assessment with identification of the maximum and actual levels. In
the course of this research, the following methods were used: deductive; comparative analysis of empirical data;
abstract and logical generalization; systems theory and systems analysis; comparison; heuristic; factor and logical
analysis; scientific abstraction and economic and mathematical modeling; graphical; generalization. This paper
substantiates the conceptual and categorical apparatus of “economic security”, “strategy for strengthening the
economic security of an enterprise of network structures”. The current state of enterprises of network structures
in the context of modern challenges is analyzed. A detailed algorithm for implementing the strategy of economic
security of enterprises of network structures is described, with allocation of the relevant stages. The priority of the
functional strategy, which should not contradict the basic strategy, is noted and the main tasks are characterized
accordingly. Recommendations for improving the organizational and economic procedures for evaluating the
economic security strategy of network structures based on clustering by the Kokhonen approach are developed.
The current state of enterprises of network structures in the context of modern challenges is analyzed. A detailed
algorithm for implementing the strategy of economic security of enterprises of network structures is described,
with allocation of relevant stages. The priority of the functional strategy, which should not contradict the basic
strategy, is noted and the main tasks are characterized accordingly. Recommendations for improving the
organizational and economic procedures for evaluating the economic security strategy of network structures
based on clustering by the Kokhonen approach are developed. The practical tools for a comprehensive study of
network system enterprises (E1-E10) using the structure of the data set based on the identification of three clusters
in the context of the level distribution of security are substantiated. The main provisions of this article will allow
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domestic business structures, based on the application of the network modeling clustering methodology, to form
a forecast assessment of the strategy for strengthening economic security and develop appropriate vectors for

improving the security component

Keywords: algorithm for forming a security strategy, functional support strategy, security components;
organizational and economic assessment of economic security; Kokhonen's methodology; clustering of network

structures

INTRODUCTION

In the light of modern challenges, the substantiation of
a strategy for strengthening the economic security of an
enterprise in network structures is gaining importance
and relevance. It is the implementation of the strategy
of economic security of network structures that is the
main condition for the operation of each structural unit
of a market economy in a dynamically changing envi-
ronment. It should be noted that at this stage of devel-
opment, the essence of strengthening the economic
security of an enterprise of network structures is the
formation of appropriate preventive measures, identi-
fication and prevention of threats to economic systems.
As in any management system, the process of manag-
ing the economic security strategy of an enterprise of
network structures is based on monitoring and analyz-
ing the information received about the internal state of
the business entity and the situation of external factors
(Andrushkiv, 2012; Lebedko, 2019; Diunova, 2020).

A large number of scientific works have been de-
voted to the study of assessing the current problems
of strategic guidelines for ensuring the economic se-
curity of enterprises in a network structure. Thus, the
authors S.A. Lebedko (2019), T.O. Melikhova (2019),
M.V. Savchenko & O.V. Shkurenko (2019) focused on the
theoretical and methodological foundations of the con-
texts for strengthening the economic security of enter-
prises based on an integrated assessment. T.V. Diunova
(2020) and M. Ziailyk & ]J. Krzywkowska (2020) noted
that consideration of the mechanism of strategic devel-
opment of enterprise security depends to a greater ex-
tent on the regional characteristics of the development
of network structures and the practical functioning of
the security component. M. Voynarenko et al. (2020) as-
sess the level of security of business structures in the
context of clustering based on modeling of economic
development indicators. The work of V. Gevko (2020)
introduces the modeling of intercompany relationships
of enterprises in network structures, where the author
proposes an approach to determining the security level
based on cluster analysis.

Yu. Kharazishvili (2019) considers the concept of se-
curity and strategic implementation scenarios through
the prism of the constituent elements of the financial

component subsystems. Insufficiently developed are the
issues of studying the strategy for ensuring the econom-
ic security of enterprises of network structures in the
context of evaluation based on clustering with the identi-
fication of level distribution. These aspects are analyzed
in this paper. The most important goal of the strategy for
ensuring economic security is to generate income from
activities, maintain a high competitive position in the ex-
ternal environment throughout the entire life cycle and
counteract existing threats. It should be noted that in all
phases of the cycle of activity of the external market en-
vironment, the enterprises of network structures, while
developing, should maintain a constant competitive
level of efficiency on the basis of achieving the appropri-
ate level of the security component. Thus, the prerequi-
site for maintaining the maximum value of the security
component brings to the fore the requirement to pres-
ent a strategy for economic security of enterprises in
network structures. It is proved that the main indicator
of the implementation of the economic security strategy
of network systems is to obtain the efficiency of func-
tioning based on the effective degree of profitability.
It is impossible to ignore the fact that the strategy for
strengthening the security component of network struc-
tures should be presented in such a way as to respond in
a timely, adequate and flexible manner to changes in the
external and internal environments. The main purpose
of the scientific research is a comprehensive study of the
strategy for ensuring economic security of enterprises
of network structures in the context of organizational
and economic assessment based on clustering with the
allocation of the maximum and actual levels.

MATERIALS AND METHODS

In formulating this article, the deductive method was
used. Since the study of scientific issues presents the
general conceptual contexts of the strategy for strength-
ening the components of economic security of an en-
terprise of network structures, on the basis of which an
algorithm for forming an economic security strategy for
an enterprise of network structures is proposed with the
allocation of the relevant stages. In particular, a study of
the theoretical basis and organizational and economic
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procedures for assessing the economic security strategy
of network enterprises based on the Kokhonen method-
ology for network enterprises using a graphical method
tovisualize the results of the study was presented, and as
aresult, a set of project vectors for ensuring the secu-
rity component using the method of scientific abstrac-
tion was proposed.

The method of comparative analysis of empir-
ical data is used to formulate the problem and study
the object of strategy for strengthening the econom-
ic security of enterprises of network structures. The
method of abstract and logical generalization is also
used to identify the scientific definition of “strategy
for strengthening the economic security of enter-
prise network structures”. The next stage is the con-
tent-classification identification of the algorithm for
forming the economic security strategy of enterprise
of network structures and characterization of the
relevant stages, using the method of systems theory
and system analysis. The information support for
this method is the scientific works of scientists in ac-
cordance with the subject of this study (Tesliuk, 2018;
Lebedko, 2019; Savchenko & Shkurenko, 2019).

In order to reveal the relevance of this article, the
comparison method is used to comprehensively assess
and distinguish approaches in the context of the struc-
tural distribution of security components of enterprises
innetwork structures. In particular, the practical tools for
a comprehensive study of network system enterprises
(E1-E10) are applied.

That is, the graphical method was used to develop
the results of clustering network structures in the cor-
responding range of “0, 1, 2". On the basis of this, the level
distribution of security of enterprises of network struc-
tures within the “low”, “medium” and “high” level of secu-
rity is presented using the heuristic method.

The obtained results are analyzed and the maximum
and actual level, relative assessment of the security of
network structures are structured using the method of
factor and logical analysis.

Summarizing the scientific research by the method
of generalization, it is argued that this approach of or-
ganizational and economic procedures for evaluating
the economic security strategy of network structures
will provide an opportunity to form a forecast vision of
the vectors for ensuring the security component.

RESULTS AND DISCUSSION

Features of formation of the strategy

of economic security of network structures

The strategy of ensuring the economic security of en-
terprises of network structures is of particular im-
portance in periods of stabilization and decline in the
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activity of the external environment, when the net-
work system is under pressure from the outside due to
the emergence of various types of threats. In general,
threats to the economic security of enterprises of net-
work structures should be considered as a set of con-
ditions, processes and factors that impede the realiza-
tion of the economic interests of the enterprise or pose
a certain danger to their functioning (Mykhailyshyn &
Korovchuk, 2020). Generalization of various concep-
tual approaches to defining the concept and essence
of economic security, analysis of current trends made
it possible to find out that the economic security of net-
work structures is a state of the economic system of
the appropriate level that protects the implementation
of strategic goals from external and internal threats
of loss of development stability, in which the level dis-
tribution of the security component of the enterprise
of network structures will be within the limits of the
boundary values during the period of implementation
of measures (Vivchar, 2018).

Having analyzed the current state of activity of en-
terprises of network structures in the focus of modern
challenges, it is substantiated that, firstly, information,
digital, organizational, production, entrepreneurial pro-
cesses are taking place in its internal and external envi-
ronments, which are characterized by specific features
and have certain differences determined by the laws of
development. Secondly, despite the turbulence of eco-
nomic processes, production and business activities,
and differences in development trends, the processes
also have fundamental similarities - they are aimed at
accelerating and improving the network system. Thirdly,
methodological approaches to substantiating the organ-
izational and economic foundations of the economic
security mechanism necessary for the implementa-
tion of the economic security strategy of the enterprise
of network structures should use a single indicator of
strategic flexibility (universality, relevance, adaptability)
(Andrushkiv et al, 2018; Kolodiazhna & Bukrina, 2019;
Who or what..., 2019).

Based on the research, it is found that the strategy
for ensuring economic security is carried out in several
areas: determining the types and magnitude of threats,
implementing measures to counteract the emergence
and elimination of threats, as well as developing a stra-
tegic action program for organizing and implementing
effective profitability of the structural units of network
structures, which will allow to maintain its competitive-
ness in the market. strategies for strengthening the eco-
nomic security of the enterprise of network structures.
From a practical point of view, the strategy for strength-
ening the economic security of the enterprise of network
structures includes the following stages (Fig. 1).
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STAGE1
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creation of a center for strategic management and economic security of the network

structure

STAGE2

strategic analysis of the external environment and determination of the potential of the

network structure
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STAGE3

1

development of a targeting procedure

=

I

STAGE4

strategic choice of development directions that ensure the economic security of the

border structure

=

STAGES

development of functional strategies for the structural units of the grid system
that ensure economic security

=

STAGE6

77T

development of projects to ensure profitability and economic security

Stages of the economic security strategy of the enterprise of network structures

Figure 1. Algorithm of forming an enterprise economic security strategy of network structures

Source: compiled by the authors

Taking into account the results of the study of the
categorical apparatus, the definition of the concept of
“strategy for strengthening the economic security of
enterprise of network structures” has been further de-
veloped in scientific circulation, which is defined as a
system of strategic management in which a network
structure, carrying out a comprehensive diagnosis of the
external and internal environments, adjusting its goals
and objectives of development, determines the main di-
rections of diversification of functional support for stra-
tegic development guidelines to counter threats.

At the first stage of forming the economic security
strategy of network structures, a center for strategic
management and strengthening of the economic secu-
rity component is created. This is the most important
stage of strategy formation, since a single management
center is responsible for its implementation, operating
in a multi-level space covering the market environment,
strategic planning processes, and ensuring coordination
and interconnection of the goals and objectives of the
business entity.

The basis of the market mechanism of commodity-
money relations is the price. Accordingly, the first task
of the strategic management center is to develop a
network pricing policy that reflects the economic in-
terests of the entity. The second task is to create re-
alistic and strategic goals for the grid system, calcu-
lated for the future, taking into account existing and
potential constraints, which will prevent threats to the
economic security of the grid. The third is the task of
optimizing the system of goals, objectives and actions

of the structural units of the grid system to achieve the
efficiency of its activities.

From the second to the sixth stages, a practical mech-
anism for implementing projects to ensure the economic
security of network enterprises is developed, taking into
account the phased blockiness of the system (Hryhoruk
et al, 2019). The second stage involves identifying and
analyzing the strategy and potential of the enterprise of
network structures. At this stage, to determine the level of
significance of strengthening the security component of
the economic component of business network structures,
the most effective is the use of SWOT and PESTLE analysis
methods. SWOT-analysis allows to identify opportunities
and threats to the activity of the enterprise of network
structures under the influence of the external environ-
ment, as well as strengths and weaknesses of the internal
environment. It should be noted that the most promising
area of strategic analysis is the synthesis of SWOT and
PESTLE analysis methods. This synthesis provides an
opportunity for a more detailed study of external threats
to the activities of the enterprise of network structures,
clarification of their types, quantification of the scale of
threats, the degree of their impact and time periods of in-
fluence of scientific, technical, technological and organi-
zational potential. The value of the strategic analysis stage
isthat the results obtained make it possible to identify real
and projected challenges for network enterprises that
need to be countered by applying the measures provided
for in the economic security strategy.

The third stage is the targeting stage, where the mis-
sion and strategic goals of the network enterprise are

Law, Policy and Security, (1)1



Chudyk & Vivchar

determined. The mission of the network enterprise rep-
resentsthe functional supportand determines the stabil-
ity and strengths and advantages for all categories of per-
sonnel, as well as the attractiveness of the activity for all
stakeholders in the external environment. The strategic
goaldefinestargets(in quantitative and qualitative terms)
and level of security support for the security component
of network structures as its mostimportant components.

At the fourth stage, the strategic selection of perfor-
mance benchmarks for network structures that ensure
the economic component of the security of the business
entity is carried out. Given that the basis of enterprise se-
curity of network structures is sustainable development,
the most promising strategic choice of directions for the
development of the network system is the use of diver-
sification and integration strategies. The diversification
strategy allows network enterprises to increase market
share, expand the range of services.

At the fifth stage, the structural units that are part
of the network system develop strategies in the vector of
functional performance that should not contradict the
basic strategy. Let us characterize the functional strat-
egies for strengthening economic security, which are
components of the basic strategy of network structures.
The financial department of entrepreneurial network
structures develops a functional strategy for strengthen-
ing economic security, which is structurally and logically
interconnected with the marketing strategy, social and
production strategies. The strategy defines the charac-
teristics of the “order portfolio”, i.e. the structure and vol-
ume of sales determined on the basis of market research,
the level of financial stability and solvency of the network
structure, the actual and permissible amounts of accounts
payable and receivable, the level of provision with own
sources of financing of working capital, etc. The strategy
calculates the financial assessment of the company'’s re-
turn on assets, capital intensity, and profitability of sales.
One of the tasks of the strategy is financial diagnostics,
which accompanies the process of implementing the en-
terprise’s network structures. This method identifies de-
viations from actual values, characteristics, and planned
indicators, which makes it possible to develop appropriate
measures to prevent threats to the economic security of
the network enterprise (Gevko, 2020; Gevko et al., 2021).

The structural subdivision of the network enterprise
that recruits personnel represents the functional sup-
port strategy. The human resources component is a cru-
cial part of the business network. Staff cohesion and their
interest in achieving the network’s efficiency depend on
the existence of formed motives for labor activity. The
basis of the social development strategy should be a sci-
entifically grounded methodological approach to deter-
mining the leading motive for labor activity of the per-
sonnel of the network structure. The scientific approach
of]. Galbraith is relevant today, according to the research
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in the context of which the classification of labor motives
is carried out according to the following three types: the
desire for monetaryreward; adaptation of the employee’s
own goals tothe goals; identification of his own goals with
the goals of the business entity (Economic views .., 2021).

The effective operation of network enterprises is
achieved if the motivation and purpose of labor activity
are unambiguously aligned with the goals of the network
system. In this case, on the one hand, the remuneration
for the work of different categories of personnel directly
depends on the growth of the efficiency of the business
entity, and on the other hand, the personnel of the busi-
ness structure ensures the economic security of the en-
terprise of the network system as a prerequisite for cre-
ating efficiency.

The basic strategy of economic security is the func-
tional strategy developed by the security service (unit)
of the enterprise of network structures. The functional
strategy of the security service of network enterpris-
es determines the nature of management in two main
areas. Thus, according to the first direction, the security
service realizes the function of constant control and di-
rectelimination of external and internal threats tothe ac-
tivities of the enterprise of network structures. The secu-
rity strategy in accordance with the first direction solves
the following tasks, in particular, provides: protection
of trade secrets and confidential information; security
and protection of premises; physical safety of personnel;
maintains technical and fire safety; economic security.

In accordance with the second direction, the func-
tional purpose of the security service, reflected in the
strategy as a subsystem of procedures, observations and
response measures, is determined by the need to rec-
ognize potential threats to the operation of the network
enterprise in a timely manner, assess their nature and
scope, and propose measures to eliminate them in order
to achieve future sustainable development. The main
guidelines of this component of the functional strategy
are as follows:

= justification of the competitive environment;

= diagnosing the security component of the network;

= implementation of information and analytical
classification work;

= implementation of control over strengthening
economic security (Kharazishvili, 2021).

The results of the security service’s activities in
accordance with the second direction of the function-
al security strategy are formalized as calculation and
analytical materials. The strategic task of the security ser-
vice involves the implementation of measures to mini-
mize overall losses from threats and the development of
proposals to support the activities of network enterprises
to organize new types of cost-effective activities.

It should be noted that the practical mechanism for
implementing the direction of the functional strategy of
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the security service is based on the implementation of
the developed recommendations for ensuring economic
security in relation to the specific conditions of the ex-
ternal and internal environments of the enterprise of
network structures. In the context of large-scale use of
modern technologies by network enterprises with the
need for continuous improvement and renewal of prod-
ucts, an important factor in ensuring economic securi-
ty is the intensification of the activities of the structural
units of the network system that carry out research and
development work (Who or what..., 2019).

The sixth stage involves the development of inno-
vative projects. Project solutions are aimed primar-
ily at expanding the range of products and services.
The purpose of developing innovative projects is to
ensure the profitability of production and econom-
ic security of the enterprise. The organizational and
management measures envisaged in the innova-
tive projects of network enterprises involve the use
of a new implementation strategy to stay ahead of
industry competitors and increase their market share.
Analyzing the organizational and economic foundations
ofthe economicsecurity strategy of anetwork enterprise,

itisworthnotingthattheeconomicsecurityofthenetwork
can be realized if the following principles are observed:
= economic feasibility of strategic decisions in the
internalization of joint commercial operations of indi-
vidual structural units, if this does not lead to an increase
in the total production costs of the business structure;

= the enterprises of the network structures - part-
ners participating in the activities of the corporate asso-
ciation - receive a profit that is the sum of the following
components: the amount of profit from independent
operation and a part of the excess profit from systemic
corporate activities.

Itisimpossible toignore the fact that the mechanism
of forming the economic security strategy of the enter-
prise of network structures is based on the main vectors
of strengthening. The fundamental basis of each is the
economic justification of the motives for the functioning
of the network system and, accordingly, their implemen-
tation within the strategy of the security component.
For all vectors of implementation, the condition that the
economic security of enterprises of network structures
will be ensured and maintained during the period of the
network’s existence is justified (Fig. 2).

[I MANAGEMENT OF ECONOMIC SECURITY OF THE ENTERPRISE OF NETWORK STRUCTURES I]

N

planning of economic <j ) forecasting the economic
security of the enterprise of component of the network
network structures FORMS system
=
implementation of targeted @ economic security
programs management system
Assessment of threats to the network structure
Economic security strategies to the network structure economic security —1

':>‘ = refusal to engage in activities that involve economic risk ‘

security and protection of

= acceptance of responsibility for the risk of the
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for losses from own sources

economic strategy with a guarantee of full compensation

—> ‘ = insurance and transfer of liability for economic risk
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effect of preventing and eliminating threats to the
economic component of the enterprise of network
structures

effect from the implementation of sustainable
development, which ensures the profitability of the
enterprise of network structures

Figure 2. Structural and logical scheme of formation of the strategy
for strengthening the economic security of the enterprise of network structures

Source: compiled by the authors
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The subject of the study is the processes of ensuring
the economic security of enterprises of network struc-
tures, and its most important component is the defini-
tion of the “lower” and “upper” limits of security of net-
work structures. Studying the security issues, it can be
concluded that the decrease in the level of economic
security of enterprises of network structures is carried
out on the basis of negative trends leading to a decrease
in the security of the network system. In particular, this
trend means a weakening of the competitive position of
network enterprises in the market caused by a decrease
in demand for products, a decrease in production vol-
umes and profits.

Practical tools for a comprehensive study

of the level of economic security of enterprises

of network structures

Another important aspect of the study is determined by
the fact that the object of the economic security strat-
egy is the enterprises of network structures. Thus, the
“lower” limit of the security component of the enter-
prise of network structures is reached when there are
no incentives and efficiency of implementation in the
network system. The organizational and economic basis
of the “lower” limit of economic security of enterprise
of network structures is analyzed using the theory of
transaction costs. When implementing the strategy of
economic security of enterprises of network structures,
the principles of safe functioning are ensured, the eco-
nomic basis of which is participation in shares based on
the profit received. Thus, the “lower” limit of economic
security is achieved by increasing the share of costs of
production costs, as well as the share of costs for partic-
ipation in the organization of a network structure in the
estimate of production costs.

The relative increase in organizational costs pro-
vides a minimum of benefits achieved by saving transac-
tion costs by individual structural units. It is proved that
the “lower” limit of economic security exists for a net-
work structure, but not for individual structural units.
The threat to the economic security of an enterprise in
network structures begins to act after passing the “low-
er” limit of their security system. The “lower” limit of eco-
nomic security for network enterprises is reached when
a decrease in sales and production volumes, as well as
the emergence of powerful competitors in the market,
lead to a decrease in corporate excess profits.

As a result, the activities of business structures are
carried out in conditions similar to those of their inde-
pendent functioning in the long term, when the en-
terprise, while receiving sufficient profit compared to
=the profit of industry competitors, cannot receive mo-
nopoly excess profits. At the same time, economically
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unjustified growth in the volume of services provided
by a network company may lead to a situation that can
be defined as the “upper” limit of economic security
of the network system. By the time the “upper” limit of
economic security is reached, the organizational costs
required to increase the size of the network enterprise
are not compensated by the intensification of sales. The
tendency of the influence of production factors makes
it possible to obtain a synergistic effect and the need to
move to other alternative options for the formation of a
new economic security strategy.

It is impossible to ignore the fact that the strategy
of ensuring the economic security of enterprises of net-
work structures will be effective only if its implementa-
tion provides a high effect. The overall economic effect
includes the following two main components:

1) the effect of preventing and eliminating threats to
the economy of network enterprises;

2) the effect of implementing sustainable develop-
ment that ensures the profitability of network enterprises.

These types of effect are the result of controlling
the state of the economic component of the security
component of the organization of new technologies
development. Thus, the organizational and econom-
ic assessment of the effectiveness of the strategy for
strengthening the economic security of enterprises
in network structures is the fundamental basis for as-
sessing the implementation aspects of the strategy for
ensuring economic security in general, the economic
security strategy as a functional strategy, and the sta-
tus of innovative technologies and their implementa-
tion. On this basis, the article presents a conceptual
and methodological framework for the organizational
and economic evaluation of the security strategy of
enterprises of network structures, taking into account
the specifics of processes and their management
within the framework of the implementation of the
economic security strategy.

The methodology for organizational and econom-
ic assessment of economic security of enterprises of
network structures should include methods for calcu-
lating indicators that reflect the level of uncertainty
of the external environment, the types and degree of
threats to economic security, the amount of costs for
their elimination, as well as the amount of costs for
organizing new types of profitable production. The
methodology of organizational and economic assess-
ment of the effectiveness of the strategy for ensur-
ing the security of enterprises of network structures
should also reflect the structure and ensure the aggre-
gate result of counteracting threats and selling prod-
ucts at the profitability of measures in market condi-
tions (Tesliuk, 2018).
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Itis established that the assessment of economic se-
curity is carried out on the basis of regulatory principles,
in particular:

1) according to the traditional approach, the basic
indicators are determined in accordance with the main
determinants that characterize the activities of the en-
terprise at the macro-, meso- and micro-level; 2) actual
indicators are calculated; 3) maximum indicator values
are determined; 4) actual and maximum indicator val-
ues are compared; 5) the main indicators are substan-
tiated; 6) determine the minimum (min), average (ave)
and maximum (max) time required to achieve the tar-
get value of the indicators; 7) set the minimum (min),
average (ave) and maximum (max) budget required to
achieve the target indicators; 8) rank threats to economic
security; 9) present strategic guidelines for strengthen-
ing economic security (Melikhova, 2019).

It is substantiated that the strategy of strengthen-
ing the security component of the enterprise of network
structures can be implemented on the basis of the meth-
odology of organizational and economic assessment
according to the following dependence (Savchenko &
Shkurenko, 2019):

Pr +P
C+Cl+Cc+Cnc’

E=1+Kr=

where E is the economic efficiency of the economic se-
curity management strategy; Kr is the profitability ratio
of the network enterprise; P is a part of the total result
from the project implementation of the effective oper-
ation of the network structures enterprise (the amount
of income from sales of new products), formed to com-
pensate for the costs of threats that it experienced in the
period preceding the start of new production; Pris a part
of the overall project result directly related to the costs
of organizing, implementing, and developing innovative
projects; C is the cost of inefficient operation of network
enterprises; Cl - costs of eliminating the impact of inef-
ficient operation of network enterprises; Cc - costs of or-
ganizing the efficient operation of network enterprises;
Cnc - unproductive costs that accompany the effective
operation of network enterprises.

As a practical component of the testing of the eco-
nomic security strategy, we conducted a comprehensive
study and sampled 10 enterprises of the network system
(E1-E10). The structure of the data set in Table 1 was used
for the calculation.

Table 1. Structure of the dataset of network enterprises

Ne Parameter name Parameter type
1 Network structure enterprise (E1-E10) text

2 Name of the security component text

3 Maximum level numeric

4 Actual level numeric

5 Relative assessment percentage

Source: compiled by the authors

It should be noted that for the analysis of the indi-
cators, the Kokhonen method of clustering was used.
According to the Kokhonen method, each unit corre-
sponds to a “cluster”, and the number of clusters can be
determined by the grid size, which can be represented
by a rectangle. This algorithm allows for a variety of
interpretations. It is worth noting that the generat-
ed “maps” are fairly consistent, which emphasizes the
high level of practical relevance in different situations.
It was also found that additional information about
the class can be modeled as a dependent variable ac-
cording to which predictive data can be obtained. The
original data is represented by X, and the additional
information is represented by Y. In this case, a winner-
take-all strategy is often used, which is identified as an
“expansion network”. In accordance with the proposed
Kokhonen approach, X and Y are calculated separately,

and the maximum distance is 1 and the total distance is
a weighted sum that must be applied using the appro-
priate formula:

D(o, u)=a D, (0, u)+ (1-a)D(0, u),

where D(o, u) is the distance of the object o to the unit u;
D,and D are the distances in separate ranges.

Thus, the maximum distance X- and Y- is equal to
one and there is a probability of possible differences in
the values of X and Y. It is proved that the final result of
scientific research consists of “maps”: one is the variable
X and the other is the variable Y. In the process of eval-
uating one additional parameter, the share of X (or Y)
should be represented by the user. This approach can be
extended to a larger number of indicators. For each in-
dicator, a similarity value is calculated and all individual
similarities are then combined into a single value, which
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is used to determine the unit according to the formula
(Wehrens et al., 2007):

D(o,u) = Z a;D;(o,u)

13

where ¢, is the sum equal to one.

It should be noted that the clustering was divided
into three clusters (Fig. 3) to determine the level of eco-
nomic security of the studied enterprises, namely the
“lower”, “middle” and “upper” limits.

According to Figure 3 shows a clear distribution of

these clusters in the range “0, 1, 2".

Figure 3. Projected distribution of clusters

Source: compiled by the authors

Enterprise

O S— —
E1 E10 E2 ES E4

—
ES E6 E7 ES

Figure 4. Distribution of network enterprises by clusters

Source: compiled by the authors

Continuing the logic of our research, it was found
that the studied network enterprises (E1-E10) are located
within these three clusters (“0,1,2") according to Figure 4.

The next stage of the study is to substantiate the se-
curity components of network enterprises (intellectual,

personnel, technical, legal, environmental, information,
power, financial, market, interface). Thus, according to
Figure 5, there is a clear vision of the compliance of the
security components of each network system in accord-
ance with the cluster distribution.

Security component

- r 1 T T
Ecological Financial  Informational  Intellectual  Interface

T — 1
Power  Technical

T T T
Legal Nundinal ~ Personnel

Figure 5. Distribution of the security component at enterprises of network structures by clusters

Source: compiled by the authors
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Thus, based on the application of the Kokhonen
map, a comprehensive clustering was carried out and
security indicators were formed within the level dis-
tribution (maximum and actual) with interdepend-
ence on the correspondence of the relative assess-

ment (Fig. 6). Figure 6 shows that cluster 0 includes
the studied network enterprises with a “lower” level of
security, cluster 1 - network enterprises with an “aver-
age” level of security, and cluster 2 - with a “high” level
of security.

2]

o
| 0 - !|
2 [4] 5 8

Acrtiia

1

a) maximum level

b) actual level

T
0,905

—
15

C) relative assessment

Figure 6. Distribution of security values at enterprises of network structures by clusters

Source: compiled by the authors

The clustering of enterprises of network structures
obtained by means of neural processing (Kokhonen
maps) showed that the existing network structures can
be divided into three clusters. It should be noted that
the cluster analysis covers a wide range of indicators
of domestic enterprises of network structures, which
made it possible, compared to other approaches (Tesli-
uk, 2018; Lebedko, 2019; Savchenko & Shkurenko, 2019),
totake into account the main components of the security
of classified objects with a fairly high accuracy. It is im-
possible to ignore the fact that Tesliuk (2018) conducted
a comprehensive diagnosis of multilevel systems in the
context of modeling networked hierarchical systems. On
the basis of this, a sample of clustering of system distri-
bution based on the financial component was carried
out. Particular attention should be paid to the study by
S.A. Lebedko (2019), who, using an integral approach,
clustered enterprises in the context of assessing the
thresholds of the level of economic security. In his re-
search, S.A. Lebedko (2019) presented that the basis in
business management is the use of the Kokhonen map
for a clear vision of the main vector of development of

cloud technologies of business structures in the context
of digitalization of economic processes.

As a result of processing, a Kokhonen map (SOFM
52-4) was developed using the STATISTICA 10 analysis
system (Fig. 3-6). The practical implementation of the
assessment of the level of economic security has neces-
sitated the identification of the impact of threats on the
level of security of enterprises of network structures. It
has been established that the obtained neural network
with unsupervised learning (SOFM 52-4) allows to form
a spectrum of enterprises of network structures divided
intothree ID-neurons (clusters) toidentify securitylevels.

The formed sample based on the input data of the
studied enterprises divided into three clusters is shown
inthe above-described Fig. 3. Please note that the formed
clusters are interpreted in the context of the distribution
described below:

Neuron 1 (cluster 0) - the level of security is low;

Neuron 2 (cluster 1) - medium security level;

Neuron 3 (cluster 2) - high security level;

Thus, in this paper, based on the results of the cal-
culated Kokhonen diagram, which is based on the data
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in Table 1, a clear distribution of enterprises of network
structures was made according to (Fig. 3). From a prac-
tical point of view, the most clear-cut interpretation can
be made of the identified cluster 2, followed by cluster
1. The analysis of the structure of the data set in Table 1
has made it possible to divide the enterprises of network
structures into three clusters, respectively. Cluster 0 in-
cludes enterprises with network structures with “lower”
levels of security, taking into account the corresponding
level narrative, namely the environmental and finan-
cial security components. Cluster 2 includes enterprises
with network structures that focus primarily on “high”
levels of security - human, technological, power, and
market security components. Cluster 1 includes all oth-
er network structures not included in clusters 0 and 2.
Thus, according to Figure 5, they constitute the majori-
ty of network structures with “medium” security levels
based on information, intellectual, interface and legal
components of the security level.

We would like to draw attention to the fact that the
obtained cluster diagrams allow us to identify belonging
to the level distribution of the security component, tak-
ing into account the actual and maximum security level,
respectively.

Analyzing the diagram, it should be noted that the
ordinal number of the obtained clusters is not their rat-
ing. Thus, the cluster itself in the Kokhonen network out-
lines only a set of objects that are similar in terms of a set
of multidimensional features and properties. In turn, it
is noteworthy that one of the features of the clusters in
the diagram (Fig. 6) is their size in the context of relative
ratings. The cluster analysis of the general indicators of
the security level distribution showed that in all three
cases there are different security limits: “lower”, “middle”
and “upper” business structures based on the analyzed
indicators (Table 1).

It should be noted that for the practical implemen-
tation of the strategy of economic security of enterprises
of network structures, it is necessary to take into account
the overall economic effect obtained from strengthen-
ing the security component. It is substantiated that re-
ducing the amount of losses is an additional result of
improving the economic security system of a network
structure, taking into account the following strategic se-
curity guidelines, namely: protection against financial
sanctions; fines; administrative fines; losses due to theft;
risks; threats; deliberate attacks; disclosure of com-
mercial information; unreliable counterparties; debt
repayment; increase in revenues from product sales.
Of course, this list is not exhaustive, depending on the
specifics of the functioning and security level of network
enterprises in modern conditions. In turn, it is necessary
to take into account the economic costs of the security
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strategy, taking into account all possible external and in-
ternal threats. However, it should be noted that in such
conditions the planned normative profit from the imple-
mentation of the strategy for ensuring the security com-
ponent will be achieved.

It should be noted that the obtained neural network
with unsupervised learning (SOFM 52-4) allows forming
a set of enterprise network structures distributed into
three ID neurons, which characterizes the position in
terms of the maximum and actual security level. The re-
sults obtained make it possible, from a practical point of
view, to formulate a strategy for ensuring the economic
security of enterprises using project measures and the
main vectors for strengthening the security component.

It is proved that the obtained neural network (SOFM
52-4) allows to form the whole range of enterprise net-
work structures divided into three ID neurons that char-
acterize the position of the maximum and actual security
level. From a practical point of view, the results obtained
made it possible to formulate a strategy for ensuring
the economic security of an enterprise through project
measures and the main vectors for strengthening the
security component.

CONCLUSIONS

The strategy of economic security of network enter-
prises should be justified by project vectors of strength-
ening. Thus, by implementing the first vector, enter-
prises of network structures function according to the
“price — quality” characteristic, receiving network ex-
cess profits due to high product prices, as compared to
competitors. According to the second vector, enterpris-
es of network structures operate on the basis of the “low
cost — scale effect” characteristic, ensuring the receipt
of network superprofits by reducing prices for their
products, increasing their attractiveness to consumers
and increasing sales volumes, taking into account the
digitalization of economic policy. The study of two are-
as of high profit of network enterprises proves that the
organization of management of new profitable projects
in the network within the framework of the economic
security strategy is carried out by organizing innovative
contexts and modernization in the context of practi-
cal adaptation of digital tools. From a practical point of
view, a plan should be presented that reflects the deter-
minants and indicators of the security component of
network enterprises.

It is determined that the economic security of en-
terprises involves the development of a network, prod-
uct competitiveness and retention of market share.
It is determined that the security component charac-
terizes the economic potential of business structures
and counteracting the negative impact of external and
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internal environments. At the same time, the economic
system of various measures reflects the conditions of
the security strategy against various threats that have
an impact on development in the long term. It is estab-
lished that an increase in the level of negative impact
on the economic security of enterprises of network
structures leads to negative consequences (decrease in
production volumes, growth of pricing policy, increase
in unemployment, reduction in tax payments, environ-
mental degradation, etc.)

Based on the conducted research, it is worth high-
lighting the key vectors for strengthening the economic
security strategy of enterprises of network structures

a comprehensive diagnosis of risks of entrepreneurial
structures in the context of digitalization of the eco-
nomic component of business processes of the network
system; identification of threats to digital tools for en-
suring the security of enterprises.

Thus, in the context of modern challenges, the is-
sues of the strategy for strengthening economic secu-
rity and the impact of challenges on business network
structures, the search for ways to counteract them are
becoming more relevant than ever and require further
scientific developments.
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CtparTeria 3MiLHEeHHA eKOHOMIYHOI 6e3neKu
NiANPUEMCTB MepeXXeBUX CTPYKTYp: NparMaTukKa
Ta KJ/1IIOYOBi BEKTOPU PO3BUTKY

AHoTauig. [JoCiiKeHHsSI Cy4YacHOrO CTaHy MepeskKeBUX CTPYKTYyp B Cy4acHUX yMoBax OYHKI[IOHYBaHHS
Ta HeobximHicTh peasisallii cTparerii eKOHOMIUHOI 6e3IeKV JO3BOJIAIOTP BUABUTH piBEHb 6e31eK03HaBYOl
KOMIIOHEHTH B MAaWOyTHIM IIepCIeKTUB] MMiATPUEMHUIIBKUX CTPYKTYp, CIPSMOBAHICTh i xaparrep iXxHBOI
Iil B KOHTEKCTi KjacTepu3allil. MeTa CTaTTi IoJAra€ y CHUCTEMHOMY OOIPYHTYBaHHI cTparerii 3abe3redyeHHd
eKOHOMIYHOI 6e3MeRU MMAIIPUEMCTB Ha OCHOBI OpraHi3alliliHO-eKOHOMIUHOTO OLiHIOBaHHA i3 imeHTHdiKalli€o
MaKCUMAaJIBHOTO Ta GaKTUYHOIO PiBHA. B Ipolleci JaHOro HAyKOBOIO JIOCIIZKEHHS 3aCTOCOBAHO TaKi METOHM:
IeNyKTUBHUM; TOPiBHAIBHOTO aHAJI3y eMIIpUYHUX JaHUX; a6CTPaKTHO-JIOTIYHOTO y3araJbHeHHS; Teopil cucreM
i cucreMHOro aHasisy, MOPIBHAHHA, €BPUCTUYHUMN; GAKTOPHUN i JIOTIYHMM aHaji3; HAyKOBOi abCTpakill Ta
€KOHOMiKO-MaTeMaTUYHOTO MOZEIOBAaHHS; rpadiuHu; y3araJpHeHH. V JaHil poboTi 06rpyHTOBaHO IOHATINHO-
KaTeropiaJpHUI arapar «eKOHOMiuHa 6e3IleKa», «CTpaTerig 3MillHeHHA eKOHOMIYHOI 6e3MeKu ITiAIpreMCTBa
MepeXkeBUX CTPYKTYp». [IpoaHaizoBaHO CyYyacHU CTaH MiATIPUEMCTB MepesKeBUX CTPYKTYP B KOHTEKCTI Cy4acHUX
BUKJIMKIB. OTIMCaHO AeTas1i30BaHUM aJIFOPUTM peastisallii crparerii eKOHOMIUHOI 6e3ITeKH MiATPUEMCTE MEPEKEBUX
CTPYKTYD i3 BUOKpEeMJIEHHSM BiITIOBIIHUX eTalliB. Bifj3HaueHO IpiopuTeTHICTh QYHKIIOHAIBHOI CTpaTerii, SKa He
MTOBUHHA CyIIepeYnTy 6a30Bili cTparerii Ta oxapaKTepr30BaHO OCHOBHI 3aBAaHH BiTIOBIAHO. 3Ii¥ICHEHO PO3PO6KY
peKoMeHAlliN IIOAO MOKpAaIleHHS OpraHi3aliifHO-eKOHOMIUHNX IpOoLieZlyp OL[iHIOBAHHS CTpaTeril eKOHOMIYHOI
6e3MeKy MEePEREBUX CTPYKTYpP HA OCHOBI KiacTepusauii mizxomoM KoxoHeHa. O6IPYHTOBAHO ITPaKTUUHUIN
iHCTpyMeHTapili KOMIUIEKCHOTO IOCIIIKEeHHS MiATNpUEMCTB MepexkeBoi cucTemu (E1-E10) i3 3acTocyBaHHA
CTPYKTYpU Habopy JaHUX Ha OCHOBI imeHTHdiKaLii TphOX KIacTEPiB B KOHTEKCTI PiBHEBOTO PO3IIOALNTY 6E3ITeKU.
OCHOBHI TIOJIOKEHHS [aHOI CTaTTi AaAyTh 3MOIY BITUM3HAHUM MiANPUEMHULIBKUM CTPYKTypaM Ha OCHOBI
3aCTOCYBaHHS METOJUKU KilacTepusallil MepesKeBOro MOJeI0oBaHHA CcPOpPMyBaTH ITPOTHO3HY OI[IHKY CTpaTeril
3MilIHEeHHA eKOHOMIYHOI 6€3MeKy Ta po3po6UTH BiITIOBIIHI BEKTOPU YAOCKOHAIEHHSA 6€3[IeK03HABY0] KOMITOHEHTH

Krnio4oBi cnosa: ajiroput™ GopMyBaHHS CTpaTeTil 6e3MeKy; cTpareris GyHKLIOHATBHOTO 3a6e3MeYeHHS; CKIaf0Bi

6e3reKy; OpraHi3alliliHO-eKOHOMIUHa OIiHKa eKOHOMIUHOI 6e3IeKy; MeTOAUWKa KOXOHeHa; KJacTepu3aliis
MepeXkeBUX CTPYKTYP
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