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Protection of information in electronic registers:
Comparative and legal aspect

Abstract. The relevance of the research topic lies in the further development of the theoretical and methodological
foundations of information protection in electronic registers based on a comprehensive study of the development
of the register system at the current stage of the development of information systems, a thorough study of foreign
experienceinthisfield. The purpose of the work was to investigate the analysis of scientific approaches to the definition
of the concept of “information security”, “information protection” in electronic registers, as well as in a comparative
analysis of the main methods and mechanisms of information protection in electronic registers in Ukraine and
some foreign countries. The authors studied the main directions of the European information security policy, the
protection of information in electronic registers, the main mechanisms of information protection in electronic
registers based on a conceptual analysis and a comparative analysis of the legislation on information protection and
the main methods of its protection in certain leading foreign countries. Special attention was paid in the article to
the features of information security, namely information protection in certain foreign countries for the purpose of
studying and introducing the best methods of information security into the practice of our state. The authors proved
that the new model of information protection should take into account the development of an effective state policy on
the protection of information in electronic registers in accordance with EU legal standards; creation of the Institute
of the Commissioner for Information Protection; in accordance with the EU norms, the introduction of specialists in
matters of personal data protection at enterprises. Since the modern system of information protection in Ukraine
does not guarantee the protection of privacy and personal data of a person and a citizen, the co-authors of the article
suggested making appropriate changes to the current legislation in order to bring it into line with EU legal standards.
The article also proposes a new model of information protection in Ukraine, taking into account the experience of
foreign countries
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INTRODUCTION

Information in society is not only a subject of profes-
sional exchanges, a resource for making managerial de-
cisions, a means of ensuring a higher quality of life. In-
formation increasingly functions as an object of criminal
encroachment, a means of competitive struggle of busi-
ness structures, and even a weapon of information wars.

That is, modern society, as noted by O.R. Shevchuk
and N.F. Mentukh (2021) is called informational, because
information forms the most important element of his vi-
tal activity. Information protectionis one of the mostnec-
essary tasks in the functioning of the entire state and, ac-
cordingly, in the activities of individual large or small en-
terprises. Inthe 21century, this factis considered obvious.

Therefore, the relevance of the chosen research top-
iclies in the scientific analysis of the theoretical founda-
tions of information protection in electronic registers, a
thorough study of foreign experience in this field, in the
identification of theoretical and practical problems that
arise in the implementation of information protection in
electronic registers, as well as in the creation of reasona-
ble proposals and methods solving established problems.

Before starting the analysis, it is necessary to clarify
the essence of the main concept in this topic . Therefore,
authors consider it appropriately to analyze separate
scientific statements regarding the definition of the
point of the concept of “information security”.

Usually, information security refers to the quality
of the object’s security, which is most often represented
by information, system resources, data, etc. That is, in-
formation security, as noted by H. Yarovenko (2020), is a
complex concept that covers security at the macro and
micro levels, and also includes the legislative framework,
bodies that ensure information security, software and
hardware security, security policy and field specialists.
Therefore, the issue of ensuring information security,
according to A.V. Wojcikhovskyi (2020), is quite impor-
tant at the current stage for the Ukrainian state, which,
first of all, is due to the need to resist certain illegal en-
croachments on the information space of Ukraine.

As noted by some researchers (Ording et al., 2022),
relevant provisions, legislation and other constitutional
norms act as a powerful tool in society and play a vital
role in the development of information security both at
the national and international levels.

One of the the most pressing problems of modern
society is conducting informational wars, protecting in-
formation in electronic registers. The main weapon and
advantage in such wars, of course, is the possession of
information. For these reasons, data protection is be-
coming a necessity in the world.

It is worth noting that today’'s military practice
clearly demonstrates that information is a weapon of
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“mass destruction”. Therefore, it is necessary to create
an effective mechanism by which it is possible to ensure
state information security and respect for human rights,
and, at the same time, to provide an opportunity for peo-
ple not to feel invasion on freedom and democracy.

The organizational and legal mechanism of the state
policy of information security, as noted by V. Panchenko
(2020) is an ordered set of state bodies that are involved
in the process of forming, ensuring and implementing
informational security policy, as well as internal and ex-
ternal social relations regulated by the system of legal
norms and principles in the information field.

The article examines the issues of information protec-
tion in electronic registers, as well as countries that have
managed to establish themselves as information states.
The degree of protection of information in electronic reg-
isters of Ukraine is compared with other countries.

The purpose of the scientific research is to analyze sci-
entific approaches to the definition of the concept of “infor-
mation security”, “information protection” in electronic
registers, as well as a comparative analysis of the main
methods and mechanisms of information protection in
electronic registers in Ukraine and some foreign countries.

This research is based on two hypotheses, which are
as follows:

1) the modern system of information protection in
Ukraine needs to be adjusted with EU legal standards, in
particular, the introduction of foreign experience, as well
as the introduction of the position of the Ombudsman
for the protection of personal data;

2) in Ukraine, it is necessary to develop and imple-
ment (taking into account the experience of foreign
countries) a new model of information protection, which
would include: development of an effective state policy
on information protection in electronic registers in ac-
cordance with EU legal standards; introduction of the In-
stitute of the Commissioner for Information Protection;
in accordance with EU norms, introduction specialists
on personal data protection.

LITERATURE REVIEW

The concept of “information security” is currently one of
the basic concepts in information law. As noted by some
researchers (Alrebdi et al,, 2022), it is a set of measures,
including organizational and technical ones, that are
taken to ensure a number of necessary requirements:
protection, integrity, availability and manageability of
information arrays. Correct and reliable data protection
strengthens the sovereignty, defense capability, position
of the state in the world, provides reliable support for the
preservation of state secrets.

Studies of D. Bell (1980) are devoted to this problem,
in which he examines social section of the information
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society and perspectives of its dynamics. A. Duff (1998)
became a follower of D. Bell’s scientific research, contin-
uing his research on the social structure of the informa-
tion society. D. Lyon (1986) in his scientific work highlights
new social transformations from “post-industrialism” to
“information society”, Y. Masuda (1981) studied the infor-
mation society, considering it as a post-industrial society,
A. Toffler (1980), D. Herrmann & H. Pridoh (2020) explored
fundamental concepts and models of cyber security.

In their works, these authors investigated the con-
cept of “information security” and its essential meaning.
Intheir opinion, the emergence and scientific consolida-
tion of the definition of “information security” is directly
related to the understanding of the phenomenon of in-
formatization and the study of the content of the process
of forming an information society. That is, information
security is a multifaceted and multi-directional field of
activity, success in which can only be achieved by the use
of systematic and complex approaches in its analysis.

It is worth noting that in 1991, European countries
developed the “Information Technology Security Evalu-
ation Criteria™, which, in particular, define the tasks of
ensuring information security. So, in order to ensure the
confidentiality and integrity of information resources,
the issues of ensuring the protection of information re-
sources from unauthorized modification or destruction,
from unauthorized access, as well as the issue of ensur-
ing by means of countering the threats of denial of ser-
vice of systems are defined.

In 1996, European information security standards
were established in the “Common Criteria for Infor-
mation Technology Security Evaluation, according to
which the CIA TRIAD model is used to characterize the
main criteria of information security, which provides
for three main features of information security, namely:
confidentiality, availability and integrity.

In 2001, the European Commission presented the
document “Communication from the European Com-
mission: Network and Information Security: Proposal
for a European Policy Approach™, which marked the
current approach of the EU to the problem of informa-
tion security. This document uses the term “network and
information security”, which is interpreted as “the ability

of a network or information system to resist accidental
events or malicious actions that threaten the availability,
authenticity, integrity and confidentiality of data stored
or transmitted, as well as services, provided through
these networks and systems.

European standards of information activity of public
authorities provide for issues of maximum information
openness, with the exception of restrictions related to
issues of information confidentiality (first of all, ensur-
ing the security and protection of personal data). The
main document regulating the right of EU citizens to
the protection of personal data is Directive 95/46/EU “On
the protection of natural persons during the process-
ing of personal data and on the free movement of such
data”. Among these norms, we can also note “Principle
of Guaranteed Security No. 11"°, which enshrines the re-
quirement that “personal data shall be protected by rea-
sonable security measures against threats such as loss
or unauthorized access, destruction, use, modification
or disclosure”. Approved on April 14, 2014, new personal
data protection regulations (GDPR) entered into force in
2018¢. The innovations include the introduction of amore
severe punishment for late notification of information
about a data leak. The need to obtain users’ consent to
the processing of their personal data, which mustbe free,
conscious and specific, and can also be revoked at any
time, is provided by the directive. In his work R.Yu. Prav
(2019) notes that given the importance of information
for modern people, societies, states and the interna-
tional community, there is no doubt that, in addition to
the obvious benefits that information can bring, it can
also be exposed to threats arising from various factors.

In addition to the fact that the problem of informa-
tion security attracts the attention of a significant num-
ber of scientists, today there is a lack of a unified and
systematic scientific study of the issue of improving the
protection of information in electronic registers in com-
parison, including international experience.

MATERIALS AND METHODS

Because the focus of the research is concept of protec-
tion of information in electronic registers, the main
mechanisms of information protection in electronic

!nformation Technology Security Evaluation Criteria. (1991). Retrieved from https://www.ssi.gouv.fr/uploads/2015/01/ITSEC-uk.pdf.
2Common Criteria for Information Technology Security Evaluation. (2012). Retrieved from http:/www.commoncriteriaportal.org/

files/ccfiles/CCPART2V3.1R4.pdf.

3Communication from the European Commission: Network and Information Security: Proposal for a European Policy Approach.
COM. (2001). Retrieved from http://ec.europa.eu/information_society/eeurope/2002/news_library/pdf_files/netsec_en.pdf.
“Directive 95/46/EU of the European Parliament and the Council “On the Protection of Natural Persons During the Processing of
Personal Data and on the Free Movement of Such Data”. (1995, October). Retrieved from http://zakon2.rada.gov.ua/laws/show/ 994_242
SInterpreting the Security Principle. (2007, March). Retrieved from http://www.cyberlawcentre.org/ipp/wp/WP1%20Security.pdf.
6Statement by Vice-President Ansip and Commissioner Jourova ahead of the entry into application of the General Data Protection
Regulation. Regulation (EU) No. 2018/1725. (2018). Retrieved from https://ec.europa.eu/commission/presscorner/detail/en/

STATEMENT_18_3889.

©

Law, Policy and Security, (1)1



Mentukh & Shevchuk

registers were investigated with the help of conceptual
analysis.

The logical-semantic method was used in the for-
mulation of the categorical apparatus, in the process
of researching and structuring the main tasks of infor-
mation protection, as well as for the empirical analysis
of the main means of countering information security
threats in computer systems.

The authors applied sociological methods (content
analysis, synthesis, discourse analysis, statistical ar-
rangement) of accumulation, rethinking and systemati-
zation of information.

The use of the comparative-historical method, in
particular the retrospective-chronological method,
made it possible to identify and compare the history of
the creation of electronic registers in Ukraine and cer-
tain foreign countries; cross-national analysis made it
possible to distinguish such important and fundamental
categories as information security and information pro-
tection; cross-temporal analysis was used to form infor-
mation protection mechanisms in electronic registers in
the period of threats.

A previous search of the results found many cases
of erroneous results, so the search needed to be refined.
For example, specific search results related to other as-
pects of information security in general, rather than the
issue of information protection in electronic registries.

Although, the diversity of research is explained by
the fact that there are different comparative forms of
research (case studies, binary studies, cross-temporal
and cross-regional studies), as well as various research
strategies — oriented to theoretical data and oriented to
empirical data , which differ in both methodological and
empirical effectiveness and are used in the comparative
analysis of forms and methods of information protection.

The research was carried out in three stages.

Atthe first stage of the research, with the help of spe-
cial scientific methods (comparative analysis, analysis of
expert positions), information is collected and processed
about the most effective practices of information protec-
tion in electronic registers.

Atthe second stage, the study of the correlational im-
pact of the level of information protection in electronic reg-
isters and the introduction of the position of the Ombuds-
man for the protection of personal data will be carried out.

At the third stage, a model of information protection
in electronic registers was formed on the basis of the
conducted research.

RESULTS AND DISCUSSION

The content of the phenomenon of information protection
Today, the informatization process of the modern world
determines the level of information security, based on
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the need for multifaceted protection of information,
regardless of the location of its carriers.

Information security is the state of data security,
which ensures their availability, confidentiality and in-
tegrity. In this case, the availability of data refers to their
property, which determines the possibility of obtaining
it and further use at the request of authorized persons,
under confidentiality - the property related to the fact
that that data will not become available to third parties
without the consent of authorized persons, and under
integrity — immutability of information in the process of
storage or transmission. In other words, to protect infor-
mation, it must be:

1) sufficiently protected against hacking from the
outside;

2) operated by a sufficiently educated person;

3) inaccessible to unauthorized persons.

Information protection is a set of measures aimed at
ensuring information security.

In their work the researchers (Degtyareva &
Miroshnykova, 2018) note that the widespread use of spe-
cialized and global information systems (IS) in govern-
ment bodies, in transport, in health care structures and
in the field of state-building gives the ability to accumu-
late and transfer huge amounts of valuable information.
At the same time, the widespread use of IS makes sys-
tem data vulnerable to uncontrolled access to protected
information, increasing the risks and dangers of unau-
thorized influences on information in these systems.

The factors of IS vulnerabilities include a relatively
large amount of the danger of internal information threats,
the widespread use by criminal structures of devices for
secretly obtaining information, and the increase in the
number of crimes in the field of computer information.
Regarding the protection of information, the following
definitions are the most successful.

So, PK. Yeng (2022) notes in his work that “informa-
tion is data that eliminates the uncertainty that existed
for the consumer before receiving it”".

Some researchers (Westin & Louis, 1970) note that
information is defined as a structured way of present-
ing raw data after processing, generalization and trans-
formation. Data is processed, stored and exchanged in
a certain way, and the system essentially represents it.
Through the use of a computer-based information sys-
tem (CBIS), data is collected, processed, stored, analyzed
and transformed in a meaningful way. Information pri-
vacy is defined as the right of an individual to personal
data who can manage the data and decide to what extent
personal data will be shared with others.

In turn, as noted (Fei Wu et al,, 2020), the devel-
opment of privacy should go beyond the basic mech-
anisms of protection of already created personal data,
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and instead develop creative ways of directing both in-
dividuals and organizations to preventive behavior in
various contexts. Viewing privacy from a contextual ap-
proach is more complex, but it more accurately reflects
the reality of data sharing and privacy management in
the 21¢t century.

However, as the information collected, processed,
stored and analyzed by organizations is concerned with
information privacy, it is becoming an increasingly seri-
ous concern for data security, information privacy and

the corresponding compliance status. This collection
and storage of information, as scientists D.K. Rath &
A.Kumar (2021), caused two main information problems:

a) security problem

b) confidentiality.

In general, in information law (Mantelero & Vaciago,
2022) general and legal properties of information are
distinguished. There are also properties of information
that characterize its quality for decision-making, that
determine the state of information security, etc. (Fig. 1).

PROPERTIES
INFORMATION

//

N

GENERAL LEGAL
systematicity selectivity | |physical inalienability the need
inexhaustibility for isolation independence of
prevalence dependence the right to information and its
transformativeness material carriers

QUACLPII% OF INFORMATION | PETERMINE THE STATE OF
A . INFORMATION SECURITY
adequacy topicality certainty . X :
A privacy integrity
completeness objectivity -
s accessibility
subjectivity

Figure 1. Main properties of information

Also according to S. Carey (2021), such a property
of information as observability is sometimes defined,
which is becoming more and more vital for software de-
velopers who strive to create better and more stable pro-
grams. That is, this property is under the control of the
protection system all the time (at all stages of processing
and transmission).

In his research WH. Zurek (1990) noted that conven-
tional information theory works mainly with computers
and technological communication systems; he is inter-
ested not so much in the independent formal definition
of “information” as in the exact mathematical expression
of the information content of a given message and its de-
terioration during transmission, processing and storage.

By the protection of information O. Gstrein &
A. Beaulieu (2022) understands “activity that involves a
complex of legal, organizational and (or) technical meas-
ures, as a result of which the risk associated with infor-
mation causing harm to the individual, society and the
state is minimized”.

In his work RM Adelman (2018) writes about the
provision of information security as a complex phe-
nomenon that includes a security object, which, in turn,
is formed due to the aggregate of the state’s needs for
information and functions for the implementation of
these needs, threats to its security and countermeasures
against them, including subjects of countermeasures.

R. Creemers (2022) notes that information protec-
tion is one of the most necessary tasks in the functioning

of the entire state and, accordingly, the activities of indi-
vidual large or small companies. In the 21% century, this
fact is considered quite obvious.

It should be noted that regarding the concept and
problem of information security, the existing positions
of scientists reveal both the presence of common visions
and different ones, where the specifics of each scien-
tific approach in particular can be traced. From this it
emerges that at the expense of coordinated and unified
political, organizational, socio-economic, military, legal,
informational, special and other measures, it is possible
to solve the problems of information security.

In his work S.0. Lysenko (2019) notes that, accord-
ing to legal researchers, there are methodological dif-
ferences in the understanding of information security
at different levels of social relations (national, regional,
state, individual organizations). A separate approach
is applied to the legal representation of the protection
organization of the Unified State Register of Executive
Proceedings of Ukraine. This approach differs from the
approach to local network security in an individual com-
pany. This makes it necessary to define such uniform
methods of regulation, models of protection and protec-
tion of information regarding any subject.

The main goal of information security, as noted by
some researchers (Orozova et al., 2019) is the protection
of data and information from possible harmful malicious
actions, such as: unauthorized access, use, disclosure,
modification, reading, writing and destruction; and also

Law, Policy and Security, (1)1
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to minimize harm in case of such intervention. Informa-
tion protection includes: risk management practices re-
lated to the use, operation, storage and transmission of
information; systems and processes used for this.
D.W.JrStraub § R.W. Collins (1990) claimed, that today,
security is a major concern for the protection of individ-
ual information. That is, information security means the
protection of information from accidental or intentional
influences of anatural or artificial nature that threaten to
harm the owners or users of information. The protection
of information means a set of methods and means that
ensure the integrity, confidentiality, reliability, authen-
ticity, and availability of information in the conditions
of exposure to threats of a natural or artificial nature.

Foreign experience of information security

Ukraine realized the need for data protection at the state
level only relatively recently, while the United States of
America adopted the first law on information protection
in 1906. Today, after more than a century of long-term
formation in this field, the US has approximately five hun-
dred different legislative acts that are directly related to
this field. Ukraine, in turn, obviously does not have such
a variety of information security laws.

So, for example, as noted by R. Ducato (2020), some
laws were fixeted by legislation even before the begin-
ning of the year two thousand: “On Freedom of Infor-
mation” (1967); “About Secrecy” (1974); “On the Right to
Financial Secrecy” (1978).

Researchers (Chernovol § Charskykh, 2020) point
out that by its very nature, the information policy of the
USA arises on the basis of the national security strategy,
foreign policy doctrine, and military doctrine, and they,
therefore, differ significantly in the implementation of
the political courses of various American presidents. It
is worth noting that regardless of the carrier of informa-
tion, the concept of information protection applies in the
USA, and therefore, its protection is carried out on gen-
eral grounds (as well as material values).

This concept, as Zh.V. Udovenko notes (2020), is
implemented through the “CSA” standard, which was
adopted in 1996. This standard applies to all NATO mem-
ber countries and contains a number of the most impor-
tant principles regarding the regulation of public rela-
tions in the field of personal data protection.

In her work N.V. Kushakova (2003) notes that “laws
adopted by the American Congress relate to certain
specific problems (precedents) arising in the process
of active use of information technologies, in particular
the Internet, as well as aimed at protecting the right to

information or its possible restrictions in connection
with the detection of a negative impact on other mem-
bers of society or society in general”. Comparing the
normative basis of Ukraine and the USA, it will be nec-
cesery to note that in Ukraine it is more defensive in na-
ture, aimed at preserving sovereignty, state secrets, and
strengthening the country’s defense.

Great Britain is also a state with one of the most de-
veloped information infrastructures in the world. Its au-
thorities realized the importance of developing legisla-
tion in the field of ensuring data protection much earlier
than other European countries. The strictest concept of
information protection organization is currently in full-
force in the country. In Great Britain in 1984 the law “On
Data Protection” was adopted®.

In accordance with the Data Protection Act' dated
12.071984, the Institute of the Representetive for Per-
sonal Data operates in Great Britain. This law defines the
positions of the Minister, whose competence is assigned
totheissue of personal data protection, the Registrar and
established the Data Protection Court. That is, this leg-
islative act outlines the legal basis for the protection of
personal data. Information security in the UK has its own
history and characteristics. Great Britain does not have
its own Constitution. However, the British Parliament
passed the Human Rights Act in 1998, which gave force of
law to the European Convention on Human Rights, which
entered into force in October 2000.

Also, in July 1998, the British Parliament adopted the
Information Protection Act? which brings the similar act
0f1984 into compliance with the requirements of the In-
formation Protection Directive adopted by the European
Union. The norms of this law are aimed at accounts
maintained by state institutions and private companies.
Also, this law provides for the imposition of a number of
restrictions on access to accounts and the use, on this
basis, of personal data.

This act provides for the rules, conditions and pro-
cedures for the supervision and protection of informa-
tion, both in paper and electronic form. In addition, the
main rules and principles are fixed in the content of this
legislative act, namely: the principle of information secu-
rity, information must be timely; all information must be
legal and reliable; information must be relevant and ad-
equate; information may be used only on legal grounds;
information should be provided only at the request of
users; must be completed for a certain period of time (not
longer than necessary); information can be provided only
to those countries that can ensure its adequate protec-
tion; information must contain sources.

'Data Protection Act. (1984, July). Retrieved from https://www legislation.gov.uk/ukpga/1984/35/enacted.
?Data Protection Act. (1998). Retrieved from https://www.legislation.gov.uk/ukpga/1998/29/contents.

Law, Policy and Security, (1)1
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Government Cyber Security Strategy for 2022-2030!
pursues the main goal - by 2025, critical government
functions must be significantly protected from cyber at-
tacks, and all government organizations throughout the
public sector will be resilient to known vulnerabilities
and attack methods by 2030 at the latest.

The policy for the protection of state secret informa-
tionin Great Britainisdefined by the Security policy frame-
work (SPF)2. The SPF contains key security policy principles
and guidance on security and risk management for UK
government agencies and relevant authorities. The SPF
contains about 70 recommendations, which are grouped
into 7 sections, in the field of information security policy:

1) personnel responsible for security information;

2) risk management;

3) ensuring information security;

4) access control and information classification;

5) physical protection;

6) business continuity;

7) anti-terrorist activity.

In 2018, the Data Protection Act 2018 was adopted?.
The Data Protection Act 2018 is the UK’s implementation
of the General Data Protection Regulation (GDPR).

However, as noted by some researchers (Addis &
Kutar, 2018) GDPR is an extremely complex piece of leg-
islation whose importance and implications are not yet
fully understood by most UK organisations. Anyone re-
sponsible for the use of personal data must follow strict
rules called “data protection principles”. They must en-
sure that the information:

= be used fairly, lawfully and transparently;

= is used for specific, clear purposes;

= isused in a way that is adequate, relevant and lim-
ited to what is necessary;,

= accurate and, where necessary, updated;

= stored no longer than necessary;

= processed in a manner that ensures adequate se-
curity, including protection against unlawful or unau-
thorized processing, access, loss, destruction or damage.

There are stronger legal protections for more sensitive
information such as: ethnic origin, political views, religious
beliefs, trade union membership, genetics, biometrics (if
used for identification), health, sex life or orientation.

There are separate safeguards for personal data
related to convictions and offences. Any organization
in Great Britain must independently take care of the

protection of its own commercial secrets, in connection
with which large companies are forming their own se-
curity services. The state organization for ensuring the
security of the country is built based on the definition of
information warfare as operations capable of causing
significant damage to the information system of the en-
emy, while protecting one’s own systems, which can be
called the optimal tactic.

Germany, without a doubt, can be called the undis-
puted leader among European countries in the field of
regulation of the protection of personal information, its
submission at the legislative level. To this day, Germany is
considered one of the world leaders in the field of privacy
and personal data protection. Starting from the middle
of the 20" century. legislation on the protection of per-
sonal data began to take shape in Germany. Thus, in 1970,
the first normative act in the world was adopted, which
regulated issues of personal data protection. This regula-
tory act was proposed by the federal state of Hesse, and
later by other federal states.

It is worth noting that the German federal law “On
Data Protection” of 1977* provided for two main tasks,
which were as follows: on the one hand, using new infor-
mation technology to prevent interference in the private
sphere of German citizens; on the other hand, in connec-
tion with the emergence of “informational advantages”
of executive authorities over parliamentary bodies, to
prevent changes defined in the Constitution of the state
concerning the distribution of their powers.

German citizens have the right to make their own
decisions about the disclosure of their personal data,
and an independent personal data protection officer
protects their rights in this matter. Today, the protection
of personal data in the state is carried out in accord-
ance with the provisions of the federal law “On Further
Development Of Data Processing And Protection” dated
12.20.1990°. According to this legislation, personal data
are protected only if they perform a certain public or
economic function of life and are used in private life.

It should be noted that today this law is considered
one of the strictest data protection laws in the European
Union. The final version of the review took place in Au-
gust 2002, in order to bring German legislation into line
with EU requirements. The general purpose of this law is
the following - “protection of individuals from violation
of their personal rights”.

'Government Cyber Security Strategy 2022-2030. (n.d.). Retrieved from https:/assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/1049825/government-cyber-security-strategy.pdf.
?Security policy framework (SPF). (2022, December). Retrieved from https://www.gov.uk/government/publications/security-policy-

framework/hmg-security-policy-framework.

3Data Protection Act. (2018). Retrieved from https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted.
4German Data Protection Act of 1977. (1977, February). Retrieved from https://www.datenschutz-wiki.de/BDSG_1977.
SLaw “On Further Development of Data Processing and Protection”. (1990, December). Retrieved from https://www.iuscomp.org/gla/

statutes/BDSG.htm.
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So, in Germany, the protection of personal data is
clearly regulated at the legislative level and is really en-
sured in practical activities and life in general. Equally
important is the fact that in this country the legislation
on the protection of personal data is based on provisions
arising from the principle of informational self-determi-
nation, while providing the opportunity for each citizen
to manage his personal data independently. However,
under the condition that he must disclose this informa-
tion in the interests of the state, the questions of state
institutions regarding him should be limited to the nec-
essary minimum, such as paying taxes, etc. The use of
personal data of citizens is also prohibited in Germany,
although in cases established by law, permission to col-
lect and use this data is possible.

It should be noted that with regard to Internet secu-
rity and information protection, such actions as:

= transfer of greater responsibility in the creation of
the information society to business;

= government uses all legal means to prevent the
spread of xenophobia, anti-Semitic and neo-Nazi ideas
on the Internet;

= in order to develop preventive security measures
and increase the ability to resist threats, it is envisaged
to create “computer emergency response teams” (Com-
puter Emergency Response Teams, CERT) in federal au-
thorities;

= an information support organization named “Re-
newal of Germany” (Deutschland erneuern) is aimed at
more active use of the Internet as a means of dissemi-
nating information and expanding relations with the
public. In turn, the Deutschland portal will give German
and foreign users access to information about Germany,
including the provision of information about the govern-
ment and public administration bodies, as well as about
culture, business, science and education, and tourism®

German legislation establishes the obligation to
observe the regime of confidentiality of information
by officials of state control bodies and provides for lia-
bility for its disclosure, up to criminal liability. As noted
A.Mantelero § G. Vaciago (2017). German procedural law
provides for guarantees of confidentiality of know-how
in the judicial process.

The German understanding of information protec-
tion and information warfare is as follows: the offensive
and defensive components are combined into a single
whole, and foreign states are separated from non-state
organizations, being considered separately.

It seems appropriate to draw attention to the experi-
ence of France, where the Institute of the Commissioner

for the Protection of Personal (“Nominative”) Data func-
tions on the basis of the Law “On Informatics, File Ar-
chives and Freedoms” dated November 6, 19782

In France, the protection of confidential information
forms the basis of the application of general norms of
civil, labor and criminal law.

Frenchlegislation, asnoted A. Mantelero & G. Vaciago
(2017), includes the following areas of protection:

1) within the limits of labor relations, the employee
is obliged to maintain the regime of information confi-
dentiality, the employee has no right to compete with the
employer after dismissal;

2) provided for civil liability for “breach of trust”, i.e.
for the disclosure of a commercial secret by a person en-
trusted with it by the owner,

3) criminal liability is provided for state officials and
officials of control bodies for disclosing confidential in-
formation.

Issues of information security in France are dealt
with both by state structures, and non-governmental
organizations participate in this process. Each French
police department has its own dedicated information
crime unit in each region.

Three information security services operate under
the leadership of the French Ministry of Defense: the
General Directorate of External Security (1982), the Of-
fice of Military Intelligence (1992) and the Office of Mil-
itary Counter intelligence (1981). The total composition
of the French intelligence community is approximately
equal to 12,779 employees.

It is worth noting that this was also connected with
local events, due to which the French government de-
veloped a project of a single registry of citizens’ data for
social insurance. With the help of automated programs,
it was planned to process all this information. In con-
nection with this, the newspaper Le Monde published an
article “SAFARI ou la chasse aux Francais” (“Safari or the
hunt for the French”) (Safari et la (nouvelle)...2010), which
criticized this kind of intention on the part of the state.
Public pressure also contributed to the adoption of the
aforementioned act.

In France, the main elements of the personal protec-
tion system include the following:

= issuance of an order on violation, warning and ap-
peal to the prosecutor’s office, appeal of illegal actions in
court (Articles 21, 35 of the Law of 1978);

= supervision and control (verification of applica-
tions, complaints, etc.) on compliance with data protec-
tion requirements (Chapter II of the 1978 Act), document
verification (Article 21 of the 1978 Act):

'The Portal of the Federal Government. (n.d.). Retrieved from https://www.bundesregierung.de/breg-en.
2The French Law “On Informatics, File Archives and Freedoms”. (1978, November). Retrieved from https://www.legifrance.gouv.fr/

loda/id/LEGISCTA000006095896.
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= granting permission for access to the National
Register and processing of personal data (Articles 18, 19
of the Law of 1978), for the transfer of data abroad (Article
24 of the Law of 1978);

= maintenance of the National Register of Identifi-
cation of Individuals (Decree of January 22, 1982 No. 82-
103)!, which is carried out by the National Institute of Sta-
tistics and Economic Research. Such information as: first
name, last name, gender, date and place of birth, date
and place of death, the last name of the closest relative
on the male line, numbers of birth and death certificates
are entered into the Register to identify people with the
same surname. In addition, notations about a change in
a person’s marital status are made to the Register; the
number given to each person, and certain indicators are
entered for data search.

It is worth noting that persons guilty of violating
personal data protection issues are subject to adminis-
trative and criminal (chapter 4 of the 1978 Law) liability.
Also, French legislation on information protection is
being improved every year, especially at the beginning
of the 21t century after the creation of the EU, since the
legislation on information protection applies to all EU
countries, including France. In Poland the law “On Pro-
tection of Personal Data” was adopted, which was ap-
proved in October 1997 and entered into force in April
19982. This Law is based on the EU Directive on the pro-
tection of personal data.

It is worth noting that the Ministry of Internal Af-
fairs and administrations issued a resolution in 1998
establishing security standards for information systems
containing personal information. In August 2001, this
Law was changed in order to bring it into full compliance
with the requirements of the EU Directive on the protec-
tion of personal data. The rules regarding the automated
processing of personal data, definition of personal data,
provisions on the legality of information processing, etc.
were also changed.

Control over the implementation of the Law “On Per-
sonal Data Protection” is entrusted to the office of the
Inspector General for Personal Data Protection. In addi-
tion, in January 1999, the Law “On the Protection of Con-
fidential Information” entered into force?, the adoption

of which is connected with the condition of Poland’s
accession to NATO. The provisions of this law apply to
classified information and data collected by state struc-
tures, “the disclosure of which may harm state or public
interests, or the interests of citizens or organizations
protected by law”.

Parliament of Hungary in November 1992 was ac-
cepted Law “On Protection of Personal Information and
Access to Information of Public Interest”.

In accordance with the Law “On the Protection of
Data of Individuals™, adopted by the Seimas on June 21,
2018, the issue of information protection is being han-
dled in Latvia. This law regulates issues related to the
protection of personal data.

Processing of personal data is allowed only in the
case when the law does not provide otherwise, and due
to the existence of one of the following conditions: data
processing results from the contractual obligations of
contractual data subjects; consent of the data subject;
data processing is necessary to protect the vital inter-
ests of the data subject, including life and health, etc.
This law regulates the protection of the personal data
processing system.

Also in Denmark in order to implement Directive
95/46/EU on the protection of personal data and the
free movement of such data, the “Law on the Protection
and Processing of Personal Data was adopted in 2000,
which came into force on July 1, 2000, enabling people
to access® their records, which are in the possession of
private organizations and state institutions. Datatil-
synet (Data Protection Agency) enforces the law, which
was amended in 2007. At the legislative level, the basic
principles of information protection are established and
it is determined which data must remain classified and
which can be made available to the general public.

Regarding the storage and protection of personal
data, as well as reliable electronic identification of a per-
son, the experience of Denmark may be relevant for solv-
ing these problems in Ukraine.

In the context of the above, the experience of some
researched and other European countries regarding
the construction of a personal data protection system,
shown in Table 1, seems interesting.

Decree No. 82-103 relating to the national directory for the identification of natural persons. (1982, January). Retrieved from

https://www legifrance.gouv.fr/loda/id/JORFTEXT000000520382.

2Act “On the Protection of Personal Data”. (1997, August). Retrieved from http://fra.europa.eu/en/law-reference/act-august-29-1997-

protection-personal-data.

3Act “On the Protection of Classified Information”. (2010, August). Retrieved from https://www.global-regulation.com/translation/
poland/2986485/the-law-of-5-august-2010-for-the-protection-of-classified-information. html.

“Hungarian Law “On the Protection of Personal Information and Access to Information of Public Interest”. (1992, November).
Retrieved from https://mkogyjogtarhu/jogszabaly?docid=99200063TV.

5The Law “On the Protection of Personal Data’, adopted by the Latvian Seimas. (2018, June). Retrieved from https://www.dk lv/rus/

news/26504/.

6The Danish Act “The Act on Processing of Personal Data”. (2000, July, May). Retrieved from https://www.retsinformation.dk/eli/

1ta/2000/429.

(5)
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Table 1. Organization of information protection in the studied and other European countries

Name of the law, date of GUEIELTIN G
Country . electronic registers, Authorities authorized to protect information
adoption ik .
database registration
Minister for Data Protection.
Great “About Data Protection”, all data The Information Representetive (Data Protection Registrar) —
Britain 12.07.1984 heads the Data Protection Bureau and information law
regulator in the UK and Data Protection Court
“ About Data Reglstgrs " The Data Supervisory Authority (consists of the Council and
Denmark ‘About Data Protection”, some data B -
the Secretariat). Accountable to the Parliament
06.08.1982
. On Regulation .Of Commissions of the Parliament and Data protection
Spain Automated Processing of all data ombudsmen. Accountable to the Parliament
Personal Data”, 29.10.1982 ’
“On the Protection of
Persons in Connection with .
Italy the Automated Processing of some data Data protection ombudsmen
Personal Data”, 01.021982
Latvia About Securltx Physical Data some data Data Protection Inspectorate
People”, 2000
The Federal Data Protection Commission of the Bundestag and
The Data Protection Commissioner is the head of the Institute
“ of the Commissioner for Personal Data Protection. An elected
Federal laws: “On Data . . . ;
. “ public office, established by the Law, has the rights of sole
Protection”, (1978); “On the . .
Germany all data authority and complete independence from power structures.
Further Development of Data " . o A
Processing”, 20.12.1990 Has the right to supervise the activities of any bodies related to
e the processing of personal data. Accountable to the Bundestag.
Cooperates with the Minister of Police in order to carry out
inspections and stop offenses in organizations and enterprises.
“On Personal Data Protection”,
Poland adopted n October ?997 a_nd some data Inspector General of Personal Data Protection
entered into force in April
1998
Portugal “About Protection of all data National Commission and Personal data protection
g Personal Data”, 29.04.1991 ombudsman
“On Data Protection and The Commissioner for Information Protection heads the
Hungary Access to Information of all data Institute on issues protection of personal data.
Public Interest”, 10.11.1992 Appointed by the decision of the Parliament
National Commission on Data Processing (Informatics) and
“About Informatics, Filing Freedomes. It is elected and accountable to the Parliament and
France Cabinets and Freedoms”, some data the President. Information Commissioner — heads the French
06.01.1978 Agency for the Protection of Personal Data. Appointed by the
decision of the Prime Minister
Sweden “About Data Protection”, some data Inspection Council and Data Protection Ombudsman.
13.05.1972 Accountable to the Parliament

Source: developed by authors

In confirmation of the first research hypothesis,

which is that the modern system of information pro-
tection in electronic registers does not guarantee the
protection of a person’s privacy and personal data, and
is such that it does not comply with certain constitu-
tional norms and requires compliance with EU legal
standards, especially the implementation of foreign
experience, regarding the introduction of the position
of the Ombudsman for the protection of personal data,
it is worth noting that back in 2014, Ukraine in within
the framework of the Association Agreement with the

European Union, undertook to ensure the appropriate

Law, Policy and Security, (1)1

level of information protection in electronic registers
in accordance with the highest international standards,
documents of the Council of Europe (Article 15 of the
Agreement). For this, as noted by V. Fisun (2020), in addi-
tion to improving the legislation, it is necessary to work
on the development of the control system, as well as the
ability of all subjects to ensure information protection. In
the spring of 2020 there was alarge-scale leak of person-
al data of Ukrainian citizens, mainly from driver’s licens-
es, so suspicion immediately fell on the “Diya” program.
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After some time, the authorities denied the involvement
of the program. The real cause of the data leak has yet to
be established. However, not only the rights of the users
of the application were violated, but also the rights of
millions of other people.

In addition, on the night of January 13-14,2022, hack-
ers launched a global attack on the websites of the Cabi-
net of Ministers of Ukraine and individual ministries. Af-
terwards, the website of state services “Diya” was tempo-
rarily unavailable. Information about a possible leak of
data on more than 2 million Ukrainian citizens was also
received in a few days (Ukraine was hit by..., 2022).

Taking into account all of the above, it is considered
appropriate to pay attention to the possibility of deleting
the personal data that have been provided. The Law of
Ukraine “On the Protection of Personal Data™ provides
for this possibility, although it cannot be done at the wish
or request of a person, and for this it is necessary to ob-
tain an order from the Ombudsman or a court notice.
However, this kind of procedure can last for more than a
month, taking into account the workload of these organs.
Along with this, the following methods of rights protec-
tion can be effective.

On the basis of the comparative analysis, we confirm
the second research hypothesis that it is necessary to de-
velop and implement (with reference to foreign experi-
ence) a new model of information protection in Ukraine,
which requires the following:

= to develop an effective national policy regarding
the protection of information protection in electronic
registers in accordance with EU legal standards;

= introduction of the institution of the Informa-
tion Protection Representative, who is accountable to
the Verkhovna Rada of Ukraine, whose main functions
include: improvement of legislation in the field of infor-
mation protection in electronic registers and interaction
with authorized bodies of EU member states and the
Council of Europe on information protection in electron-
ic registers ; implementation of parliamentary control;

= in accordance with the provisions of the EU legis-
lation, to introduce specialists in matters of information
protection in electronic registers or entrusting these
functions to individual employees of these organiza-
tions in bodies, institutions, institutions, enterprises and
organizations of relevant officials.

CONCLUSIONS

Thus, on the basis mentioned above, the following
can be noted: information security in Ukraine is given

significant attention, many measures have been taken
to ensure it, a number of legislative norms have been
adopted, and special authorities are active. However,
there are significant drawbacks.

In Ukraine, the modern information protection
system does not guarantee the protection of privacy
and personal data of a person and a citizen does not
comply with certain constitutional norms and needs to
adjusted with EU legal standards. For this purpose, the
authors of the study conclude that in Ukraine it is nec-
essary to develop and implement (taking into account
the experience of foreign countries) a new model of in-
formation protection, which would include:

= development of an effective state policy on infor-
mation protection in electronic registers in accordance
with EU legal standards;

= creation of the Institute of the Representative
for Information Protection, which would be accounta-
ble to the Verkhovna Rada of Ukraine, the main func-
tions of which would include: control, improvement of
legislation on personal data protection and interaction
with authorized bodies of the Council of Europe and EU
member states on information protection issues, pro-
tection of personal data;

= in accordance with EU norms, to introduce in bod-
ies, institutions, institutions, enterprises and organiza-
tions the relevant officials, experts on personal data pro-
tection issues or assigning these functions to individual
employees of these organizations.

Comparing the level of development of this field
with other countries, it can be said that it, in general, it
was established there much earlier and, therefore, has
a more prominent base. Many data protection methods
and concepts adopted in the listed countries are more
effective. The perspective of further scientific research
is the study of the development of the system of special-
ized sublegal acts in the field of information protection
in electronic registers aimed at improving its legislative,
organizational and technological basis. The subject of
scientific research will also be the legal and fair resolu-
tion of information disputes, the emergence of which is
a natural result of the development of information rela-
tions in modern society.
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3axucTt iHpopMauii B eNeKTPOHHUX peecTpax:
NOPiBHANIbHO-NPAaBOBUM aCNEeKT

AHOTaLifl. AKTYaJbHICTb TEMU [OOCTIIKEHHS II0NIAra€ B HeOOXiMHOCTI ITOZAIBIIOTO PO3BUTKY TEOPETUYHUX
i MeTomosoriyHMX OCHOB 3axUCTy iHopMalli B €JeKTPOHHUX PEECTpax Ha OCHOBI BCeBIUHOrO HOCIIIKeHHS
PO3BUTKY CHCTEeMHU DEECTPiB Ha Cy4yacCHOMY eTalli PO3BUTKY iHGOPMAILITHUX CUCTEM, IPYHTOBHOI'O BHBUEHHS
3apybi’KHOTO HOCBiAy B maHi cdepi. MeTa pob0TH MOIATAE B AOCTIAKEHH] HAYKOBUX IMiIXOIIB M0Z0 BU3HAYEHHS
TIOHATTA «iHbOpMallifiHa 6e3reKa», «3aXUCT iHpopMallii» B eJIEKTPOHHUX PEECTPax, a TAKOXK Y IOPiBHAIBHOMY
aHasli3i OCHOBHUX CITOCODIB Ta MexaHi3MiB 3aXMCTy iHpopMallii B eJIEKTPOHHUX PEECTpax B YRpaiHi Ta OKpeMux
3apybiRHMX KpaiHax. JIoCIiIKeHO OCHOBHI HalpsAMY €BPOMENCHKOI MOMITUKY iHOopMaliiHol 6e3MeKu, 3aXUucT
indopMmariii B eeKTpOHHUX DeEeCTpax, OCHOBHI MeXaHi3MHU 3axUCTy iHpopMallii B elIeKTpPOHHUX peecTpax Ha
OCHOBI KOHIIEIITYaJIbHOT'O aHasli3y Ta MTOPiBHAIBHOTO aHaIi3y 3aKOHOZABCTBA IIPO 3aXUCT iHopMallil i oOCHOBHUX
Cr0co6iB 11 3aXHCTy B OKpEMUX ITPOBIIHUX 3apybiKHIX KpaiHax. OKpeMa yBara B CTaTTi IPULIIIAIACE OCOBIHUBOCTIM
inpopmarritiHoi 6e3mery, a caMe — 3aXUCTy iHOpMallil B OKpeMuX 3apybiKHUX KpaiHax 3afjid METH BUBUYEHHS
Ta BIIPOBAJKEHHS Kpallux Crocobi iHGopMariiriHoi 6e3meKy y IpaKTUKy HaIoi JepykaBu. JloBeeHO, 1[0 HOBa
MOZeNb 3axUCTy iHpopMallil IOBUHHA BPaxOBYBaTH PO3pO6IEHHSI ebeKTUBHOI IepyKaBHOI MOJITURY 3 MTUTaHb
3axucTy iHpopMallil B eIeKTPOHHUX PeecTpax BifITIOBIIHO 10 MpaBOBUX CTaHAApTiB €C; CTBOPEHHS IHCTUTYTY
VIIOBHOBAsKEHOTO 3 IIUTAHb 3axUCTy iHbopmallii; BimmoBizHO no HopM €C 3ampoBajykeHHA QaxiBIiB 3 NUTAHb
3aXMCTy MEPCOHAIBHUX AAaHMX Ha IignpremMcTBax. OCKiIIBKY CyyacHa CUCTeMa 3axUCTy iHdopMallil B VRpaiHi He
rapaHTye 3axXUCTy KOHQIAEHIIMHOCTI Ta TepCOHAIBHUX JAaHUX JIOAVMHY Ta TPOMasSHUHA, [IPDOIIOHYETECS BHECTU
BIZITIOBiAHI 3MiHM [I0 [i1040T0 3aKOHOABCTBA 3 METOI0 ITPUBEIeHHS YOT0 V BiITIOBIAHICTD 0 ITPaBOBUX CTAHAAPTIB
€C. Y paMKax JOCIiIKeHHS pelIpe3eHTOBaHO HOBY MOJIeNb 3axXUCTy iHdopMallii B YKpaiHi 3 BpaxyBaHHIM JOCBimy
3apyb6DKHYX KpaiH, 0 CIIPUATUMeE YIOCKOHATIeHHI0 iHGOopMAIliliHO 3aX1CHUX MEXaHi3MiB B eIEKTPOHHUX PEECTPax
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Features of cybercrime and its prevalence in Ukraine

Abstract. The relevance of the study is due to the fact that the twenty-first century has become a challenge for all
mankind. All spheres of public life have been developing and undergoing changes, including negative ones, which,
of course, required the search for and application of effective methods to counteract such negative phenomena.
One such phenomenon was the widespread spread of cybercrime and its impact on the quality of life. The COVID-19
pandemic, which has forced humanity to switch to remote work and study, has also contributed to the catalysts of
this process. In this regard, this article aims to study the concept of cybercrime and cybercrime, identify the causes
and conditions that facilitate its commission, and provide recommendations for improving Ukrainian legislation to
prevent cybercrime. The following methods were used in the course of the study: dialectical, logical and dogmatic,
comparative legal, sociological methods, general and statistical methods of scientific knowledge. The article
substantiates the need to study the concepts of cybercrime and cybercrime; establishes the trend towards an increase
in the number of criminal offences committed in the cyberspace; proves the insufficient attention of the authorized
public authorities to the problem of cybercrime; and argues for the search for and application of new methods, ways
and means of combating cybercrime. The materials of the article are of theoretical and practical value in the research
area for further study and research of cybercrime issues; in lawmaking - for improvement of legislation based on
the proposed recommendations; in law enforcement - for effective and uniform application of cyberlaw and impact
on the level of cybercrime; in the educational process - for development of teaching and methodological materials
relating to the study of cybercrime,; in the legal and educational area - as practical and theoretical references

Keywords: security, information protection; cyberspace offences; computer virtual reality; computer crimes

INTRODUCTION

Given the development trends of the modern world, humanity to remote work using gadgets and, of course,
access to the Internet is an integral part of the nor- the Internet. This situation has provoked an increase in
mal existence of society. The real challenge of our time  cases of malpractice on the part of criminals. In addi-
has been the spread of the Covid-19 coronavirus infec-  tion, criminal acts in cyberspace, such as identity theft,
tion, which has acted as a catalyst for the transition of  phishing, attacks on websites, and others, can cause
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significant damage to individual users, companies, and
government organisations. In Ukraine, such incidents
are on the rise, indicating that cybercrime is becoming
more widespread. Indeed, in 2021, 41 million suspicious
information security events were recorded in Ukraine,
160,000 critical events were processed, and 147 cyber
incidents were registered. The most common cyber in-
cidents were related to: malicious software code (28%):
information collection by intruders (18%); fraud (6%).
(The number of cyber..., 2022). In 2022, the State Service
of Special Communications registered more than 2,000
cyber incidents and an even greater number of cyberat-
tacks in Ukraine.

In addition, Ukraine is an active participant in cy-
berspace, which can be used both to its advantage and
disadvantage. Our Internet resources can be targeted
by cyberattacks from other countries, or vice versa, we
can use our knowledge to launch cyberattacks on other
states. Thus, the study of cybercrime is important not
only to protect our own interests, but also to prevent such
actions on our part (Letter of the National Bank...2022).

In addition, cybercrime is complex and often over-
laps with other types of crime, such as organised crime,
human trafficking, terrorism and others. Cybercrime re-
search can help identify such links and prevent serious
criminal acts. In this regard, it seems extremely relevant
to study the concept of cybercrime and the specifics of
its counteraction. Cybersecurity company Trend Micro
has published its own vision of the main cybersecurity
threats that companies may face in 2023. These include:
greater attention of cybercriminals to mistakes made
by cloud users; more threats to the industrial Internet of
Things (IIoT); even greater efforts by criminals to use so-
cial engineering; increased attention of cybercriminals
to non-dissemination of information rather than ransom
for encryption. In this regard, the study and research of
this topic seems particularly relevant and necessary.

A significant number of scholars have studied this
issue, including: V.G. Kundeus (2020), who studied the
concept and types of cybercrime, in particular, the sci-
entist understands cybercrime as socially dangerous
criminal acts committed in cyberspace and/or with
its use under the Criminal Code of Ukraine. Among
the types of cybercrime, the latter distinguishes those
committed in cyberspace and/or with its use, liability for
which is provided for in various sections of the Crimi-
nal Code of Ukraine and crimes in the field of use of
electronic computers, systems and computer networks
provided for in Section XVI of the Criminal Code of
Ukraine; K.V. Yurtayeva (2009), who studied the theo-
retical and practical issues of determining the place of
commission of crimes using computer technology and
establishing the criminal jurisdiction of the country.

Law, Policy and Security, (1)1

Thus, among other things, the author’s achievements
include the statement that today countries apply tradi-
tional principles of criminal jurisdiction to cybercrime
based on the ideology of geographical territoriality, i.e.
the place of commission of international crimes using
computer technologies should be considered not the
territory of the country or other geographical area, but
cyberspace itself; A. Rusetskyi § D. Kutsolabskyi (2017),
who analysed the concepts of “cybercrime” and “cyber-
crime” used in the scientific legal literature and char-
acterised the main types of cybercrime. In their scien-
tific contributions, the authors report that cybercrime
is much broader than computer crime, as it reflects not
only those crimes whose object and means of attack are
computers, but also crimes whose object of attack is
information in general, and also provide various clas-
sifications of cybercrime, among which the most com-
mon types of cybercrime are carding, phishing, vishing,
online fraud, piracy, card-sharing, social engineering,
malware, illegal content, refiling; B. Belenkyi (2016), who
carried out a comparative legal analysis of liability for
cybercrime under the criminal law of the United States,
the United Kingdom and Ukraine, and in his scientific
works explores the concepts of cybercrime, cybercrime
and computer crime and types of cybercrime. Quite in-
teresting are the achievements of S.A. Buyadzhu (2018),
who scientifically substantiated the concept of “mech-
anism of legal regulation and revealed in detail the
content of the features of legal regulation of the fight
against cybercrime in the European Union”. Other re-
searchers have also worked on the concept and features
of cybercrime and its types, while some issues remain
open and require study and improvement.

The purpose of the study is to examine and analyse
the concept of cybercrime, to identify the causes and
conditions that facilitate their commission, to analyse
the factors that contribute to the spread of cybercrime
and to provide recommendations for improving legisla-
tion in this area.

MATERIALS AND METHODS

This study was based on a system of general and special
methods of cognition. The use of the empirical method
made it possible to observe the peculiarities of com-
mitting cybercrime and the state of bringing the per-
petrators to justice. The dialectical method was used to
define the concepts and categories under study (such as
cybercrime, online crime, etc.). The logical and dogmatic
method was used to analyse and interpret certain legal
concepts and terms. The use of the systematic method
in the course of the study allowed us to assess the prob-
lem of cybercrime in a comprehensive manner and to
propose ways to solve these problems. The comparative
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legal method was used to determine the content of the
new EU Cybersecurity Strategy'. The study also reflects
specific sociological methods (study of documents,
descriptions, content analysis, etc.). General methods
(analysis, synthesis, induction, deduction, abstraction,
generalisation) were used to analyse legal acts, scientific
sources, and to formulate interim and final conclusions.
Statistical methods (grouping, classification, tabular
method, etc.) were used to process and evaluate court
decisions on cybercrime.

The regulatory framework of the study is the Consti-
tution of Ukraine? provisions of the national criminal leg-
islation®#°, provisions of the EU Cybersecurity Strategy®.

The theoretical basis of the work is the scientific
works of Ukrainian and foreign scholars in the field
of theory of state and law, administrative, criminal,

criminal procedure law related to the subject of re-
search. (Bregant, J., & Bregant, R., 2014; Junger et al., 2017,
Rusetskyi & Kutsolabskyi, 2017, Havlovskyi, 2019).

The empirical basis of the study is based on sociolog-
ical surveys (Remote work in Ukraine, 2020), cybersecu-
rity statistics (Cyber security statistics..., 2020), report of
the National Police (n.d.), reports of the State Judicial Ad-
ministration (Havlovsky, 2019), court verdicts’, official
statistics of the Office of the Prosecutor General (Fight-
ing cybercrime..., 2022).

RESULTS AND DISCUSSION

The importance of working in a global network is grow-
ing every year. This is evidenced by the data of a sociolog-
ical survey conducted in 2020 by EY/American Chamber
(Table 1).

Table 1. Availability of an internal policy in the company to regulate remote work

The policy existed even before the quarantine began 33%
The policy has been linked to the quarantine 24%
Policy under development / planned Policy development 32%
There is no policy and no plans 11%

Source: (Remote work in Ukraine..., 2020)

As canbe seen from this table, only 11% of companies
do not plan to introduce remote work via the Internet,
while 89% have already introduced or plan to introduce
such a work option in the near future. At the same time,
itis important to remember that the active development
of a particular sphere of society's life also provokes any
illegal actions by lawbreakers aimed at quick enrich-
ment at minimal cost (Fighting cybercrime..., 2022).

Thus, according to Internet resources, 1120 leaks
and cyberattacks were recorded in 2020 (Fighting cyber-
crime..., 2022). Most of these incidents were reported
by the world’s leading media. In total, 20,120,074,547 re-
cords were hacked. The number of detected incidents
that occurred in the second half of the year shows how
much impact COVID-19 has had on organisations. In ad-
dition, the number of hacked records increased by 50%

compared to 2019. According to the 2020 report of the
National Police (n.d.), “..more than 5000 cybercrimes
were registered in total, in which 106 persons involved in
criminal proceedings were promptly detained, including
13 paedophiles”.

For comparison, in 2018, the number of criminal
offences under Chapter XVI of the Criminal Code of
Ukraine was 2374 (Havlovsky, 2019). According to the of-
ficial statistics of the Office of the Prosecutor General of
Ukraine, in the last 8 years alone, the number of detected
cybercrimes has increased by almost 7.5 times (and this
is without taking into account classic offences involving
computer equipment and the level of latency of such
crime) (Fighting cybercrime..., 2022).

Therefore, there is an obvious need to study the is-
sues related to the commission of offences in the field of

New EU Cybersecurity Strategy. (2020, December). Retrieved from https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2391.
2Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
3Law of Ukraine No. 2149-IX “On Making Changes To the Criminal Code of Ukraine to Improve the Effectiveness of Combating
Cybercrime under Martial Law”. (2022, March). Retrieved from https://zakon.rada.gov.ua/laws/show/2149-20#Text.

4Law of Ukraine No. 2149-IX “On Amendments to the Criminal Code of Ukraine to Increase the Effectiveness of the Fight Against
Cybercrime in the Conditions of Martial Law”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2149-20#Text.
5Criminal Code of Ukraine. (2001, May). Retrieved from http://zakon2.rada.gov.ua/laws/show/2341-14.

6New EU Cybersecurity Strategy. (2020, December). Retrieved from https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2391.
"Verdict of the Khmelnytskyi City and District Court of the Khmelnytskyi Region in case No. 686/18382/17.(2021, November). Retrieved
from https://reyestr.court.gov.ua/Review/101320044.

8Verdict of the Ternopil City and District Court of the Ternopil Region in case No. 607/26266/18. (2022, August). Retrieved from
https://reyestr.court.gov.ua/Review/105580335.
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cyberspace, as well as the problems of law enforcement
practice of courts in this area, which, according to the
authors, is to some extent dependent on the number of
committed or registered offences.

It is advisable to start this study with an analysis of
the concepts of cybercrime and cybercrime, since the
correctness of conclusions depends on their correct un-
derstanding. There is no consensus among the scientific
community on the understanding of these concepts.

Thus, in particular, according to A. Rusetskyi and
D. Kutsolabskyi (2017) is an unlawful culpable act (ac-
tion or inaction) that involves interference with the data
of personal computers, computer programs and com-
puter networks, or an act committed with the help of
computers and other modern technologies, for which
criminal liability is provided and which may create per-
sonal danger to citizens, a threat to the national secu-
rity of the state and world security. At the same time,
scholars understand cybercrime as a set of crimes the
object and means of which is information. B. Belenkyi
(2016) understands cybercrime as a culpable, socially
dangerous, criminal interference with the security of
computer information circulation, operation of com-
puters, computer programs, computer networks, un-
authorised modification of computer data, as well as
other unlawful socially dangerous acts committed with
the help of computers, computer networks and pro-
grammes, as well as other devices with built-in proces-
sors and controllers that can access the information
space. Other scientists (Bachmann, 2010; Pyvovarov &
Lysenko, 2016) believe that cybercrime should be called
a set of crimes committed in cyberspace with the help
or indirect use of computer systems or computer net-
works, as well as other means of access to cyberspace
within computer systems or networks, as well as against
computer systems, computer networks and computer
data. International law addresses this issue (Volevodz,
2002) by dividing cybercrime into two types: broad and
narrow. At the same time, cybercrime in the narrow
sense is computer crime, i.e. any unlawful acts commit-
ted through electronic operations aimed at overcoming
the protection of computer systems and the data they
process, and cybercrime in the broad sense is crime are

any unlawful acts committed through or in connection
with a computer system or network, including crimes
such as the unlawful storage, offer or dissemination of
information through computer systems or networks.
In 2017, when the Verkhovna Rada of Ukraine adopted
the Law of Ukraine “On the Basic Principles of Ensur-
ing Cybersecurity of Ukraine” on 5 October. According
to clause 9 of Article 1 of the said Law, cybercrime is de-
fined as a set of cybercrimes. At the same time, accord-
ing to the same law, a cybercrime is a socially dangerous
criminal act in cyberspace and/or with its use, liability
for which is provided for by the law of Ukraine on crim-
inal liability and/or which is recognised as a crime by
international treaties of Ukraine’.

Next, we propose to consider the statistics of cy-
bercrime (and computer crime) in Ukraine. As it turned
out, Ukrainian legislation??, does not have a clear list
of cybercrime or its classification, and offences in this
area are included in different sections of the Criminal
Code of Ukraine, and the offences provided for in Sec-
tion XVI of the Criminal Code of Ukraine are only part of
the totality of such crimes, which in turn has a negative
impact on the statistics of such crimes and on the ways
to prevent and counteract them.

It seems expedient to focus on the study of crimi-
nal offences under Section XVI of the Criminal Code
of Ukraine, since this section groups some offences in
the field of cyberspace. At the same time, the Law of
Ukraine “On the Basic Principles of Ensuring Cyber-
security of Ukraine” defines cyberspace as an envi-
ronment (virtual space) that provides opportunities
for communication and/or implementation of so-
cial relations, formed as a result of the functioning
of compatible (connected) communication systems
and electronic communications using the Inter-
net and/or other global data transmission networks.

Having analysed the statistics for 2017-2020, the
number of criminal offences under Chapter XVI of the
Criminal Code of Ukraine and, despite its latency, has
been decreasing and increasing. At the same time, in
2020, compared to 2019, the number of such criminal
offences significantly increased, as shown in the fol-
lowing graph (Fig. 1). (Taran & Havlovskyi, 2021).

Law of Ukraine No. 2163-VIII “On the Basic Principles of Ensuring Cyber Security of Ukraine”. (2017, October). Retrieved from

https://zakon.rada.gov.ua/laws/show/2163-19#Text.
Ibidem, 2017.

3Criminal Code of Ukraine. (2001, May). Retrieved from http://zakon2.rada.gov.ua/laws/show/2341-14.
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Figure 1. Statistics of the number of criminal offences (2017-2020)

Source: (Taran § Havlovskyi, 2021)

In such a situation, the question arises as to the ef-
fectiveness of the means of preventing and counteract-
ing such offences. One of the most effective methods of
combating such unlawful phenomena is the establish-
ment of liability, in particular criminal liability as the
most severe type of liability. It is through the means of
combating criminal law that the state can prevent the
commission of new criminal offences in the field of cy-
bersecurity, as well as respond to such cases through
special state bodies.

The main section of the Criminal Code of Ukraine
that focuses on combating criminal offences in the cy-
berspace is Section XVI. It provides for criminal offences
that encroach on the cybersecurity of the state (Articles
361-363-10f the Criminal Code of Ukraine). After analys-
ing the sanctions of these articles of the Criminal Code of
Ukraine, it can be determined that the penalties for such
offences include: fines, correctional labour, restriction
of liberty, imprisonment, deprivation of the right to hold
certain positions or engage in certain activities. Among
them, there are three types of punishment that are the
main types of punishment (correctional labour, restric-
tion of liberty, imprisonment), i.e. can be applied only
as an independent punishment, and two punishments
that can be imposed both as the main and additional
punishments (fine and deprivation of the right to hold
certain positions or engage in certain activities), i.e. can
be imposed both as the main punishment and as an ad-
ditional punishment. At the same time, when analysing
the effectiveness of these punishments, it is necessary to
establish which punishments are most often imposed by
courts.

According to Havlovsky (2019), referring to the State
Judicial Administration, 3 people were sentenced to im-
prisonment for a certain period of time for committing
cybercrime (in 2017 - 7), 23 people were fined, 20 people

were released from punishment with a probationary pe-
riod and 3 people were released as a result of amnesty.

According to the statistics of the State Judicial Ad-
ministration (Data overview...2020), in 2020, 2 persons
were sentenced to imprisonment for a certain period of
time for cyber offences (over 2 years up to 3 years inclu-
sive and over 3 years up to 5 years inclusive, respectively),
14 persons were fined in the appropriate amounts and 1
person was sentenced to another penalty. At the same
time, 23 people were released from punishment, 9 peo-
ple were sentenced to an additional type of punishment
in the form of deprivation of the right to hold certain po-
sitions or engage in certain activities, and 23 people were
sentenced for a combination of criminal offences.

This suggests that in 2020, courts began to impose
less imprisonment for a fixed term as a punishment for
criminal offences in the field of cybersecurity compared
to 2017 and 2018, and the number of fines decreased,
while the number of people released from punishment
increased. Having compared the statistics, we can confi-
dently state that one of the factors behind the increase in
the number of cases of criminal offences under Section
XVI of the Criminal Code of Ukraine is the increase in the
number of persons released from punishment and the
decrease in the number of persons who are sentenced
to actual punishment, as we can see the dependence of
these factors on each other.

The emphasis on combating cybercrime through
sanctions is also reflected in the updated EU Cyberse-
curity Strategy? Thus, in view of the increasing number
of cyberattacks in the European space, the application of
sanctions in the event of restrictive and negative conse-
quences for those found guilty of cybercrime seems to
be a very effective mechanism for combating such phe-
nomena. In addition, the updated Strategy envisages the
activities of the Joint Cyber Division, one of the areas of
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https://zakon.rada.gov.ua/laws/show/2163-19#Text.

New EU Cybersecurity Strategy. (2020, December). Retrieved from https:/ec.europa.eu/commission/presscorner/detail/en/

IP_20_2391.

(®)

Law, Policy and Security, (1)1



Metelskyi & Kravchuk

which will be the prevention and counteraction of cyber-
crime and cooperation with the national authorities of
partner countries.

Given the points of view on the concepts of cyber-
crime and cybercrime that we have studied, there are
no problems with the latter, since it is logical that cyber-
crime should be understood as a set of cybercrimes. As
for cybercrime, critically analysing the approaches to its
definition available in the legislation, it should be not-
ed that the Ukrainian legislator does not clearly distin-
guish between acts committed with the use of electron-
ic computers and acts committed through electronic
operations aimed at overcoming the protection of such
machines’ systems, as it equates them®. We believe that
it would be advisable to distinguish between these two
concepts (cybercrime and computer crime) and intro-
duce them into scientific and legislative circulation. As
for the scientific approaches, based on the scientific au-
thors we have studied, we will offer our own definition
of the concept of cybercrime, i.e. a socially dangerous,
culpable, unlawful act (action or inaction) committed
through electronic operations, the purpose of which is
to overcome the protection of computer systems and the
data they process, and cybercrime in a broad sense, i.e.
crimes related to the use of computers and/or commit-
ted through or in connection with a computer system or
network, including such crimes as illegal storage, offer-
ing or dissemination of information through computer
systems or networks.

It is obvious that with the growth of practical activi-
ties of people on the Internet, and the development of the
network itself, the number of cybercrimes committed is
increasing. Moreover, the offences committed in cyber-
space are latent, which negatively affects their statistics
and prevention. The scattering of cyber offences in dif-
ferent sections of the Criminal Code of Ukraine also has
a negative impact on the prevention and counteraction
to such violations of the law. Failure of the state and its
bodies to pay due attention to the statistics of cybercrime
and the sentencing of persons found guilty of committing
them gives rise to the rule that “cybercriminals are forgiv-
en for their actions”. From the above, it is obvious that the
combination of all these factors and the courts’ loyalty to
cyber offenders and their exemption from liability nega-
tively affects the state of cybercrime in the country.

CONCLUSIONS

When planning the research, the task was to study and
analyse the concept of cybercrime, cybercrime, which
was done in the scientific work, while based on the

available scientific achievements, the author proposed
his own definition of the concept of cybercrime. In ad-
dition, it was necessary to identify the causes and con-
ditions that facilitate the commission of offences in the
cybersphere, and to analyse the factors that contribute
to their spread. Achieving this goal was made possible
by studying various statistical data and sociological sur-
veys, which led to the conclusion that the prevalence of
cybercrime is influenced by a large number of factors,
including the COVID-19 pandemic, increased demand
for remote work and education, digitalisation of society,
and the insufficiency and ineffectiveness of sanctions for
criminal cybercrime. In addition, the study has resulted
in a number of recommendations for combating crimi-
nal offences in the cybersphere and their implementa-
tion in various areas of legal activity. In particular, in the
legislative sphere, the legislator needs to resume work in
this area that will meet the requirements of the times and
provide for all cybercrimes, including computer crimes,
which are scattered in different sections of the Criminal
Code of Ukraine in one section entitled “Criminal offences
in the field of cyberspace and computer crimes”, or clas-
sify them in a certain way, defining their totality. In the
public administration sphere, in order to ensure effective
counteraction to criminal offences in the field of cyber-
space, we consider it expedient to create a new state body
such as the Joint Cyber Department, which will become
an effective part of the mechanism for combating cyber-
crime, as it will ensure coordination and uniformity of
cyberlaw enforcement agencies' response to cybercrime.
In the area of law enforcement, we also believe that it is
advisable to increase attention to cybercrime on the part
of the criminal justice authorities, ensuring that realistic
sentences are imposed for their commission.

In the research area, it is necessary to continue to
work on the study of the analysed topics and to offer the
knowledge and experience gained for implementation in
practice. In addition, it should be emphasised that in the
educational sphere, it is necessary to improve the sys-
tem of combating cybercrime, including, among other
things, training on information security and information
hygiene among students and adults, as well as among
adults, which will effectively contribute to the prevention
and deterrence of cybercrime.
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Oco6UBOCTI Ki6ep3/10UMHIB Ta iX NOWWUPEHICTb B YKpPaiHi

AHoTaUif. AKTYaJIbHICTb JOCTiIYKeHHS 3yMOBJIeHa TUM, 110 XXI CTOJIITTS CTaJI0 BUKJIMKOM JIJISl YChOTO JIFOZCTBA. Vi
chepu CyCIiIbBHOIO JXUTTSA PO3BUBAJIKCA Ta 3a3HABaIM 3MiH, B TOMY YWCJIi i HETaTUBHUX, 1110, 3BUYAalHO BUMarajo
TIOIIYKY Ta 3aCTOCYBaHHA epeKTUBHUX METOLIB IIPOTH/Iii TAKMM HEraTUBHUM SBUIAM. OTHUM i3 TaKUX ABUILL CTAJIO
3HAYHe TOIIMPEeHHS Kibep3ToYMHHOCTI Ta ii BIUTUB Ha SKiCTh JKUTTA. JI0 KaTasIi3aTopiB 1[bOTO ITPOLIECY AOIyUMIIaca
naHzeMig COVID-19, AKa 3MyCUIa JIIOACTBO IIePeNTy Ha IUCTAHIIMHIHN PEKUM POOOTH Ta HaBYAHHA. V 3B'I3KY 3 LM
JaHa CTATTs CIIPIMOBAHa Ha LOCIIiIKEHHA ITOHATTS Ki6ep3/1041Hy Ta Ki6ep3/I0YMHHOCTI, BUSBJIEHHS [IPUYLH Ta YMOB,
IO CIIPUSAIOTh MOT0 BYNMHEHHIO, 4 TAKOXK HaZlaHHS PeKOMEeHZAIlill II0/I0 BAOCKOHAJIEHHS 3aKOHOZABCTBA YKpaiHU
3 MEeTOI0 3a1obiraHHs BUNHEHHIO 3JI0UMHIB y Kibepcdepi. [Tig yac 3aiiCHEHHS JOCTiI)KEHHS BUKOPHCTOBYBaJIUCh
TaKi MeTOIU: HiaJIeKTUYHUH, JIOTIKO-IOIrMaTUYHUMN, TTOPiBHAJIBHO-TIPABOBUM, COLIIOJIOTIYHI MEeTOAM, 3arajibHi Ta
CTaTUCTUYHI METOAU HayKOBOTO ITi3HAHHA. Y po60Ti 06TpyHTOBAHO HEOOXiAHICTD HOCITiIKeHHSA ITOHATD Kibep3/I0urH
Ta Kibep3I0YMHHICTh; BCTAHOBJIEHO TeHAEHIIi0 10 3pOCTaHHS KiTBKOCTI BAMHEHUX KPUMiHaIBHUX [IPABOITOPYIIEeHb
y Kibepcdepi; [OBemeHO HENOCTATHICTh yBaru YIIOBHOB&JKEHUX OpPTaHIB [AepyKaBHOI Blafyd OO MpobieMu
Kibep3JI0YMHHOCT]; apryMEeHTOBAHO IIOLIYK Ta 3aCTOCYBaHHS HOBUX METOZIB, CIIOCO6iB Ta 3aco6iB 60poTsbu i3
Kibep3jounHaMu. Marepiaiy CTaTTi CTAHOBJIATH IPaKTUYHY LiHHICTh Y HAYKOBO-IOCTIAHIN chepi A1 HaCTyITHOTO
BUBYEHHS Ta JOCIiIKeHHS IpobyieM Kibep3I0urMHHOCTI; y IIPaBOTBOPYOCTI — 71 YIOCKOHAJIEHHS 3aKOHOZABCTBA
Ha OCHOBI 3aIlpOIIOHOBAaHUX PEeKOMEHJAllill; ¥ IIpaB03aCTOCOBHIN cepi — 111 eGeKTUBHOrO Ta OZHOMAHITHOTO
3aCTOCYyBaHHA Kibep3aKOHOJABCTBA Ta BIUIMBY Ha piBeHb KiGEP3JIOUMHHOCTI; y HAaBYaJIBHOMY IIpolleci — g
PO3pO6KYU HAaBYATIBHO-METOIUYHUX MaTepiasliB, 1[0 CTOCYIOThCS BUBYEHHS KiGEP3JIOUMHHOCTI; ¥ IIPaBOBUXOBHIN
cdepi - B IKOCTi MPaKTUYHUX Ta TEOPETUYHUX PEKOMEHIAIIiN I TOCATHEHHS BUIIIOT0 PiBHS IIPABOBOI KYJIBTYPU Ta
bopMyBaHHs IPaBOCBiIOMOCTi y Kibepchepi

KniouoBi cnoBa: 3axucT iHdopMaliii; IpaBOMOPYIIEHHS ¥ Ki6epIIpocTopi; KOMITI0TepHa BipTyajbHa pPeasbHiCTh;
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Abstract. The spread of counterfeit goods is an urgent problem of our time on a global scale with a multibillion-
dollar physical circulation. The aim of the article is to monitor the influence of factors on the dynamics of changes in
the size of counterfeit goods and to substantiate its predictive indicators. During the research, the following methods
were used: theoretical, tabular, analytical, generalization, statistical, synthesis, abstraction, forecasting, modeling,
experiment. The article examines the essence of the phenomenon of counterfeiting as an offense in the field of
intellectual property, specifies its negative consequences. Global trends in trade for counterfeit and fake goods
based on the European GTRIC methodology are demonstrated; the ranking of the countries of origin of counterfeit
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goods was analyzed, as well as the ranking of industries affected by counterfeiting was studied. The article outlines
the scale of counterfeiting in Ukraine, substantiates the connection with the economic security of the state. It was
emphasized that the ability to diagnose indicators of influence and counteract the spread of counterfeit products is
a strategic task of the state in the direction of achieving security parameters. It is argued that the level of corruption,
the ease of doing business and the protection of property rights in the country affect the volume of counterfeiting,
and therefore it is proposed to investigate the nature of their influence using appropriate indicators (Corruption
Perceptions Index, position in the Doing Business ranking, International Property Rights Index) and mathematical
apparatus. On the basis of mathematical models, the basic functions of which are radial, a model of the dependence
of effective indicators (volume of counterfeiting and budget losses) on justified indicators has been developed. As a
result of the research, it was established that improving the state of the selected indicators has a positive effect on the
resulting indicator. At the same time, the insufficient effectiveness of their influence determines the prospects for
further exploration of levers for additional improvement of their individual components. The practical significance of
the study is the substantiation of the system of indicators of influence on the volume of counterfeiting, and, based on
them, the construction of an economic-mathematical apparatus that will allow forecasting its dynamics

Keywords: counterfeit goods; violation of intellectual property rights; shadow economy;, indicators of influence on

the volume of counterfeiting and budget losses; mathematical model with radial basis functions

INTRODUCTION

Sustainability of the state’s economic development at
the macro level requires a clear interaction of all system
components, which are based on the quality of human
capital. The intellectual resource is the foundation of the
reliability and strength of the state’s economy, therefore
its protection is a primary security task. Violation of in-
tellectual property rights in the form of the distribution
of counterfeit productsis a significant threat to the coun-
try’s economy and to individual consumers of products,
whose health and life may be at risk, therefore the ability
to diagnose indicators of influence and counteract the
spread of such products is a strategic task of the state in
the direction of achieving the parameters security

Fighting counterfeiting, as the main consequence
of violations of intellectual property rights, is an impor-
tant direction of research into the economic security
system, analysis of key indicators at both the micro- and
macro-level, as well as the formation of methods and
approaches to combat this phenomenon, which deter-
mines the relevance of the subject of this scientific re-
search . The study of the circulation of counterfeit prod-
ucts in the world is the object of scientific works G. Gistri
(2021), who studies the economic component of coun-
terfeiting based on the interaction of supply and demand
for goods manufactured in violation of intellectual prop-
erty rights.

I.Jacob et al. (2018) investigate the influence of moti-
vational factors of certain population groups on quanti-
tative indicators of the purchase of counterfeit products
in the world, and also form a list of motivational factors
for the purchase of such products.

L. Song et al. (2021), L. Nash et al. (2014), as well as
J. Wilson et al. (2016) carried out a thorough study of
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the international aspect of the development of coun-
terfeiting as a negative phenomenon, emphasizing that
the production of products in violation of intellectual
property rights is one of the biggest threats to the world
economy in general. H. Valembois (2019) investigated the
impact of infringement of intellectual property rights at
different levels and made an attempt to forecast sales
volumes taking into account the sale of counterfeit prod-
ucts. E. Auriol et al. (2022) based on taking into account
the volume of international trade in items protected by
intellectual property rights, developed a methodology
for calculating the economic impact of the sale of coun-
terfeit products.

In this scientific article, the authors will try to form
their own approach to the choice of the method of math-
ematical modeling and the justification of the combina-
tion of the investigated factors of influence, based on the
European GTRIC methodology (Global trade..., 2021), as
well as taking into account the analyzed methodologies
proposed by world scientists in their research.

As noted by N. Savka et al. (2012), in Ukraine, re-
search on countering counterfeiting is carried out at the
official level. Since the final goal of the study is to estab-
lish the influence of factors on counterfeiting in Ukraine
and predict its level, emphasis was placed on the study
of factors by world and Ukrainian scientists, namely:
A H. Chubenko et al. (2018), whose works are focused on
the study of state security, V. Nyzhnykova (2018) on is-
sues of international cooperation in the field of fighting
counterfeit products, M. Koval (2020) on issues of intel-
lectual property protection and countering counterfeit-
ing, as well as in the previous works of the authors of this
scientific article, as they investigate the realities of the
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spread of counterfeit products in Ukraine and ways to
strengthen economic security at all levels: Y. Muravska
(Yakubivska) (2017) on the directions of combating in-
dustrial espionage, which is one of the prerequisites for
the emergence of counterfeiting, O. Oliynychuk et al.
(2021) regarding research issues of criminological as-
pects of combating the emergence of the phenomenon
of counterfeiting implemented through cyberspace, as
well as A. Kolesnikov (2019) on issues of strengthening
the economic security of enterprises in the way of fight-
ing counterfeiting.

The exceptional relevance of the research topic for
Ukraine is that, according to the estimates of the State
Customs Service of Ukraine, the amount of confiscated
counterfeit products is 5.5 million UAH. from its esti-
mated total volume of UAH 85-105 billion. was about
0.006% (Dubrovskyi et al., 2021). That is, the share of
confiscated products in the total volume of circulation
of counterfeit products is very small, which indicates
the need for significant changes in the implementation
of the system for countering the spread of counterfeit
products. This led to setting the goal of the article, which
consists in researching the specifics of the influence of
the factors substantiated by the authors on the state of
distribution of counterfeit products in Ukraine and in-
dividual directions of management of these factors. The
novelty of the research lies in the choice of the method
of mathematical modeling and the justification of the
combination of the researched influence factors.

MATERIALS AND METHODS

The main method of article architecture is deductive. In
the conditions of the study, a gradual transition from the
general problems of the circulation of counterfeit prod-
ucts to the macro level of Ukraine is made, then a study
of the influence of individual factors (with a preliminary
justification of their choice) and a forecast of their po-
tential impact on the future development of the phe-
nomenon under study are carried out.

The theoretical method is used in the study of the
categorical apparatus. Materials for the application of
this method are Customs Code of Ukraine!, Terminolog-
ical dictionary A.H.Chubenko et al. (2018), scientific pa-
per V. Nyzhnykova (2018) and the online publication of
M. Koval (2020).

Materials for research are also data from interna-
tional organizations of the economic direction of the Or-
ganization for Economic Cooperation and Development

(Global trade..., 2021; Misuse..,, 2021; Dangerous Fakes...,
2022), Intellectual Property Office of the European Union
(Risks...,, 2021; Intellectual property.., 2022) and the sta-
tistical organization of the European Commission (Inter-
national trade, 2021). At the same time, a tabular method
was used to rank the countries of origin of counterfeit
goods and industries most affected by counterfeiting.
An analytical method is used to work with statistical in-
formation. Statistics and methods of analysis, synthesis
and generalization are used to establish the actual in-
dicators of the phenomenon under study. The tabular
method was used to group the main categories of goods
that were most often seized by employees of the State
Customs Service of Ukraine. For the representativeness
of the material, official data of the State Customs Ser-
vice of Ukraine (During..,, 2020 ) and Special Report 3012
(prepared annually by the Office of the US Trade Repre-
sentative) related to copyright, patents and trademarks
in other countries were used.

One of the research methods is statistical. When se-
lecting the criteria that were used in the modeling, the
method of abstraction was used, which made it possible
to single out among a large number of criteria the three
most significant, according to the authors. Data from the
World Bank, the Doing rating, were used business (2019)
and Corruption Perceptions Index (2021).

The observation method was used to monitor the
predictive behavior of the resulting indicator under
various development scenarios. Using the forecasting
method allows you to predict the scenario of the devel-
opment of the situation at a given level of influence of
selected factors (corruption perception index, ease of
doing business index, international property rights pro-
tection index). To achieve the goal of this block, within the
limits of the modeling method, amodel of the dependence
of effective indicators (the volume of counterfeiting and
budget losses) on influence indicators was used basing
on mathematical models, the main functions of which are
radial. The use of models of this type combines structural
and parametric identification procedures. The approach
to predicting the volume of counterfeiting and budget
losses involves the use of an experimental method. The ap-
proach to the identification of centers is implemented us-
ing the method of cluster analysis (Dyvak et al., 2021). Par-
ametric identification was carried out using the method
of backpropagation of the error (Nelles, 2001). The appli-
cation of this method made it possible to carry out 6 iter-
ations of structural identification and obtain an optimal

ICustoms Code of Ukraine No. 4495-V1I. (2012, March). Retrieved from https://zakon.rada.gov.ua/laws/show/4495-17#Text.
2Law of Ukraine No. 202-IX “On Amendments to the Customs Code of Ukraine on the Protection of Intellectual Property Rights
during the Movement of Goods Across the Customs Border of Ukraine”. (2019, October). Retrieved from https://zakon.rada.gov.ua/

laws/show/202-IX#Text.
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mathematical model, which made it possible to predict
indicators of the volume of counterfeiting and budget
losses. Demonstration of modeling results is carried out
using a graphical method. The method of scientific gener-
alization was used to substantiate the conclusions.

RESULTS

The essence of counterfeiting as a crime

According to Customs Code of Ukraine No. 4495-VI the
concept of “counterfeit goods” is quite extensive, be-
cause it includes goods that are the subject of infringe-
ment of intellectual property rights to a trademark
and geographical indication in Ukraine, as well as “any
packaging, label, sticker, brochure, operating instruc-
tions, guarantee or other document of this type, even if
they are presented separately, which are the subjects of
infringement of intellectual property rights to a trade-
mark or geographical indication™. Thus, the approach of
the legislator to the interpretation of counterfeit goods
is quite complex to the designation of an offense in the
field of intellectual property.

In turn, in the Terminological Dictionary on Preven-
tion and Counteraction of Legalization (Laundering) of
Proceeds of Crime, Financing of Terrorism, Financing
of Proliferation of Weapons of Mass Destruction and
Corruption, a counterfeit is defined as “a product that is
an exact copy of a brand; the packaging is produced by
persons who do not have the corresponding copyright
for the production of products under the trademark”
(Chubenko et al., 2018). That is, comparing with the legal
definition of counterfeit goods provided in the Customs
Code of Ukraine, on a practical level, a significantly sim-
plified approach to the interpretation of the concept of
counterfeit can be noted.

Meanwhile, counterfeiting, causing damage to the
owners of intellectual property rights, by its legal nature
constitutes a substantial offense, which according to the
Code of Ukraine No.8073- X “On Administrative Offenses™
is subject to administrative liability (imposition of a fine
and confiscation of counterfeit products and materials
and equipment that were used to manufacture counter-
feit products). Violators may also be held criminally liable:

= forillegal use of a trademark - in the form of a fine;

= for the illegal use of inventions, utility models, in-
dustrial designs, copyright objects - in the form of a fine
or corrective works or imprisonment for up to six years
(Koval, 2020).

The legislation assigns the duty to combat coun-
terfeit products to the customs authorities of Ukraine,

which implement the protectionist policy of the national
market. That is why the powers of customs authorities
play a significant role in ensuring the protection of intel-
lectual property rights, countering the spread of counter-
feit products and international cooperation with customs
authorities of foreign countries (Nyzhnykova, 2018).

The global scale of the phenomenon

The problem of counterfeiting is global and associ-
ated with multi-billion dollar physical circulation, and
is characterized by powerful legal, economic and social
consequences for the world community. Meanwhile,
this is a very profitable business, which functions due
to the fact that criminals master their capacities from
the ever-growing demand for cheap goods at low costs
for their production and sale, and at the same time, they
are not afraid of severe punishment for their illegal ac-
tivities. The production and sale of counterfeit goods
has always existed in Ukraine and the world, and every
year this problem becomes even more relevant, despite
the efforts of both the world community and individual
countries in the direction of combating this threat. In-
ternational research company Euromonitor Interna-
tional predicted that the losses of the world economy in
the near future were to amount to 3%, or 2.2 trillion US
dollars (International..., 2021).

The global market for counterfeit goods is among
the leaders of illegal businesses such as arms trade, drug
trade and human trafficking. In addition to great losses
to manufacturers of original goods and owners of in-
tellectual property rights, counterfeiting often poses a
threat to health and life. To demonstrate global trends in
trade in counterfeit and counterfeit goods, we will turn to
the European GTRIC methodology (General Trade-Re-
lated Index) used in the analytical work of the Organiza-
tion for Economic Cooperation and Development (OECD)
and the European Union Intellectual Property Office
(EUIPO) and demonstrated in their report published in
2021 (Global trade..., 2021).

Analysts have chosen to calculate the GTRIC index,
actually, for the period 2017-2019 to calculate the GTRIC
index, taking into account the qualitative component
of counterfeit indicators at the global level during the
specified period (the period before the COVID-19 pan-
demic). This is also confirmed by a report published in
2022 entitled “Dangerous fakes: Trade in counterfeit
goods that pos health, safety and environmental risks,
illicit trade” (2022), which indicates that in 2019, trade
in counterfeit goods accounted for 2.5% of world trade.

Customs Code of Ukraine No. 4495-VI. (2012, March). Retrieved from https://zakon.rada.gov.ua/laws/show/4495-17#Text.
2Code of Ukraine No. 8073-X “On Administrative Offenses”. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/

show/80731-10#Text.
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At the current stage of world development, the vast ma-
jority of leading economies are exporters of counterfeit
goods. Meanwhile, it indicates that the majority of coun-
terfeit goods originate from a small group of producing
countries. During the reporting period, this country was
China in the system of world trade indicators. During the
specified period, the total number of global indicators
of customs movement of counterfeit goods confidently
exceeds the indicators of previous years (Commission...,
2022). Regardless of economic indicators and political
aspects, any country in the world can become an active
producer of counterfeit products.

Certain countries of the world tend to dominate the
world trade in counterfeit and fake goods. The highest
rates of manufacture on the trade of counterfeit goods
withdrawn from circulation belong to the countries
of East Asia (Table 1), with a pronounced dominance of
China, Hong Kong (China), as well as the Syrian Arab
Republic and Turkey, in which the GTRIC Index for 2017-
2019 is the highest (Misuse..., 2021). In general context,
about 90% of global counterfeiting originated from these
countries during the indicated period. Note that the clos-
er the GTRIC indicator is to one, the higher the level of
counterfeiting of the country or industry.

Table 1. Rating of countries of origin of counterfeit goods, 2017-2019

Item No. Country of origin of counterfeit goods index, (average for 2017-2019)*
1. Hong Kong (China) 1
2. Syrian Arab Republic 0.998
3. People’s Republic of China 0.998
4. Turkey 0.996
5. Dominican Republic 0.984
6. Pakistan 0.955
7. Georgia 0.933
8. Lebanon 0.872
9. Senegal 0.831
10. Afghanistan 0.761

Source: compiled by the authors based on data from the Organization for Economic Cooperation and Development (OECD) (Global

trade, 2021)

Hong Kong (China), the Syrian Arab Republic and the
People’s Republic of China occupied the first positions of
this ranking from 2014 to 2016, having the highest rate
of export of counterfeit goods. The UAE and Morocco
moved down in the 2017-2020 ranking to 13 and 14 posi-
tions with a GTRIC Index of 0.720 and 0.649 respectively,
while the Dominican Republic and Singapore moved up
5and 11 positions respectively.

An analysis of the ratings of the countries of origin of
counterfeit goods destined for EU markets (according to
the GTRIC index) showed that countries from all regions
arerepresented in it. The indicators of the export of coun-
terfeit products to the EU were the highestin the following
countries: Benin, Hong Kong (China), the Syrian Arab Re-
public, and Afghanistan (Table 2). Senegal, China, Turkey

and the UAE are represented with a slight difference. The
GTRIC index indicates that the total trade in counterfeit
goods in EU countries amounted to about USD 134 billion
in 2019. If you look at Balanced statistics International
Trade in Services EBOPS (2020) and analyze the share of
this indicator in the structure of the annual import indi-
cator, we will get data that 5.8% of EU imports were fake
and counterfeit goods. The total number of counterfeit
goods detected by customs authorities at the EU border
decreased after 2019: around 66 million items were de-
tained and confiscated in 2020, compared to 76 million
in 2019 (Intellectual..., 2022 ). We believe that the crisis
caused by the COVID-19 pandemic also had a significant
impact on such changes , which led to a decrease in trade
volumes in the first months of the pandemic.

Table 2. Rating of the countries of origin of counterfeit goods that entered the EU, 2017-2019

Item No. Country of origin of counterfeit goods Index for the EU, (average for 2017-2019)*
1. Benin 1
2. Hong Kong (China) 1
3. Syrian Arab Republic 1
4, Afghanistan 1
5. Senegal 0.9997

(¥)
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Table 2. Continued

Item No. Country of origin of counterfeit goods Index for the EU, (average for 2017-2019)*
6. China (People’s Republic) 0.9986
7. Turkey 0.9963
8. UAE 0.9956
9. Georgia 0.9745
10. Lebanon 0.9355

Source: compiled by the authors based on data from the Organization for Economic Cooperation and Development (OECD (Global

trade, 2021)

The described statistics on the countries of origin of
objects of pirated products illustrate the importance of
counterfeiting in international trade. At the same time,
most of the countries of origin of counterfeit goods are
leaders in world trade in general. The GTRIC index takes
this into account and provides a more accurate analysis.
In particular, it considers both components: the share
of seizures and trade flows of counterfeit products in
individual countries of the world, and therefore, the in-
dicated index takes into account the relative trend of

indicators of imports of counterfeit products from dif-
ferent countries of origin.

From 2017 to 2019, there are seven main industries
that are objects of production and sale of counterfeit
products (Table 3), and they remain practically un-
changed compared to the corresponding data of 2014-
2016. Perfumery and cosmetics, leather goods, clothing,
shoes, toys and watches were characterized by the high-
est attractiveness for offenders in the field of intellectual

property.

Table 3. Rating of industries affected by counterfeiting 2017-2019

Item no. Harmonized system code of the industry (HS code) index, (average for 2017-2019)*
1. Perfumery and cosmetics (33) 1
2. Leather products; Handbags (42) 1
3. Knitted or crocheted clothing (61) 1
4. Shoes (64) 1
5. Watches (91) 1
6. Toys and games (95) 1
7. Jewelry (71) 1
8. Tobacco (24) 0.997
9. Other products from textile materials (63) 0.858
10. Weapons and ammunition (93) 0.820

Source: compiled by the authors based on data from the Organization for Economic Cooperation and Development (OECD) (Global

trade..., 2021)

The volumes of counterfeiting in industries sensitive
to counterfeiting are extensive and tend to increase (88
out of 96 HS sections of the international Harmonized
System of Classification were affected by piracy, i.e. 92%
for the period 2017-2019 compared to 80% for the period
2011-2013 years) (Intellectual... 2022). However, the inten-
sity of counterfeiting differs significantly for individual
types of goods and, therefore, for the corresponding HS
categories of the Harmonized System of Classification.

Based on data from the Organization for Economic
Co-operation and Development (OECD) and the Europe-
an Union Intellectual Property Office (EUIPO) (Worry-
ing..,, 2021), as of 2019 the international trade in counter-
feit goods was USS$ 464 billion, which in turn accounted
for 2.5% of world trade. Thus, in terms of share in total
trade, the volume of counterfeit trade remained signif-
icant during 2017-2019, affecting the GDP of advanced
OECD economies such as Austria or Belgium (Worrying...,

Law, Policy and Security, (1)1

2021). In 2019, the import of counterfeit goods to the EU
amounted to 134 billion dollars USA, which accounted
for 5.8% of EU imports (Dangerous..., 2022) . These results
are based on customs statistics and, accordingly, do not
take into account such important indicators as domestic
production and consumption of counterfeit products; in
addition, they do not include online piracy of digital in-
formation.

The COVID-19 pandemic has affected the trade in
counterfeit goods, although in terms of volume the im-
pact has been less than initially expected. In most cases,
the crisis strengthened the existing trends. The main
trend was abuse in the online environment, as consumers
turned mainly to online marketplace platforms to satisfy
their needs, provoking a significant growth in the system
of online offers of a wide range of counterfeit goods.

It is difficult for consumers to distinguish between
genuine and counterfeit goods, especially when buying
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them online. According to a study by the European Union
Intellectual Property Office (EUIPO), 1 in 3 people (al-
though in some countries 1in 2) and on average almost
1in 10 Europeans (9%) say they have been misled and
bought counterfeits. They also emphasize that it is dif-
ficult to distinguish legitimate sources of digital content
from illegitimate ones (Intellectual..,, 2022).

As online shopping activity coincided with the pan-
demic, according to Eurostat, more than 70% of Europe-
ans used the Internet to purchase goods in 2020 (Inter-
national, 2021), and thus uncertainty about the trade in
counterfeit products has become a growing concern in
the context of rights protection consumers According
to the results of the analytical work of the Organization
for Economic Cooperation and Development (OECD) and
the Intellectual Property Office of the European Union
(EUIPO), it was determined that counterfeit products
make up 6.8% of imports of the European Union (EU)
and amount to about 121 billion euros (Risks..., 2021), af-
fecting every sector of the economy from cosmetics, toys
and pharmaceuticals to the arms trade.

Modern technological development at the glob-
al level is characterized by a high level of digital piracy,
which, in turn, represents a highly profitable platform
for violations in the field of intellectual property. For ex-
ample, in the field of Internet television (IPTV), 1 billion
euros is generated illegally every year through the sup-
ply and consumption of digital content in the EU in vio-
lation of copyright (Commission, 2022). Encroachments
on the intellectual property rights of individuals and

legal entities whose activities are related to Internet tel-
evision were revealed by law enforcement agencies and
amounted to about 13.7 million people in the EU in 2019
(which is 3.6% of the EU population) (Risks..., 2021). For
bona fide copyright owners, counterfeiting means loss
of funds and, above all, reputation. At the state level, the
damage to the economy is determined by the annual fail-
ure to receive significant amounts of tax revenue in the
budget, the country's loss of investment attractiveness,
and a decrease in the volume of direct investments. That
is why every citizen of any country should be aware that
by offering for sale or buying a counterfeit, he supports
crime and, above all, endangers his safety.

The scale of the phenomenon in Ukraine, the connec-
tion with the economic security of the state

A new stage in the development of the system for com-
bating the spread of counterfeit products in Ukraine be-
gan in 2019 with the adoption by the Ministry of Finance
of by-laws No. 281 and No. 282 dated 06.09.2020, which
approved two new procedures - Procedure for applying
measures to promote the protection of intellectual prop-
erty rights and cooperation between customs authori-
ties, right holders and declarants and the Procedure for
registering objects of intellectual property rights in the
customs register. The main goods appearing in the latest
reports of the State Customs Service of Ukraine are well-
known global brands, but the number of seized units and
their total value is insignificant in terms of the shadow
economy in the country (Table 4).

Table 4. Main categories of goods most often seized by employees of the State Customs Service of Ukraine in 2020

Ne Product category Quantity, units Trademarks ?ﬁgfg:: deJI:EI
1 2 3 4 5

1 portable electronics about 13 thousand NGK, Apple 2000

2 toys more than 107 thousand Hot Wheels, LOL Surprise, Lego, UEFA 1000

3 clothes and hats outfits more than 25 thousand Puma, Nike, Adidas 904

4 footwear more than 10 thousand Nike, Puma, Adidas 654

5 bags and belts about 15 thousand Dior, Puma, Nike 202

6 perfumery and cosmetics about 29 thousand Chanel, Lacoste 109

7 clocks bracelets 16 Michael Kors 32

Source: compiled by the authors based on the data State customs services of Ukraine (During..., 2020)

Adoption of changes to Law of Ukraine No.202-IX “On
Amendments to the Customs Code of Ukraine on the Pro-
tection of Intellectual Property Rights during the Move-
ment of Goods Across the customs Border of Ukraine”

in October 2019' led to an increase in the effectiveness of
the measures of the State Customs Service. For example,
in 12 months of 2019, the customs authorities suspended
about 7000 operations of customs clearance of goods due

Law of Ukraine No. 202-IX “On Amendments to the Customs Code of Ukraine on the Protection of Intellectual Property Rights
during the Movement of Goods Across the Customs Border of Ukraine”. (2019, October). Retrieved from https://zakon.rada.gov.ua/

laws/show/202-IX#Text.
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to suspicion of violation of intellectual property rights, but
only in1.3% (91 cases) of this number, it ended with the de-
struction of goods and drawing up protocols on violations
of customs rules. In 2020, with 1,900 cases of product
detention, the rate of drawing up protocols was 10% (190
cases). If we normalize the indicators, we will have that in
2019, one protocol accounted for 77 suspensions of cus-
toms clearance. In 2020, there were 10 suspensions per
arrest. Such results made it possible not only to save con-
siderable time of customs officials, but also to avoid delays
in product deliveries, which facilitated the functioning of
business in Ukraine in general.

Positive developments were also noted by foreign
experts. In particular, the Office of the US Trade Repre-
sentative in the annual report 2021 Special 301 Report
(n.d.) noted important developments in the development
of the legal field against the circulation of counterfeit
products, which resulted in the partial restoration of the
system of GSP benefits. At the same time, the slowness of
progress is indicated by the fact that in the same report
Ukraine is included in the list of nine countries that will
receive priority attention. The above proves that over-
coming this problem is not possible only through the
adoption of separate legislative acts or sanctioning ac-
tions of foreign partners.

Collection of statistical data for the model, their
justification

The negative impact of counterfeit products is very di-
versified. It harms not only the life and health of con-
sumers and owners of intellectual property rights to the
brand, but also the economic security of the state in gen-
eral. It follows that solving the problem of the circulation
of counterfeit products involves solving the problem of
the influence of a number of components of Ukraine’s
economic security. In the instructions for calculating
the level of economic security of Ukraine (On approval...,
2013) a separate criterion for counterfeiting is not de-
fined, however, in separate groups of indicators there
are separate indices directly related to the circulation of
counterfeit products. In particular, when calculating the
integral index of investment favorability of the business
environment, business conditions subindex is used due
to the Doing Business (2019), published by International
Finance Corporation and the World Bank. Actually, the
more favorable the business environment in the coun-
try, the greater the share of entrepreneurs with a higher
probability of “coming out of the shadows”.

Corruption is not the main concomitant phenom-
enon that creates the basis for the shadowing of the
economy and, in particular, the sector of counterfeit
products. The high level of materialization of corruption
risks makes the task of counteracting the significant

Law, Policy and Security, (1)1

circulation of counterfeit products almost impossible.
A favorable regulatory and legal climate in the country
and the high efficiency of the property rights protection
system are important conditions for the exit of business
“from the shadows”, and therefore their diagnosis is
important for the development of measures to counter
shadow operations, the spread of violations of property
rights, including intellectual property, and, respectively,
reducing the circulation of counterfeit products.

Taking into account the above arguments, we come
to the conclusion that the level of corruption, the ease of
doing business and the protection of property rights in
the country are factors in the volume of counterfeiting,
and therefore it is proposed to investigate the nature of
their influence using appropriate indicators (Corruption
Perceptions Index, position in the Doing Business rank-
ing, International Property Rights Index) and mathemat-
ical apparatus. Corruption Perceptions Index (2021) is
determined by the international organization Transpar-
ency International. The result of using the rating method
isthe determination of the number of points, and not the
ranking of the country. The lowest score (0 points) indi-
cates that corruption is a widespread phenomenon, the
highest (100 points) means the actual absence of corrup-
tion. The index reflects the results of the assessment of
corruption only in the public sector and is based on the
points of view of business representatives, investors,
market researchers, etc. Thus, this indicator reflects the
point of view of the private sector and its perception of
corruption in the public sector.

Using the Doing Business ranking (2019) from the
World Bank, it is possible to evaluate the ease of doing
business according to ten main indicators and compare
countries with each other. This expert study is quite realis-
tic and has practical significance. When forming the rank
of countries, not only the legal acts adopted by the country
during the year are taken into account, but also the con-
clusions of entrepreneurs about the reality of their actions.

International Property Rights Index is calculated by
the International Alliance of Property Rights and is an
integrated indicator that characterizes the general reg-
ulatory and legal climate in the country and the effec-
tiveness of the property rights protection system. From
a methodological point of view, the calculation of this
index is carried out by analyzing 10 indicators calcu-
lated on the basis of statistical data of the Organization
for Economic Cooperation and Development, the World
Bank, the World Trade Organization, other research in-
stitutions and are grouped into 3 groups: (political and
legal environment; law physical property; intellectual
property right) (Ukraine, 2023).

These indicators are determined by authoritative
international organizations, independent agencies,
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research centers and have scientific value and applied
nature, acting as a kind of marker for international
investors, business partners, financial organizations,
etc. Table 5 shows a generalization of indicators, based

on which a model of the dependence of effective indi-
cators (the volume of counterfeiting and correspond-
ing budget losses) on substantiated impact indicators
was built.

Table 5. Indicators of influence on the resulting indicators

Indicator 2017 2018 2019 2020
1 2 3 4 5
Corruption Perceptions Index — CPI (points) 30 32 30 33
Index of perception of corruption (points)
Doing business (rank) 80 76 71 64
International index of protection of property rights (International 123 110 109 105
Property Rights Index (IPRI)) position (rank)
Effective indicators
Volume of counterfeiting, UAH billion. 35-55 40-60 45-70
Corresponding budget losses, billion hryvnias 10 10-12 11.5-16 12-20

Source: compiled from (Doing, 2020; Corruption, 2021)

Model dependence of performance indicators on
indicators impact

The model of dependence of effective indicators (volume
of counterfeiting and budget losses) on influence indica-
tors was developed on the basis of mathematical mod-
els, the basic functions of which are radial. Such models
are quite effective in modeling problems where there is
anonlinear relationship between input and output char-
acteristics, and have sufficient prognostic properties
(Oliynychuk et al., 2021). The development of the struc-
ture of such models takes place by analogy with artificial
neural networks with radial basis functions (RBF) (Nelles,
2001; Bodyanskiy et al., 2020).

9 =X owifi(llx — cillo™2) ()]

where W, = (g, wy,...,w,)T — parameters that must be
determined in the process of parametric identification;
fi() = (fi (), fo(x),..., fy(x)) is a radial n - base vec-
tor functions; ¥ = (xy,x,,...,x,) — vector of input data;
¢; = (¢q,¢5,...,cp) — vector of centers; o — window width
parameter of the basic function; § - initial characteristic;
i=1,...h,where h is the number of basis functions.

Thus, the procedure for structural identification
of such models is significantly simplified and consists
in calculating the number of basis functions. Since the
basis functions are of the radial type, they are based on
two parameters: the centers of the receptor field of the
basis functions and the standard deviation, which de-
termines the width of the RBF. It is worth noting that the
method of identifying models of this type combines the
procedures of structural and parametric identification
(Savkaetal., 2012).

We calculate the BBF width parameter experimen-
tally (Nelles, 2001). To identify the centers, we use the
method of cluster analysis, which is described in detail
in (Dyvak et al., 2021). Parametric identification is carried
out on the basis of the method of backpropagation of
the error (Nelles, 2001). Considering the table of experi-
mental data, denote by X = (x4, x,, x3) — factors affecting
performance indicators as input data for model devel-
opment, and effective indicator and - volume of coun-
terfeiting and budget losses. At the first iteration of the
implementation of the clustering method, we obtain the
structure of the model based on the radial basis:

P =wifi(llx — c1llo™) + wafo(llx — callo™2)+... +wiefie(llx — c16llo™%) (2)

Such a structure of the model is quite complex , re-
quires significant computing resources and, as the re-
sults of the experiments show, does not have predictive

properties. At the 6th iteration of structural identifica-
tion, we get the optimal radial-type mathematical model
for modeling and forecasting performance indicators:

7 =wifi(llx —cillo™) + wofo(llx — c2llo™2) + wafs(llx — c3llo™2) (3)

Based onthe developed structure of the mathematical

model (3), we obtain the results of modeling indicators of

the volume of counterfeiting and budget losses based on
the influencing factors shown in Figures 1and 2.

Law, Policy and Security, (1)1
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Figure 1. Forecasting the volume of counterfeiting
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Figure 2. Forecasting budget losses
DISCUSSION application of EU fines in the system of countering vio-

The conducted data analysis allows us to see confirma-
tion of the correctness of the choice of impact indicators,
since the potential dynamics for theirimprovementleads
to a decrease in the projected amount of counterfeiting
(Fig. 1) and projected budget losses (Fig. 2). In particular,
with regard to Ukraine, the influence of the Corruption
indicator is decisive Perceptions Index, as it largely de-
termines not only the possibilities of increasing the vol-
ume of counterfeiting, but also has a significant impact
on filling the budget in general. The choice of factors and
the tools for determining their influence determine the
peculiarity of this study and may be the subject of fur-
ther discussion. Factors that have a decisive influence on
the spread of counterfeit products in different countries
may be different, and they may change over time (includ-
ing in Ukraine). In particular, after Ukraine’s accession
to the EU, and the increase in the influence of European
regulators of the legal system and the market (and the
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lations of intellectual property rights, which are much
tougher and more effective than Ukrainian ones), we
predict that the size and quantity will be added to the list
of determining factors application of penalties. Mean-
while, the mathematical toolkit used in the study will be
preserved, as it provides for the possibility of changing
the influencing factors. The difference in the approaches
of foreign authors to the study of the problem of coun-
terfeiting is different, because the influence of the fac-
tors of corruption and the ease of doing business is
much smaller (which determines the much smaller vol-
ume of distribution of counterfeit products compared to
Ukraine), so the psychological factors of buying counter-
feit products come to the fore (Jacob et al., 2018), and the
impact of its volumes on the market equilibrium (Gistri,
2021). In the conditions of Ukraine, the low education of
citizens in the field of intellectual property leads to the
actual absence of a psychological reaction of society to



Fighting counterfeit as a threat to the economic security...

counterfeiting, and its conscious consumption. L. Nash
et al. (2014) identified the following as indicators of in-
fluence: quantitative characteristics of target markets,
type of products subject to counterfeiting, as well as pro-
duction and logistics data on counterfeit products (place
of production, distribution channels, etc.). At the same
time, their protection program was focused on the pro-
tection of the business sector.

H. Valembois (2019) in his work emphasizes that the
fight against infringement of intellectual property rights
must be strengthened. The author attempted to develop
a new approach to assessing the impact of violations of
intellectual property rights on economic indicators at
both the macro and micro levels, as well as to measure
the impact of such violations on the domestic market.
For this purpose, the following indicators were analyzed:
the total contribution of integrated intellectual property
industries to the economy, indicators of export and im-
port of products manufactured in violation of intellectual
property rights. H. Valembois (2019) made an attempt to
forecast sales and their direct impact on the economic
result, taking into account the indicator of counterfeit
products on the market. The author emphasizes that it is
quite difficult to calculate such an economic result, giv-
en the lack of a complete picture of counterfeiting in the
world, and only the data of customs authorities are taken
into account.

E. Auriol et al. (2022) in their study conducted an
empirical analysis of the determinants of the perception
of intellectual property rights and their impact on inno-
vation and developed a methodology for calculating the
economic impact of the protection of intellectual prop-
erty rights in order to combat counterfeiting, using the
approach of assessing the quality of a key indicator - the
volume of international trade of protected goods intel-
lectual property rights. Meanwhile, the authors empha-
size the need for the formation of a new modern meth-
odology for calculating the size of the world counterfeit
in order to compare these indicators.

J. Wilson et al. (2016) conducted a study based on data
from ten large global firms, trying to understand how
they protect their intellectual property rights, as well as
calculate the benefits of applying this kind of will in the
way of protection against counterfeiting. Scientists focus
their research on the following main parameters: man-
agement efficiency, the level of funding for the protec-
tion of intellectual property rights, the focus on counter-
feiting as a negative phenomenon in general.

L. Nash et al. (2014) investigated not only the market-
ing aspects of the promotion of global brands to the mar-
ket, but also focused their attention on the development
of a single unified approach to combating counterfeiting,
taking into account the following indicators: quantitative

characteristics of target markets, the type of products
subject to counterfeiting, as well as production logistical
dataregarding counterfeit products (place of production,
distribution channels, etc.). With the availability of this
information, companies will be able to develop a plan
for protection against violations of intellectual property
rights, the formation of a logistics management system,
as well as customs control over the movement of goods
across borders.

CONCLUSIONS

Therefore, today the international market for the pro-
duction and sale of counterfeit products is among the
leaders of illegal business, and can compete with such
negative phenomena as human and organ traffickingas
well as drug and arms trafficking. In addition to signifi-
cant losses incurred by producers of original goods and
owners of intellectual property rights as a result of such
activity, counterfeiting is also a threat to people’s health
and life, violating a significant number of their funda-
mental rights. A comparative analysis of ratings based
on the criteria of the country of origin of counterfeited
goods (the share of seizures and trade flows of coun-
terfeited products in individual countries of the world),
which were implemented on European markets, demon-
strated their wide coverage, regardless of the level of eco-
nomic development of the country. However, we should
note that the vast majority of the countries of origin of
counterfeit goods are world leaders in trade in general.

As a result, the annual shortfall of tax revenues to
the budget, a decrease in the level of investment attrac-
tiveness of the country, and a decrease in the volume of
direct investments are characteristic.

In this scientific article, the authors investigated the
dependence of the performance indicators (the amount
of counterfeiting and budget losses) on the correspond-
ing influence indicators and made an attempt to devel-
op an optimal mathematical model of the radial type for
modeling and forecasting performance indicators. On
the basis of the developed structure of the mathematical
model, the results of modeling indicators of the volume
of counterfeiting and budget losses based on influencing
factors were formed.

Analytical substantiation of the choice of interme-
diate indicators and the study of the strength of their
influence on the resulting indicators of the volume of
budget losses and the volume of counterfeit products
based on the use of mathematical modeling methods
made it possible to substantiate the conclusion about
the insufficient effectiveness of state policy in this direc-
tion. The forecast shows a further increase in the volume
of counterfeiting and budget losses, but the slowdown
in growth rates is positive. Thus, it can be claimed that

Law, Policy and Security, (1)1
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MpoTuaia KoHTpadaKTy AK 3arpo3i eKOHOMIYHOI 6e3neKn aep)xaBu
Ha OCHOBi KPUMIHOJIOFIYHOIro AoCnig)XeHHs

AHoTauiq. I[lomupeHHsI KOHTpadaKTHUX TOBapiB — e aKTyasibHa IIpobeMa Cy4acHOCTI IM06albHOro MacTaby
i3 baraToMinbIpaHUM Gi3SUYHUM 06iroM. MeTa CTaTTi ITOJIATAE ¥ BiIC/IiIKOBYBaHHI BIUTMBY YNHHUKIB Ha AUHAMIKY
3MiHU pO3Mipy KOHTpadaKTy Ta 06IpyHTYBaHHS MOTO TPOTHO3HUX ITOKA3HUKIB. [1if] Yac MpoBefeHH TOCIIIKeHH
BUKOPHCTAHO METOIU: TEOPETUYHUM, TabJWUHUM, AHATITUYHUY, y3araJbHEHHS, CTAaTUCTUYHUM, CHUHTE3Y,
abcTparyBaHHS, IIPOTHO3YBAHHS, MOJIENTIOBAHHS, €KCIIEPUMEHTY. V CTaTTi PO3MIAHYTO CYTh SIBUINA KOHTPadaKTy
K IIpaBOIIOpYIIeHHS y cepi iHTeNneKTyasbHOI BIACHOCTI, KOHKPETW30BAaHO MOTO HEeraTuBHI HaCIigKU.
[IpomeMOHCTPOBAHO CBITOBI TeHpeHIlii TopriBiai mimpobneHuMH Ta KOHTpadaKTHHMK TOBapaMKU Ha OCHOBI
eBporielicbKol MeTogosorili GTRIC; MpoaHaIi30BaHO PeUTUHT KpaiH IOXO[KeHH KOHTpadaKTHUX TOBAPiB, a TAKOXK
IOCITiZ>KEHO PEUTUHT TajIy3el ITPOMUICIIOBOCTI, 1[0 ITOCTPasKAaIu Bif KOHTpadakiiii. V cTaTTi oKpecieHo MacTabu
KOHTpadaKTy B YKpaiHi, 06IpyHTOBAHO 3B'I130K 3 EKOHOMIYHOIO 6€3MeK0I0 epsKaBy. HaroiomuieHo, Mo 34aTHICTh
JiarHOCTYBaTU IHAMKATOpY BIUIMBY Ta IMPOTUZIATH IIOIIMPEHHIO KOHTpapaKTHOI IIPOAYKIii € cTpaTeriyHuM
3aBIAHHAM JepyKaBU y HANIpSIMi ZOCATHEHHS I1apaMeTpiB 6e31eKu. ApryMeHTOBAHO, II0 piBeHb KOPYIILi, IETKICTh
BeJleHHs 6i3HeCy Ta 3aXMCTy IpaB BIACHOCTI B KpaiHi BIIMBaIOTh Ha 06cAT KOHTPadaKTy, a TOMY 3aIIpOIIOHOBaHO
IOCIIINTY XapaKTep IXHBOTO BIUIMBY, BUKOPMCTOBYIOUM BiIMOBimHi iHmuKaTopu (Corruption Perceptions Index,
rmosuilisg B pedTuHry Doing business, International Property Rights Index) Ta MareMaruynuyi amnapar. Ha oCHOBI
MaTeMaTUYHUX Mojienielt, 6a3ucHi GyHKIIII AKUX € pafiaIbBHUMU, PO3p06IIEHO MOZENb 3aJIEKHOCTI Pe3yIbTaTUBHIX
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TIOKa3HUKIB (06cAry KOHTpadaKTy Ta BTpaT 6I0/KeTy) Bif 06I'PYHTOBAHNX IHAUKATOPIB. Y pe3yIbrari IpoBeIeHH
IOCiI’KEHHS BCTAHOBJIEHO, ILII0 TIOKPAIIEHHS CTaHy 06paHUX iHAUKATOPIiB IO3UTUBHO BIUIMBAE HA PE3YJIBTYIOUNM
TTIOKa3HUK. Pa30M 3 TUM HeJOCTaTHS epeKTUBHICTh CUIIU iX BIUIMBY BU3HAYAE MTEPCIIEKTHUBY MTOJAJBIINX PO3BiZOK
BaJKEJIB JONATKOBOIO IMOKpAIIeHHA OKPEeMUX IX CKIATHUKIB. [IpakKTUYHe 3HAYeHHS IOCIIIKeHHS IIOJIAra€ B
O6IPyHTYBaHHI CHCTEMU ITOKA3HUKIB BIUIMBY Ha 06CATH KOHTpadaKTy, Ta, Ha iX OCHOBI, TO6YyIOBU €KOHOMIKO-
MaTeMaTUYHOIO arapary, 110 T03BOJIUTh CITIPOTHO3YBATU MOT0 AUHAMIKY

KrniouoBi crnoBa: migpo6sieHi ToBapy; MOPYIIEHHA IpaB iHTEJIEKTyaslbHOI BJIACHOCTI; TiHbOBA EKOHOMIKa;

iHgMKaTOpY BIUIMBY Ha 06CAT KOHTPadaKTy Ta BTpATH OGIOIIKETY, MaTeMaTUYHa MOZENb 3 pajiabHO-6a3uCHUMU
byHKLIiIMU
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Peculiarities of the investigator’s inspection of buildings
and structures subjected to artillery shelling and bombing
during the investigation of war crimes

Abstract. The relevance of the research topic is due to the modern requirements of the law enforcement practice of
judicial and law enforcement agencies regarding the proper documentation of war crimes of the Russian Federation
on the territory of Ukraine, in particular those related to damage, destruction or complete destruction of buildings
and structures as a result of artillery shelling and bombing by the armed forces of the aggressor country. The aim
of the work is to prepare the basic provisions and practical recommendations for conducting an investigative
inspection of buildings and structures subjected to artillery shelling and bombing, determining its specific features
during the investigation of war crimes. To achieve the goals of the article, the following scientific research methods
were used: general scientific - observation; comparison; description; analysis and synthesis; generalization;
special - historical and legal; dogmatic; sociological; statistical; systemic and structural; formal and logical. The
article outlines the organizational and tactical measures for the preparation and conduct of an investigative review,
provides substantiated recommendations on the selection of various specialists for the investigative review; specifies
a number of modern technical techniques and methods of gathering evidentiary information at the scene of the
incident. In order to effectively conduct investigative inspections of damaged and destroyed buildings and structures
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during the investigation of war crimes, it is recommended to use forensic techniques for the search and disposal
of explosive devices and substances; unmanned aerial vehicles equipped with photo and video recording devices
and other modern forensic technical means. The scientific provisions and practical recommendations outlined in
the article can be used in investigative and judicial practice regarding the investigation of war crimes, as well as in
scientific activity and the educational process in the preparation of students of legal specialties in institutions of
higher education

Keywords: military criminal offenses; incident scene investigation; specialist; special knowledge; physical evidence

INTRODUCTION

Russia belongs to the member states of the Geneva Con-
ventions of 1949, which relate to the humane rules of
warfare!, supplemented by the Additional Protocol of
1977, that provides for the protection of victims of inter-
national armed conflicts2 However, since the first days of
the large-scale war in Ukraine that broke out on Febru-
ary 24,2022, its armed forces have been massively com-
mitting war crimes, which are accompanied by shelling
and bombing of military and civilian infrastructure facil-
ities, murders and torture of the civilian population.
Pre-trial investigation bodies are faced with com-
plex tasks related to the need for their qualitative inves-
tigation, most of which for the first time, in the absence
of proven forensic methods. The main method of gather-
ing evidence is conducting investigative (search) actions,
which mostly take place under conditions of significant
risk to the life and health of their participants. Investi-
gators have to study the instruments of committing war
crimes, which are little known to them and have not pre-
viously been investigated by forensic experts (Tataryn,
2022). One of the most important investigative (search)
actions is an inspection, during which the material situ-
ation at the scene of the incident is recorded, the mech-
anism of the crime is clarified, material evidence is col-
lected, and the most reliable versions are put forward.
The topic of the investigation of war crimes was
reflected in the dissertation of V. Mironova (2008),
who explored the issues of criminal liability for vio-
lations of the laws and customs of war. The scientific
work of O.V. Chervyakova (2020) concerned the issues
of responsibility for war crimes, the mechanism and
process of restoring the sovereignty and security of
Ukraine. M. Poddubna (2020), a similar topic, consid-
ered N.O. Madzhigon (2018). V. Batiuk § S.O. Dmytriv
(2021) made an effort to study issues related to the or-
ganization of war crimes investigations. A similar topic
was studied by 0.0. Kravchuk & M.S. Bondarenko (2022).

Foreign scientists M. Klinkner and E. Smith (2020)
have devoted scientific works to the problems of inves-
tigating war crimes. L. Fondebrider (2020) prepared a
guide to the study of human skeletal remains. M. Nystedt
et al. (2011) - a guide to providing assistance in inter-
national criminal investigations. The scientific work of
AH. Brown (2006) reveals the practical experience of
removing dead particles of soil, plants and pollen from
bodies and clothes.

However, nowadays it is extremely difficult to find
scientific developments where the organizational and
tactical features of conducting investigative (search) ac-
tions in the investigation of war crimes would be com-
prehensively covered from the standpoint of forensic
science. The issue of investigative inspections of build-
ings and structures subjected to artillery shelling and
bombardment remained understudied. This emphasizes
the need to investigate their specifics and organizational
and tactical features.

The aim of the work is the preparation of the basic
provisions and practical recommendations for the inves-
tigative inspection of buildings and structures subjected
to artillery shelling and bombing, the determination of its
specific features during the investigation of war crimes.

MATERIALS AND METHODS

The conclusions of the article are reliable in connec-
tion with the application of scientific research methods,
namely such general scientific methods as:

= description used to characterize the legal con-
cepts of criminal activity and the practice of investigat-
ing war crimes;

= analysis and synthesis used to determine the
features and basic scientific and practical provisions
of investigative inspections of buildings and structures
subjected to artillery shelling and bombing during the
investigation of war crimes;

IV Geneva Convention “On the Protection of the Civilian Population in Time of War” (1949, August), as amended by the Law of Ukraine
No. 3413-1V. (2006, February). Retrieved from https://zakon.rada.gov.ua/laws/show/995_154.

2Additional protocol to the Geneva Conventions (1949, August), concerning the protection of victims of international armed conflicts:
Protocol I. (1977, June). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.
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= generalization - for formulating research con-
clusions based on the results of studying the domestic
and international practice of conducting investigative
(search) actions, scientific literature and normative legal
documents on the specified issues;

= special methods:

= historical and legal - to form an idea of the chang-
es that took place in the norms of international human-
itarian law after World War I and armed conflicts in the
20t and 215 centuries;

= dogmatic - for interpreting the terminology of in-
ternational humanitarian law, sciences of the criminal
law cycle;

= sociological - in order to study the opinion of 52 in-
vestigators of the investigative department of the Main Di-
rectorate of the National Police in the Ternopil region, the
survey questionnaire contained questions about deter-
mining the most important investigative (search) actions
at the initial stage of the investigation of war crimes, from
the point of view of evidentiary information, where the
subject of criminal offenses are buildings and structures
damaged and destroyed as a result of artillery shelling
and bombing. The issues that were brought up for consid-
eration, in addition to the review, related to investigative
(search) actions such as search, interrogation, investiga-
tive experiment, appointment of forensic examinations;

= statistical - when calculating the data of the
conducted sociological research, as well as during the
analysis of investigative, expert and judicial practice of
investigating war crimes;

= systemic-structural - to define the concepts of
“building” and “structure”, their classification by types, as
well as types of special knowledge that can be used when
conductinganinspectionof damaged and destroyedbuild-
ings and structures during the investigation of war crimes;

= formal and logical - to clarify the role of specialists
in the investigative inspection of buildings and struc-
tures subjected to artillery shelling and bombing during
the investigation of war crimes.

RESULTS AND DISCUSSION

Definition and justification of certain concepts and
terms

The concept of “war crime” does not exist in the current
legislation of Ukraine, but it is used to denote criminal
offenses committed by military personnel of the aggres-
sor country. Articles that describe the composition of
crimes, the specified criminal offenses, are contained in

chapter XX Criminal Code of Ukraine “Criminal offenses
against peace, human security and international legal
order™. In the conditions of the started war between
Russia and Ukraine, the law enforcement agencies of our
country most often initiate criminal proceedings under
Art. 438 of the Criminal Code of Ukraine “Violation of
Laws and Customs of War”.

Article 35 of the Additional protocol to the Geneva
Conventions of August 12, 1949, concerning the protec-
tion of victims of international armed conflicts (Proto-
col 1) (1977, June), the methods or means of conducting
military operations prohibited by international law
include: the use of weapons, shells, substances and
methods of conducting military operations, capable of
causing excessive damage or excessive suffering; which
are intended to cause or can be expected to cause wide-
spread, long-term and serious damage to the natural
environment? Such means include weapons of non-se-
lective action, -napalm, ball, cluster, phosphorus bombs,
shells, and other types of prohibited weapons.

Modern armed conflicts are still conducted with the
use of weapons systems that are intended for combat
operations in open terrain. As a rule, when such weap-
ons are used against military targets (objects) located
in populated areas, their action is often indiscriminate.
Artillery shelling and bombing with the use of various
types of ammunition lead to significant destruction of
civil infrastructure facilities and the death of people.

M.N. Chistyakov (1953) claims that the term “artillery
projectile” means “an explosive device delivered to the
detonation site by a shot from an artillery installation
(cannon, mortar, rocket launcher, etc.)”. The concepts of
“artillery shelling” and “bombing” are related to means
of warfare. Artillery shelling means one of the types of
fire damage, which is carried out from various artillery
weapons of mortars, barrel artillery, rocket salvo fire sys-
tems, anti-aircraft missile systems, and bombardment
is the application of rocket-bombing strikes by the Air
Force or the Navy using aviation.

Since the beginning of Russia’s armed aggression,
many facts have been recorded about the enemy’s use
of means and methods of warfare prohibited by inter-
national humanitarian law. Thus, most of the regions
of eastern Ukraine, where active hostilities are taking
place, are regularly bombarded with anti-aircraft missile
complexes (SAMS) of the S-300, S-400 type, bombard-
ment using barrage munitions, which include kamikaze
drones of the “Shahed type”, incendiary ammunition of

ICriminal Code of Ukraine: Law of Ukraine No.2341-111. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2Additional protocol to the Geneva Conventions (1949, August), concerning the protection of victims of international armed conflicts:
Protocol I. (1977, June). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.
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the “9M22S” type, fired from multiple rocket launchers
(RSV). The enemy’s aviation and naval artillery actively use
Kalibr, Iskander, Dagger, Kh-22, Kh-55 and other types of
cruise missiles to fire strikes not only at critical infra-
structure facilities, but also at the residential quarters of
many cities and settlements of Ukraine, causing signifi-
cant losses to the state’s energy system and the civilian
population. Numerous cases of the use by the occupi-
ers of OFZAB-500 high-explosive and incendiary aerial
bombs, which, due to their power and often uncontrolla-
bility, are means of non-selective action, causing unnec-
essary damage and suffering to the civilian population
and serious damage to the natural environment (Prohib-
ited means ..., 2022). Despite the fact that since the begin-
ning of the war, law enforcement agencies have already
investigated several tens of thousands of war crimes
committed by Russia, the occupiers continue to commit
them, which will become the subject of legal proceedings
later, after the liberation of these territories (Kaluzhna §
Shunevych, 2022).

The concept of separate elements of the composition
of the criminal offense provided for in Art. 438 of the
Criminal Code of Ukraine
Correct interpretation of the concepts of individual ele-
ments in the composition of the criminal offense pro-
vided for in Art. 438 of the Criminal Code of Ukraine,
gives a more complete understanding of the mechanism
of its commission. The objective side of this crime con-
sists of 1) cruel treatment of prisoners of war or the civil-
ian population; 2) expulsion of the civilian population for
forced labor; 3) looting of national values in the occupied
territory; 4) use of means of warfare prohibited by inter-
national law; other violations of the laws and customs of
war provided for by international treaties, the binding
consent of which has been given by the Verkhovna Rada
of Ukraine; 6) issuing an order to perform such actions’,

V.P. Bazov (2009) believes that “the common object
of war crimes is a certain group of identical and homo-
geneous social relations protected by the criminal law,
which ensure peace and compliance with the generally
recognized rules of warfare and other armed conflicts”.

Most objects of war crimes are multiobjective, that is,
along with the main direct object, there are optional ones.
The direct object of the criminal offense provided for in
Art. 438 of the Criminal Code of Ukraine, is the procedure
for waging war established by relevant international acts.
Its additional mandatory objects are the life and health of
a person, property” (Melnyk & Havronyuk, 2010).

Itis known that the subjects of a criminal offense are

things and objects of the material environment (material
values), affecting which harm is done to social relations
protected by law, which, among other things, should
include buildings and structures. Land plots on which
buildings and structures are located can be located in
settlements and outside them, in forest zones, forest
strips, fields, road right-of-ways and other areas.

The concepts of “building” and “structure” have com-
mon features, but also differ significantly from each
other. L. Rabchynska (2010) believes that “the building
is intended for the permanent presence of people in
it for the purpose of living or working, while the struc-
ture serves exclusively technical purposes, and peo-
ple are temporarily in it. “In turn, under the buildings
1.D. Kuzmina (2004) understands “building systems that
stand on supporting or protective structures and form
a ground closed volume, which is intended for the resi-
dence or stay of people depending on the functional pur-
pose, as well as for the performance of production pro-
cesses”. Therefore, the buildings can include: residential
and administrative buildings of institutions, including
hospitals, children’s and educational institutions, rail-
way stations, administrative buildings of airports, bus
stations, river and sea ports, buildings of plants and fac-
tories, manufacturing and agricultural enterprises, gas
stations and other.

The scientist calls the building “the engineering and
construction volume for providing technical functions”
(Kuzmina, 2004). Therefore, the structures logically in-
clude nuclear, thermal and hydroelectric power plants,
warehouses of tangible assets and raw materials, oil
and gas storage facilities, pipelines, elevators and grain
storage facilities, drilling rigs, highways, railway tracks,
runways, bridges, overpasses, tunnels, dams, towers,
heat and power supply networks, gasification, sewerage,
wells, bomb shelters, monuments, sports, mass cultural
and other architectural structures, etc. So, what build-
ings and structures have in common is their artificial
creation and location on a plot of land or under it, and
the difference is -in their intended purpose and their
structural features.

Peculiarities of preparatory and rescue work before
conducting an investigative inspection

The investigation of war crimes is accompanied by cer-
tain difficulties. They are related to the powerful inten-
sity of hostilities and corresponding threats to investiga-
tive teams during the performance of their professional
duties, lack of experience in investigating these crimes,
lack of appropriate technical means. Meanwhile, it is

'Criminal Code of Ukraine: Law of Ukraine No. 2341-1I1. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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necessary to conduct a high-quality and quick inspec-
tion of the place where a war crime was committed, in-
cluding the destruction of buildings and structures as a
result of artillery shelling or bombing, already at the ini-
tial stage of the pre-trial investigation (Stepaniuk, 2022).

One of the main features of conducting an investi-
gative inspection of buildings and structures that have
suffered damage and destruction is the existing danger
of its participants being in the area of the investigative
(search) action, since there remains a significant risk of
further destruction of building structures, the possible
presence at the scene of the incident of explosive objects,
radioactive, chemicals and their residues. In such cases,
the rescue services of the State Emergency Service, the
Ministry of Internal Affairs, and the Armed Forces of
Ukraine should be the first to work at the scene of the
incident, which immediately search for the wounded,
together with medical workers, provide them with emer-
gency medical and psychological assistance and carry
out their evacuation.

Meanwhile, the work on extinguishing the fire,
searching for explosive objects, radioactive, chemical
substances and their remains is carried out, after which
the rescuers begin to analyze the rubble of building
structures and identify the bodies of the dead. M. Koval,
§1.Koval (2022) note that when an explosive device is de-
tected, the actions of law enforcement officers should be
based on the main principle, which is reduced to mini-
mizing the risks of harming people. First of all, the device
with explosives is neutralized, if this is not possible, then
it is eliminated. This work is carried out only by explo-
sives specialists. When conducting rescue operations, it
should be borne in mind that if the object islocated in the
zone of active hostilities, there remains a significant risk
of repeated artillery fire and bombing by the aggressor.

During the period of Russian aggression, explosives
specialists of the State Emergency Service, the Minis-
try of Internal Affairs and the Armed Forces of Ukraine
gained considerable practical experience in the search
for and disposal of explosive devices and explosive sub-
stances, both when inspecting the area and during the
inspection of buildings and structures. International ex-
perience, the provision of logistical, methodological and
practical assistance from foreign partners, which con-
sists in the supply of modern equipment for the search
and disposal of explosive devices and substances, per-
sonal safety equipment and conducting training on their
use, is of great importance for the performance of this
important work.

During the war, the United States of America and the

countries of the European Union actively provided mil-
itary aid to Ukraine and continued to increase the sup-
ply of modern weapons, ammunition and various spe-
cial equipment. Thus, in December 2022, Great Britain
transferred to Ukraine a significant number of VALLON
metal detectors and special kits for demining territories,
civilian buildings, buildings and critical infrastructure
facilities as part of the aid provision. “This latest package
of UK support will help Ukraine clear land and buildings
safely as it reclaims its legitimate territory”, — said the
UK’s Defense Minister Ben Wallace (UK military, 2022).
Equipment to deal with explosive ordnance is one of
the latest in a wide range of equipment that Britain has
transferred to Ukraine to support the fight against the il-
legal invasion of Russia (Website “Ukrinform”, 2022).
Nowadays, there are many other developments of
such equipment, which are successfully used in various
“hot” spots of the world and are being transferred to-
day to the armed forces of Ukraine as military aid. One
of these developments is the unmanned aerial vehicle
(UAV) SpectroDrone of the Israeli company Laser Detect
Systems (LDS) (World's First Explosive, 2022), which is
equipped with special detectors to search for explosive
devices and explosive substances from a safe distance.
This UAV provides for the use of a laser system for de-
tecting explosive objects and substances in the form of
gases, liquids and powders. According to its tactical and
technical characteristics, the SpectroDrone can perform
these tasks, having an operational radius of about 3 kilo-
meters (Movchan & Movchan, 2020). This device is quite
expedient to use for search operations during investiga-
tive inspections of buildings and structures subjected to
artillery shelling and bombardment. Models of naviga-
tion equipment such as Airborne radar, Surveillance ra-
dar, Tracking radar, Weapon control radar, etc. (Borrion
et al.,2019), can also be used to perform similar functions.

Peculiarities of the preparatory stage of the
inspection of the scene of the event

After the end of the rescue work, the investigator makes
adecision to conduct an inspection. According to Art. 237
Criminal Procedure Code of According to the Code of
Ukraine (CPC) of Ukraine!, there are the following types
of inspection: locality, premises, things, documents and
computer data. Examination of the corpse is regulated
by Art. 238 of the Criminal Procedure Code of Ukraine?,
and examination of the body of a living person (exami-
nation) — Art. 241 of the CPC of Ukraine’. A crime scene
review is a type of review. The very concept of “event”
means a system of processes and phenomena that are

ICriminal Procedure Code of Ukraine: Law of Ukraine No. 4651-VI (Part 3 of Art. 214). (2012, April). Retrieved from https://zakon.rada.

gov.ua/laws/show/4651-17#n1191.
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associated with a change in the situation in the area. The
term “place of occurrence” refers to the place of prepara-
tion for a criminal offense, the place of its commission,
the place of concealment of the crime, as well as the
place where traces, objects and tools of a socially dan-
gerous act were found.

During the inspection, the investigator directly per-
ceives the situation at the scene of the incident, identi-
fies and analyzes sources of evidentiary information -
traces of a criminal offense. The investigator personally
examines the signs and properties of the tracks, which
are noted in the report of the inspection of the scene
of the incident. It is known that the legal basis for con-
ducting an inspection of the scene of the incident is the
provisions of Part 3 of Art. 214 and Art. 237 of the CPC of
Ukraine. This investigative (search) action must be car-
ried out in compliance with certain principles, including:
the principles of unified leadership, clear organization,
planning and purposefulness, the use of special knowl-
edge, technical forensic and other means of gathering
evidentiary information, the use of the capabilities of
operational and investigative units, interaction with by
other law enforcement, state bodies (territorial military
administrations) and the public (Volobuev et al., 2018).

The inspection of the scene of the incident is carried
out immediately, immediately after the commission of
a criminal offense. In this regard, in agreement with the
leadership of the Main Directorate of the National Po-
lice in the Ternopil region, an anonymous survey of 52
employees of investigative units was conducted using a
specific questionnaire. One of the questions concerned
the opinion of the investigators regarding the most im-
portant, from the point of view of obtaining evidentiary
information, the investigative (search) action at the ini-
tial stage of the investigation of crimes related to shell-
ing and bombing of buildings and structures. As a result
of the survey, 48 surveyed respondents (92%) believe
that the most evidentiary information can be obtained
during the inspection of the scene of the incident. Doc-
umentation at the scene of the incident related to artil-
lery shelling and bombing is a complex of actions, which
includes the selection and systematization of eyewit-
ness accounts, the production of photo and video ma-
terials, the compilation of diagrams, plans, topographic
maps, and the collection of material traces of the event
(Bogdanyuk et al., 2019).

At the preparatory stage of the investigative inspec-
tion, it is important to obtain information about the ob-
ject of the inspection, its purpose, and to take measures
to prevent or mitigate the harmful consequences of the

event. At this stage, the specific goals and objectives of
this investigative (search) action are also determined,
security of the scene is ensured, proposals are made re-
garding the composition of the investigative-operational
group and specialists who should be involved, the read-
iness of technical means is checked, orders are given to
police officers to identify eyewitnesses to the shelling,
other witnesses who can provide the necessary informa-
tion about the circumstances of the event.

The purpose of the review includes the identifica-
tion and recording of information regarding the cir-
cumstances of the committed criminal offense (Part 1 of
Article 237 of the Criminal Procedure Code of Ukraine).
The main tasks of the inspection of buildings and struc-
tures that were damaged and destroyed as a result of
artillery shelling and bombardment are to establish
time, place, determination of the affected area; means
and methods used by the enemy; the number of victims,
their characteristics (age, gender, occupation, etc.); wit-
nesses and eyewitnesses; the mechanism of a criminal
event. For this purpose, the following actions are carried
out: study and recording of the material situation of the
scene; recording, extraction, research and assessment
of traces of a criminal offence; restoration of the picture
of a criminal event; identification of circumstances that
contributed to or prevented the commission of a crim-
inal offense; obtaining evidentiary data and guiding in-
formation for the purpose of building versions regarding
a criminal offense, persons involved in it; planning of
further procedural actions and operational investigative
measures to identify and search for the perpetrators of
the crime, persons who gave criminal orders, as well as
persons who contributed to the transfer of orientation
information to the enemy;, etc.

In order to ensure the tasks of conducting investi-
gative reviews, it is necessary to deploy a special logis-
tics system that would ensure the supply and distribu-
tion of resources for the proper conduct of investigative
(search) actions during the investigation of war crimes.
Logistics of the investigation, 0.M. Dufenyuk (2022) pro-
poses to consider “the system of planning, organization,
management and control of the processes of supply and
distribution of resources (financial, technical, material),
involvement of personnel, protection of objects (places
of events, places of storage of physical evidence, etc.),
ensuring the performance of functions by each unit in
particular and establishing interaction between them,
internal (departmental) and external communication,
creating databases, implementing technological and
operational processes, transportation, etc”. Of course,

'Criminal Procedure Code of Ukraine: Law of Ukraine No. 4651-VI (Part 1 of Article 237). (2012, April). Retrieved from https://zakon.rada.

gov.ua/laws/show/4651-174n1191.
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Ukrainian law enforcement officers are only now gain-
ing practical experience of such provision, so it is ex-
pedient for them to use international practice, which is
described in a number of scientific works, standards and
methodological recommendations prepared by foreign
forensic scientists.

In this regard, O.M. Dufenyuk (2022) suggests en-
suring the access of investigation participants to infor-
mation of a methodological nature, conducting special
briefings and trainings before the start of the work of
investigative teams at the scene of events, taking into ac-
count international experience, scientific developments
and methodological recommendations. Agreeing with
the author, we believe that this issue needs a more de-
tailed analysis during the discussion. The composition
of specialists who should be involved to the investiga-
tive examination, determined depending on the target
purpose of the object that was subjected to shelling, the
nature of damage and destruction, the presence of other
traces of a criminal offense, based on the source of their
origin, present at the scene of the incident. According to
some scientists, it is advisable to involve specialists of
various professions to participate in the review, but the
requirements of Art. 71 of the Criminal Procedure Code
of Ukraine (Teplytskyi et al., 2019).

These include:

= forensic specialists of units of the National Po-
lice of Ukraine, including sappers and explosives tech-
nicians of the Armed Forces, the Ministry of Internal
Affairs and the State Emergency Service. It should be
noted that in order to comply with safety measures
of inspection participants, the presence of explosives
technicians must be mandatory during the entire in-
vestigative (search) activity;

= forensic experts of the Expert Service of the Min-
istry of Internal Affairs of Ukraine, scientific research
institutes of forensic expertise of the Ministry of Justice
of Ukraine, forensic medical expertise of the Ministry of
Health of Ukraine and other state expert institutions of
ministries and agencies of Ukraine;

= specialists who have special knowledge in various
fields of science, technology, arts and crafts, which do not
belong to the structures of law enforcement agencies, but
the expediency of their involvement is necessary during
the inspection. So, if the object of inspection is a building
that has a special purpose, the investigator must involve
specialists who have special knowledge in those fields of
knowledge that determine the specificity of the object.

Article 237 of the Criminal Procedure Code of Ukraine
contains possible auxiliary actions of specialists during

the examination, which should include their right, on the
instructions of the investigator, the prosecutor, to carry
out measurements, take photographs, sound and video
recordings, draw up plans and schemes, make graphic
images, prints and casts, inspect and seize things and
documents relevant to criminal proceedings’.

Peculiarities of the static stage of the working stage
of the investigative review

At the static stage of the investigative inspection, the in-
vestigator, using the observation method, assesses the
general situation at the scene, the degree of damage and
destruction of the building or structure, the number of
victims, determines the boundaries of the inspection,
decides on the starting point of the inspection, the meth-
od and its sequence, chooses positions for conducting
orienting and survey photography.

When determining the method of examination,
the three main methods (techniques) existing in crim-
inology are taken into account: concentric, eccentric
and frontal. It should be noted that these methods can
be used both separately and in combination with each
other (Volobuev et al., 2018). When using such a meth-
od as a concentric one, the inspection is carried out in
a circle, in a spiral, namely from the peripheral envi-
ronment to the center. The center of the scene can be
a certain important object (the place of the greatest de-
struction, hit; the body of a dead person), etc. With the
eccentric method, the inspection is carried out in a cir-
cle, from the center to the periphery of the scene. If the
object is long, then a linear or frontal inspection meth-
od is used i. e. studying the external area of the object
from one border to the other.

It should be noted that there are no established rec-
ommendations for choosing one or another method of
viewing the scene. The choice of the method and the se-
quence of actions during the inspection is carried out
by the investigator depending on the situation and the
available traces at the scene.

Photo and video recording of the scene of the inci-
dentisofimportant evidentiary value, since photographs
and video recordings are documents that are sources of
evidence in criminal proceedings. The destruction and
collapse of building structures, the spread of fire and
the consequences of its extinguishing, can significantly
change the general picture of the scene from its initial
appearance, which will make it difficult to achieve the
goals and tasks of the inspection. In such cases, it is ex-
pedient to start taking photos and videos at the scene of
the incident during the active phase of elimination of the

'Criminal Procedure Code of Ukraine: Law of Ukraine No. 4651-VI. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/

show/4651-17#n1191.
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harmful consequences of the incident by the rescue ser-
vices. The information recorded in this way will reflect
the dynamics of the development of the consequences
of the event in time and space. For security purposes and
in order to obtain the most complete picture at the scene,
photo -and video recording is recommended to be car-
ried out using UAVs and drones equipped with photo and
video recording equipment.

In this aspect, Ukrainian specialists should refer to
the positive experience of using unmanned aerial vehi-
cles in the activities of law enforcement agencies of for-
eign countries. The use of UAVs in law enforcement was
one of the first to be implemented by the US police. Thus,
the Federal Aviation Administration (FAA), along with
others, authorized 17 law enforcement agencies with
the possibility of using UAVs in the country's airspace.
The most famous among them are Montgomery County
in Texas, Mesa County Sheriff's Department in Colorado
and Grand Forks in North Dakota. This made it possible
for US law enforcement agencies to legally use UAVs to
investigate crime scenes, search for injured persons and
wanted criminals (Volobuev et al., 2018).

After the completion of work on the elimination of
the consequences of the event, photo and video record-
ing can be continued by forensic specialists of the na-
tional police who have relevant special knowledge in fo-
rensic photography, traceology and other fields of foren-
sic technology already during the investigative (search)
action. At this stage of the inspection, specialists record
the general appearance of the object with its adjacent
territory, discovered damage and destruction, the mutual
location of individual material objects and other traces
of a criminal offense. When conducting orientation and
survey photo and video shooting, it is important to follow
the basic rules of forensic photography, to apply the ex-
isting methods of circular, linear and tiered panoramas.

Features of the dynamic stage of the working stage
of the investigative review

At the dynamic stage, material objects located in the
inspection area are subjected to a detailed inspection,
during which they are allowed to be moved, turned over,
picked up, in compliance with the rules for handling
physical evidence.

A detailed inspection is carried out with the aim of
further fixing the material situation, identifying and
fixing material objects, determining their condition,
size and shape, location in relation to other objects, the

degree of damage, establishing classification, group and
identification signs, presence on their surfaces traces of
reflections. At this stage of the survey, measurement, es-
tablishment of the relative location of the detected mate-
rial objects and traces, nodal and detailed photo and video
recording using metric, micro- and macro photography
methods are carried out. Taking into account the scale
and large number of material objects at the scene of the
incident, which are of evidentiary value for the investiga-
tion, such objects must be marked with special numbers,
and photo and video shooting is carried out using large-
scale rulers. In the future, the shooting materials will be
added to the review protocol as attachments.

At the scene, it is important to establish the direct
location of the hit and explosion of the ammunition,
its type, type, tactical and technical characteristics, the
presence and degree of damage and destruction in the
environment, the likely location of the firing position,
where the shot was fired from, etc. (Bogdanyuk et al.,
2019). In the premises of buildings and structures that
have suffered damage and destruction, various mate-
rial objects that have evidentiary value can be found.
A typical trace picture of the commission of a crime
should include: remnants of explosive devices, their de-
tails, various traces of the action of the explosion, things
and clothes of the victims with traces of the explosion
(Kurman & Bodnaruk, 2020).

Among such traces, there are following characteris-
tics: parts and fragments (debris) of ammunition, their
impressive elements; bodies of the dead and individual
fragments of bodies with traces of the action of impact-
ing elements; parts of destroyed building structures,
fragments of concrete, brick, glass, metal and polymer
materials; material values, remnants of household,
computer equipment, furniture, dishes, food and other
property and chemicals, as products of explosion be-
fore burning. Criminal explosions are characterized by
a chemical nature, when the energy of the explosion
transforms gaseous, liquid, solid substances or their
mixtures into the energy of compressed gases as a result
of a chemical reaction (Farion-Melnyk et al., 2022).

In addition, at the site of the explosion, they may find
micro-traces: textile fibers, paint particles; traces of bio-
logical origin: blood, human secretions, hair, skin epithe-
lia. In the course of the inspection of the physical objects
of the physical environment, it is also possible to detect
reflection traces of various sources, which are formed
as a result of mutual contact with other material objects,

!Order of the Ministry of Internal Affairs of Ukraine No. 1339 “On the Approval of the Instructions on the Procedure for Involving
Employees of Pre-Trial Investigation Bodies of the Police and the Expert Service of the Ministry of Internal Affairs of Ukraine as
Specialists to Participate in the Inspection of the Scene of the Incident”. (2015, November). Retrieved from http://zakon.advice gov.ua/

laws/show/ z 1392-15.
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as well as traces formed as a result of the phenomena
accompanying the explosion. A separate group consists
of tracks of traceological origin: human tracks - fingers,
toes, shoes; traces of vehicles - tire protectors, tracks, in-
dividual parts of vehicles and military equipment; traces
of tools and mechanisms - tearing, cutting, cutting, etc.

Damaged military equipment, other military prop-
erty and their separate parts may also be found in the
area adjacent to buildings and structures; vehicles, rail-
way transport, agricultural machinery, ships, aircraft.
In order to identify, fix and remove traces of a criminal
offense, the role of each of the involved specialists who
have special knowledge in the fields of forensic technol-
ogy and other fields of science and technology is impor-
tant. One of these are the specialists of forensic institu-
tions, who conduct research on explosive devices, explo-
sive substances, artillery and missile weapons, ammu-
nition for them and traces of the explosion, which help
the investigator to determine the direct place where the
ammunition hit an obstacle, to establish the epicenter of
the explosion (M. Koval & I. Koval, 2021).

As arule, the place of impact is characterized by the
greatest destruction, where characteristic damage and
destruction of building structures, their melting and
charring are observed, the surrounding objects show
traces of being hit by an explosive wave, fragments of
ammunition, soot deposition, which, as they move away,
lose their intensity.

The essential task of explosives technicians is to
detect parts and fragments (debris) of ammunition, its
impressive elements, objects with traces of fragmenta-
tion, shock and thermal action with signs of open flame
(smoke), chemical residues, etc. In this part of the survey,
it is important to accurately fix their location in relation
to other material objects, describe their condition and
characteristic features (Varfolomeeva et al., 2011).

During the inspection, specialists can solve separate
diagnostic and situational tasks related to establishing
the direction and trajectory of the ammunition flight,
the spread of its fragments, the propagation of shock
and thermal waves, including questions regarding the
preliminary calculation of the power of the ammunition
charge. According to the existing method of calculating
the power of the charge, it is necessary to record not only
the thickness of the destroyed walls of the object, but
also the degree and nature of the existing damage on the
buildings or structures most distant from it.

In the future, according to the actual data estab-
lished at the scene, a number of explosive and other
types of forensic examinations will be ordered, during

which diagnostic, identification and situational tasks
will be solved. Diagnostic tasks should include tasks that
provide answers to questions about the type and type of
ammunition used, the mass of its charge in TNT equiva-
lent; the identification ones are those establishing a spe-
cific unit of a weapon from which a shot could be fired
(only in the case of the presence of a specific copy of the
weapon), belonging of individual fragments of ammuni-
tion to one whole; the situational tasks suggest the de-
termination of the explosion mechanism, establishment
of the likely place and direction from which the shots
were fired (Bogdanyuk et al., 2019).

While searching for tracks hands, shoes, blood, hair,
forensic specialists must take into account that they can
often hide under fragments of building structures, a
layer of soil, dust and soot. When such traces are found,
their removal must be carried out with extreme care in
order to preserve their identification features. Before re-
moving objects with traces of an explosion, you should
make sure that there are no such traces on their surfac-
es, and if they are present, fix them and remove them to-
gether with the object. In the absence of such an oppor-
tunity, the indicated traces must be removed by copying
with the use of appropriate technical means and forensic
methods (Varfolomeeva et al., 2011).

Examination of corpses and body fragments of the
victims

Inspection of corpses and individual body fragments is
important. The examination of the corpse must be car-
ried out with the mandatory participation of such spe-
cialists as a forensic medical expert or a doctor. This type
of inspection can take place in parallel with the inspec-
tion of the premises, housing of a certain person'. At the
general stage of the examination of the corpse, the place
where it was discovered, the place where body fragments
were found, their position and location in relation to the
nearest immovable objects, the general appearance and
posture, which plays a significant role in establishing
the mechanism of the explosion and receiving bodily
injuries, is recorded. At the detailed stage, the corpse or
body fragments can be moved, turned over for a more
detailed examination and description of bodily injuries,
and measures can be taken to identify the tools that
could have caused them. The most characteristic inju-
ries caused by explosions are punctures, cuts, lacera-
tions and lacerations, contusions from the action of the
blast shock wave; burns caused by the effect of high com-
bustion temperatures of the explosive substance and
surrounding objects. Bodily injuries can also be obtained

ICriminal Procedure Code of Ukraine: Law of Ukraine No. 4651-VI. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/

show/4651-17#11191.
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as a result of the destruction and collapse of building
structures and from a combination of factors, accompa-
nied by poisoning of victims with combustion products.

According to British scientists, in cases where the
bodies of the dead or their fragments are discovered, it
is advisable to conduct research on the soil, vegetation
particles, and pollen that could have accumulated on the
victim's body or clothes (Brown, 2006). This experience
of the British colleagues is quite correct, but for the topic
that is investigated in this work, it needs some clarifica-
tion during the discussion of the research results.

During the examination of corpses, one of the typi-
cal tasks is their identification. It can be based on signs
of the person’s appearance, things, mobile phone and
documents of the deceased. Meanwhile, it is not always
possible to carry out a visual identification of the corpse
due to the lack of documents of the victim, as a result of
the distortion of his appearance or the fragmentation of
the corpse, as a result of explosive and other injuries. In
such cases, after the corpse has been examined and sent
to the morgue, it is photographed in accordance with the
rules of signal (recognition) photography, dactyloscopy
and selection of biological samples for the selection of a
DNA profile, followed by the appointment of an identifi-
cation molecular genetic examination. It is also impor-
tant to collect information about missing persons who
may have been in the explosion zone.

Establishing the sources and consequences of fires
caused by explosions

Taking into account the fact that explosions caused by
artillery fire and bombing are usually accompanied by
fires, it is considered important to involve in the investi-
gative review fire technicians and other specialists who
participate in inspections of fire sites.

The general tasks of the inspection of the scene,
where the fire occurs, are: analysis, study, recording of
the place of fire, detection of the source of ignition; col-
lecting traces of burning materials and structures that
were caused by the explosion; planning of further proce-
dural actions and operational search measures.

During the inspection, the investigative team grad-
ually moves from the periphery to the center of the fire,
using the concentric method of inspection. Meanwhile,
an eccentric inspection method is possible, when the
investigator and other inspection participants move
from the most damaged objects to the peripheral envi-
ronment. Upon completion of this stage of inspection,
primary graphic documents are prepared, which record
the condition of the burned premises. The direction of

burning and cells are fixed by using photo and video re-
cording (Yusupov & Sakovskyi, 2022).

Next, the search, detection and collection of traces of
the source of the fire, signs of the direction of burning,
and the technical cause of the occurrence of this event
are preliminarily found out. At this stage, it is allowed to
disassemble the structures of the building or premises,
which interfere with the detailed collection of evidence;
survey participants remove the remains of burned ma-
terials, remove fire debris. They predetermine tempera-
ture indicators for changes in combustion in a room or
building (Yusupov & Sakovskyi, 2022).

Features of the final stage of the investigative review
At the end of the dynamic stage of the review, during
which various aspects of the explosion and its conse-
quences caused by artillery shelling and bombing were
comprehensively investigated, the investigator (a group
of investigators) begins the final stage of the review. At
this stage, the discovered material evidence and traces
are carefully packed in special hermetic containers, spe-
cial plastic safe-bags, after which the inspection results
are processed, a protocol is drawn up and appendices
are attached to it. Objects that have evidentiary value,
but are impossible or impractical to be removed (for ex-
ample, due to their bulkiness), remain under guard, and
samples and copies are taken from them. According to
Art. 71, 105 of the Criminal Procedure Code of Ukraine!,
written explanations of specialists, audio and video re-
cordings, photo and illustrative tables, various casts, di-
agrams, etc. are allowed as appendices to the protocol.
These documents and objects additionally explain the
content of the review protocol, they can also reflect the
process of clarifying the statements and reports of the
participants of the investigative (search) action.

After the examination is completed, in order to es-
tablish the causes of death of the victims and determine
the severity of the injuries inflicted on them, corpses and
body fragments are sent to the morgue for forensic ex-
aminations, as well as their preparation for visual identi-
fication (recognition) by relatives and acquaintances. In
parallel, issues regarding the appointment of a number
of other forensic and special types of forensic examina-
tions are being resolved.

Assignment of repeated and additional inspections
of the scene

In some cases, a repeated or additional inspection of the
building or structure may be conducted. The grounds
for conducting a second inspection are identified

'Criminal Procedure Code of Ukraine: Law of Ukraine No. 4651-VI. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/
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deficiencies in the completeness of the initial inspec-
tion of the scene of the incident (for example, the threat
of repeated shelling and bombing during the initial in-
spection, insufficient qualifications of the investigator
or specialist, etc.), as well as in cases of discovery of new
circumstances. The re-examination will make it possible
to eliminate the identified shortcomings of the initial ex-
amination and fill the gaps in its results. When preparing
for are-examination, it is necessary to keep in mind that
at the time of its implementation, the situation at the
scene of the incident may undergo significant changes,
as aresult of which some evidence may be lost or altered.

An additional inspection is carried out in cases
where, during the course of the investigation, circum-
stances have arisen in which it is necessary to inspect
a section of the area, a room, a separate material object,
which, for one reason or another, was not inspected be-
fore, or was inspected insufficiently thoroughly. One of
the reasons may be the absence of a specific specialist
at the initial examination. In such cases, not the entire
area or premises are subject to inspection, but only their
individual sections or objects.

Thus, in order to collect initial information about
the nature and degree of damage and destruction in the
premises of individual apartments of a residential build-
ing, an inspection is conducted with the participation of
a group of specialists in the field of construction and de-
sign of buildings or structures, real estate appraisal spe-
cialists, representatives of housing and operation ser-
vices and the public. The actual data collected during the
additional survey about the nature and degree of dam-
age and destruction will serve to prepare materials for
conducting construction-technical, construction-evalu-
ation and commodity expertise, etc. In the course of the
research, a discussion of some of the provisions set forth
in the scientific sources of individual Ukrainian and for-
eign forensic scientists, which were used in the prepara-
tion of this work, was carried out.

We agree with the opinion expressed by O.M. Dufe-
nyuk (2022) regarding the need to use the practical ex-
perience of foreign specialists who have significant
experience in the field of war crimes investigation and
successfully use anumber of developed standards and
methodological recommendations for their logisti-
cal support in their activities. We support proposals for
the creation of joint investigative groups from among
Ukrainian investigators, specialists, experts and foreign
specialists, conducting investigative (search) actions
with their help, in particular inspections of the plac-
es of events related to shelling, bombing of buildings,
structures and other objects. Today, such a practice al-
ready exists. Foreign specialists successfully assist in
demining, identification of corpses, investigation of
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explosive devices and substances, use of modern meth-
ods of investigation of war crimes. Thus, under the aus-
pices of Eurojust (Eurojust, 2023), such a joint investiga-
tive group was created in March 2022, which, in addition
to Ukrainian specialists, included specialists from Lithua-
nia and Poland, and later Estonian, Latvian and Slovak col-
leagues joined them. Also, in April, a group of French gen-
darmes and forensics arrived in Ukraine (A detachment of
gendarmes..., 2022). According to the General Prosecutor’s
Office of Ukraine, a group of French specialists examined
bodies in places of mass burials, and in order to search
for missing persons in Bucha, took genetic material from
their relatives and compared it with samples of the DNA
profile of unidentified corpses, conducted forensic med-
ical examinations, worked in other places liberated from
occupiers. We believe that this positive practice of cooper-
ation should be continued and expanded.

The proposal of British scientists, who had sum-
marized the practical experience of investigating war
crimes in Bosnia, suggested conducting research on
the soil, particles of vegetation in their scientific work,
and pollen that could have accumulated on the body or
clothes of the victims (Brown, 2006) was valid. Having
read the materials of the article, one can come to the
conclusion that the authors relied on the circumstances
in which the corpses and body fragments of the victims
were found not in the premises, but in the open area.

Regarding the topic to be investigated, this experi-
ence is useful in the conditions of such an investigative
situation, in which, as a result of the explosion and the
action of the shock wave, corpses and fragments of bod-
ies ended up in the territory adjacent to the house. In
such cases, during the examination, it is necessary to pay
attention to the presence of such particles on the bodies
or clothes of the victims, and in case of their detection, to
ensure their fixation and removal. In the future, during
forensic examinations, the results of the study of soils,
objects of plant origin, plant varieties, together with the
conclusions of explosive and other studies, will allow to
more accurately establish the circumstances of the ex-
plosion at the scene. Therefore, this practical experience
of British colleagues can be used in the investigation of
war crimes, the circumstances of which are investigated
in this work.

CONCLUSIONS

One of the most important investigative (search) actions
carried out during the investigation of damage and de-
struction of buildings and structures as a result of artil-
lery shelling and bombing is considered to be an inspec-
tion, during which the material situation is recorded,
the mechanism of committing a war crime is clarified,
physical evidence is collected and put forward possible
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versions to ensure the most effective directions for the
organization of further investigation. It is proven that the
investigative inspection of buildings and structures that
were subjected to artillery shelling and bombing dur-
ing the investigation of war crimes is characterized by
the presence of factors that pose a danger to the life and
health of its participants; accordingly, the methods and
methods of their elimination are revealed. Taking into
account the practical experience of other countries, the
organizational and tactical features of the inspection,
the list of forces and means used for its implementa-
tion are given.

The main feature of conducting such an inspection
are factors that pose a danger to the life and health of
its participants in the presence of explosive objects and
substances at the scene, the existence of a threat of fur-
ther destruction of building structures and repeated
shelling. The work of the rescue services of the State
Emergency Service, the Ministry of Internal Affairs, units
of the Armed Forces of Ukraine supposes identifying the
wounded people and providing them with emergency
medical and psychological assistance and evacuation,
carrying out work on extinguishing fires, searching for

and disposing of explosive objects, radioactive, chemi-
cals and their residues.

International experience, the creation of joint in-
vestigative teams composed of Ukrainian and foreign
specialists for the investigation of war crimes, the use of
special knowledge and the use of modern forensic tech-
niques are of great importance for improving the effec-
tiveness of reviews on the subject under investigation. In
the context of this problem, one of the promising areas of
further research is the implementation of complex sci-
entific developments, mainly of a monographic research
nature, on the issues of organizational and tactical fea-
tures of conducting investigative reviews and other in-
vestigative (research) actions carried out with the aim of
documenting the consequences of artillery shelling and
bombing of various objects and the use of special knowl-
edge during the investigation of war crimes.
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Ha TepuTopii YKpaiHu, 30KpeMa IOB'13aHUX 3 MOIIKOAKEHHAM, PyMHYBaHHAM ab0 TOBHUM 3HUILEHHAM 6yIiBenb
i cropyn BHACTIIOK apTUIepiliChKUX O6CTpiMiB Ta 60Mb6apAyBaHb 36POMHUMU CHJIaMH KpaiHU-aTrpecopKU.
MeTo10 po6b0TH € MiATOTOBKA OCHOBHUX ITOJIO’KEHD | ITPaKTUYHUX PEKOMEHIAINY 3 TPOBEIEeHHS CIIIAYOr0 OMIALY
6ymiBenb i CIopya, 10 3a3HaIM apTUIEPIMChRUX 06CTPiIiB Ta 6oMbapAyBaHb, BUSHAYEHHS MO0 CrierudiaHmx
0COBJIMBOCTEH ITifl YacC pO3CIIiyBaHHI BOEHHUX 3JI0YUHIB. JIJIsI JOCATHEHHS METH CTATTi 611 BUKOPUCTaHI METOIN
HayKOBOT'O AOCIiZJKeHHSA: 3aTraJIbHOHAYKOBI — CIIOCTepeyKeHHS; [TOPiBHAHHS; OITNC; aHAaJIi3 Ta CUHTE3; y3araJIbHeHHS;
CTielliaJibHi — iCTOPUKO-IIPAaBOBUI; AOTMaTUYHUM; COILOJIOTIYHUM; CTaTUCTUYHUM; CUCTEMHO-CTPYKTYPHU;
bopMasIbHO-JIOTIYHUM. Y CTaTTi OKpeCJIeHO OpraHi3aliiHO-TaKTUYHI 3aX0U 3 IIiITOTOBKY Ta IIPOBEJIeHHS CIIiIY0T0
oAy, HaJaHo O6rPYHTOBAHI peKOMeHallii M0A0 BUOOPY MO CIIAYOTO OMIAAY PiSHUX CIIeliasicTiB, 3a3HaYeHO
HU3KY CyJacHUX TEXHIYHUX IPUHOMIB i MeToZiB 361paHHs NoKa30B0i iHpopMaliii Ha Micti mofiil. [1ia ebeKTUBHOTO
MIPOBEZIEHHS CIIAYMX OMIALIB MOIIKOIKEHUX Ta 3pyMHOBAaHUX 6YAiBeNIb i CIIOPYZ i Yac po3CcligyBaHHI BOEHHUX
3JI0YMHIB, PEKOMEHJIOBAaHO 3aCTOCOBYBAaTH KPUMIHATICTUYHY TEXHIKY 3 IIOIUYKy Ta 3HELIKOIKEHHS BUOYXOBUX
TIPUCTPOIB Ta PEYOBMH; 6€3MiNIOTHI JIiTaIbHI allapary, ocHalleHi 3acobamu ¢oTo- Ta Bimeodircaliii Ta i cyyacHi
TeXHIKO-KpUMiHaJiCTUYHi 3aco6u. HayKOBi MOJNIOKEHHS i IPaKTUYHI peKOMeHallii, BUKIaJeHi y CTaTTi, MOXKYTh
6yTY BUKOPUCTAHI ¥ CIIiIUiM Ta CymOBiM ITPaKTHULI IIOAO PO3CIiAyBaHHA BOEHHUX 3JI0YMHIB, a TAKOX Y HAyKOBil
IiSJIBHOCTI Ta OCBITHBOMY ITPOIIECi ITPY MTiATOTOBIIi CTYIeHTiB IOpUINYHUX CIIelliaIbBHOCTEeN y 3aK/IaZiaxX BUIIOI OCBITH

Knio4oBi cnoBa: BiliICbKOBI KpUMiHaJIbHI ITPABOMIOPYIIEHHS; OIS MICLg TIOZIl; CrieliaIicT, creliaabHi 3HAHHS,
p€eyoBi foKa3Uu

Law, Policy and Security, (1)1

®


https://orcid.org/0000-0001-9952-3423
https://orcid.org/0000-0001-5216-4144
https://orcid.org/0000-0002-2300-1220
https://orcid.org/0000-0001-8294-899

S
L LAW, POLICY AND SECURITY

Journal homepage: https://Ipas.com.ua/
Law, Policy and Security, 1(1), 55-67
Received: 26.02.2023 Revised: 15.05.2023 Accepted: 07.06.2023

UDC 343.9

Nataliia Chudyk®

Doctor of Law, Associate Professor

West Ukrainian National University

46004, 46-a Mykulynetska Str., Ternopil, Ukraine
https://orcid.org/0000-0003-0649-2715
Oksana Vivchar

Doctor of Economic Sciences, Professor

West Ukrainian National University

46004, 46-a Mykulynetska Str., Ternopil, Ukraine
https://orcid.org/0000-0001-9246-2226

Strategy of strengthening the economic security of enterprises
of network structures: Pragmatics and key vectors of development

Abstract. The study of the current state of network structures in the current conditions of functioning and the
need to implement an economic security strategy allow to identify the level of the security component in the
future prospects of business structures, the direction and nature of their action in the context of clustering. The
purpose of the article is to systematically substantiate the strategy for ensuring economic security of enterprises
on the basis of organizational and economic assessment with identification of the maximum and actual levels. In
the course of this research, the following methods were used: deductive; comparative analysis of empirical data;
abstract and logical generalization; systems theory and systems analysis; comparison; heuristic; factor and logical
analysis; scientific abstraction and economic and mathematical modeling; graphical; generalization. This paper
substantiates the conceptual and categorical apparatus of “economic security”, “strategy for strengthening the
economic security of an enterprise of network structures”. The current state of enterprises of network structures
in the context of modern challenges is analyzed. A detailed algorithm for implementing the strategy of economic
security of enterprises of network structures is described, with allocation of the relevant stages. The priority of the
functional strategy, which should not contradict the basic strategy, is noted and the main tasks are characterized
accordingly. Recommendations for improving the organizational and economic procedures for evaluating the
economic security strategy of network structures based on clustering by the Kokhonen approach are developed.
The current state of enterprises of network structures in the context of modern challenges is analyzed. A detailed
algorithm for implementing the strategy of economic security of enterprises of network structures is described,
with allocation of relevant stages. The priority of the functional strategy, which should not contradict the basic
strategy, is noted and the main tasks are characterized accordingly. Recommendations for improving the
organizational and economic procedures for evaluating the economic security strategy of network structures
based on clustering by the Kokhonen approach are developed. The practical tools for a comprehensive study of
network system enterprises (E1-E10) using the structure of the data set based on the identification of three clusters
in the context of the level distribution of security are substantiated. The main provisions of this article will allow
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domestic business structures, based on the application of the network modeling clustering methodology, to form
a forecast assessment of the strategy for strengthening economic security and develop appropriate vectors for

improving the security component

Keywords: algorithm for forming a security strategy, functional support strategy, security components;
organizational and economic assessment of economic security; Kokhonen's methodology; clustering of network

structures

INTRODUCTION

In the light of modern challenges, the substantiation of
a strategy for strengthening the economic security of an
enterprise in network structures is gaining importance
and relevance. It is the implementation of the strategy
of economic security of network structures that is the
main condition for the operation of each structural unit
of a market economy in a dynamically changing envi-
ronment. It should be noted that at this stage of devel-
opment, the essence of strengthening the economic
security of an enterprise of network structures is the
formation of appropriate preventive measures, identi-
fication and prevention of threats to economic systems.
As in any management system, the process of manag-
ing the economic security strategy of an enterprise of
network structures is based on monitoring and analyz-
ing the information received about the internal state of
the business entity and the situation of external factors
(Andrushkiv, 2012; Lebedko, 2019; Diunova, 2020).

A large number of scientific works have been de-
voted to the study of assessing the current problems
of strategic guidelines for ensuring the economic se-
curity of enterprises in a network structure. Thus, the
authors S.A. Lebedko (2019), T.O. Melikhova (2019),
M.V. Savchenko & O.V. Shkurenko (2019) focused on the
theoretical and methodological foundations of the con-
texts for strengthening the economic security of enter-
prises based on an integrated assessment. T.V. Diunova
(2020) and M. Ziailyk & ]J. Krzywkowska (2020) noted
that consideration of the mechanism of strategic devel-
opment of enterprise security depends to a greater ex-
tent on the regional characteristics of the development
of network structures and the practical functioning of
the security component. M. Voynarenko et al. (2020) as-
sess the level of security of business structures in the
context of clustering based on modeling of economic
development indicators. The work of V. Gevko (2020)
introduces the modeling of intercompany relationships
of enterprises in network structures, where the author
proposes an approach to determining the security level
based on cluster analysis.

Yu. Kharazishvili (2019) considers the concept of se-
curity and strategic implementation scenarios through
the prism of the constituent elements of the financial

component subsystems. Insufficiently developed are the
issues of studying the strategy for ensuring the econom-
ic security of enterprises of network structures in the
context of evaluation based on clustering with the identi-
fication of level distribution. These aspects are analyzed
in this paper. The most important goal of the strategy for
ensuring economic security is to generate income from
activities, maintain a high competitive position in the ex-
ternal environment throughout the entire life cycle and
counteract existing threats. It should be noted that in all
phases of the cycle of activity of the external market en-
vironment, the enterprises of network structures, while
developing, should maintain a constant competitive
level of efficiency on the basis of achieving the appropri-
ate level of the security component. Thus, the prerequi-
site for maintaining the maximum value of the security
component brings to the fore the requirement to pres-
ent a strategy for economic security of enterprises in
network structures. It is proved that the main indicator
of the implementation of the economic security strategy
of network systems is to obtain the efficiency of func-
tioning based on the effective degree of profitability.
It is impossible to ignore the fact that the strategy for
strengthening the security component of network struc-
tures should be presented in such a way as to respond in
a timely, adequate and flexible manner to changes in the
external and internal environments. The main purpose
of the scientific research is a comprehensive study of the
strategy for ensuring economic security of enterprises
of network structures in the context of organizational
and economic assessment based on clustering with the
allocation of the maximum and actual levels.

MATERIALS AND METHODS

In formulating this article, the deductive method was
used. Since the study of scientific issues presents the
general conceptual contexts of the strategy for strength-
ening the components of economic security of an en-
terprise of network structures, on the basis of which an
algorithm for forming an economic security strategy for
an enterprise of network structures is proposed with the
allocation of the relevant stages. In particular, a study of
the theoretical basis and organizational and economic
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procedures for assessing the economic security strategy
of network enterprises based on the Kokhonen method-
ology for network enterprises using a graphical method
tovisualize the results of the study was presented, and as
aresult, a set of project vectors for ensuring the secu-
rity component using the method of scientific abstrac-
tion was proposed.

The method of comparative analysis of empir-
ical data is used to formulate the problem and study
the object of strategy for strengthening the econom-
ic security of enterprises of network structures. The
method of abstract and logical generalization is also
used to identify the scientific definition of “strategy
for strengthening the economic security of enter-
prise network structures”. The next stage is the con-
tent-classification identification of the algorithm for
forming the economic security strategy of enterprise
of network structures and characterization of the
relevant stages, using the method of systems theory
and system analysis. The information support for
this method is the scientific works of scientists in ac-
cordance with the subject of this study (Tesliuk, 2018;
Lebedko, 2019; Savchenko & Shkurenko, 2019).

In order to reveal the relevance of this article, the
comparison method is used to comprehensively assess
and distinguish approaches in the context of the struc-
tural distribution of security components of enterprises
innetwork structures. In particular, the practical tools for
a comprehensive study of network system enterprises
(E1-E10) are applied.

That is, the graphical method was used to develop
the results of clustering network structures in the cor-
responding range of “0, 1, 2". On the basis of this, the level
distribution of security of enterprises of network struc-
tures within the “low”, “medium” and “high” level of secu-
rity is presented using the heuristic method.

The obtained results are analyzed and the maximum
and actual level, relative assessment of the security of
network structures are structured using the method of
factor and logical analysis.

Summarizing the scientific research by the method
of generalization, it is argued that this approach of or-
ganizational and economic procedures for evaluating
the economic security strategy of network structures
will provide an opportunity to form a forecast vision of
the vectors for ensuring the security component.

RESULTS AND DISCUSSION

Features of formation of the strategy

of economic security of network structures

The strategy of ensuring the economic security of en-
terprises of network structures is of particular im-
portance in periods of stabilization and decline in the

Law, Policy and Security, (1)1

activity of the external environment, when the net-
work system is under pressure from the outside due to
the emergence of various types of threats. In general,
threats to the economic security of enterprises of net-
work structures should be considered as a set of con-
ditions, processes and factors that impede the realiza-
tion of the economic interests of the enterprise or pose
a certain danger to their functioning (Mykhailyshyn &
Korovchuk, 2020). Generalization of various concep-
tual approaches to defining the concept and essence
of economic security, analysis of current trends made
it possible to find out that the economic security of net-
work structures is a state of the economic system of
the appropriate level that protects the implementation
of strategic goals from external and internal threats
of loss of development stability, in which the level dis-
tribution of the security component of the enterprise
of network structures will be within the limits of the
boundary values during the period of implementation
of measures (Vivchar, 2018).

Having analyzed the current state of activity of en-
terprises of network structures in the focus of modern
challenges, it is substantiated that, firstly, information,
digital, organizational, production, entrepreneurial pro-
cesses are taking place in its internal and external envi-
ronments, which are characterized by specific features
and have certain differences determined by the laws of
development. Secondly, despite the turbulence of eco-
nomic processes, production and business activities,
and differences in development trends, the processes
also have fundamental similarities - they are aimed at
accelerating and improving the network system. Thirdly,
methodological approaches to substantiating the organ-
izational and economic foundations of the economic
security mechanism necessary for the implementa-
tion of the economic security strategy of the enterprise
of network structures should use a single indicator of
strategic flexibility (universality, relevance, adaptability)
(Andrushkiv et al, 2018; Kolodiazhna & Bukrina, 2019;
Who or what..., 2019).

Based on the research, it is found that the strategy
for ensuring economic security is carried out in several
areas: determining the types and magnitude of threats,
implementing measures to counteract the emergence
and elimination of threats, as well as developing a stra-
tegic action program for organizing and implementing
effective profitability of the structural units of network
structures, which will allow to maintain its competitive-
ness in the market. strategies for strengthening the eco-
nomic security of the enterprise of network structures.
From a practical point of view, the strategy for strength-
ening the economic security of the enterprise of network
structures includes the following stages (Fig. 1).



Strategy of strengthening the economic security...

STAGE1
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creation of a center for strategic management and economic security of the network
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STAGE2

strategic analysis of the external environment and determination of the potential of the

network structure
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development of a targeting procedure

=
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STAGE4

strategic choice of development directions that ensure the economic security of the

border structure

=

STAGES

development of functional strategies for the structural units of the grid system
that ensure economic security

=

STAGE6

77T

development of projects to ensure profitability and economic security

Stages of the economic security strategy of the enterprise of network structures

Figure 1. Algorithm of forming an enterprise economic security strategy of network structures

Source: compiled by the authors

Taking into account the results of the study of the
categorical apparatus, the definition of the concept of
“strategy for strengthening the economic security of
enterprise of network structures” has been further de-
veloped in scientific circulation, which is defined as a
system of strategic management in which a network
structure, carrying out a comprehensive diagnosis of the
external and internal environments, adjusting its goals
and objectives of development, determines the main di-
rections of diversification of functional support for stra-
tegic development guidelines to counter threats.

At the first stage of forming the economic security
strategy of network structures, a center for strategic
management and strengthening of the economic secu-
rity component is created. This is the most important
stage of strategy formation, since a single management
center is responsible for its implementation, operating
in a multi-level space covering the market environment,
strategic planning processes, and ensuring coordination
and interconnection of the goals and objectives of the
business entity.

The basis of the market mechanism of commodity-
money relations is the price. Accordingly, the first task
of the strategic management center is to develop a
network pricing policy that reflects the economic in-
terests of the entity. The second task is to create re-
alistic and strategic goals for the grid system, calcu-
lated for the future, taking into account existing and
potential constraints, which will prevent threats to the
economic security of the grid. The third is the task of
optimizing the system of goals, objectives and actions

of the structural units of the grid system to achieve the
efficiency of its activities.

From the second to the sixth stages, a practical mech-
anism for implementing projects to ensure the economic
security of network enterprises is developed, taking into
account the phased blockiness of the system (Hryhoruk
et al, 2019). The second stage involves identifying and
analyzing the strategy and potential of the enterprise of
network structures. At this stage, to determine the level of
significance of strengthening the security component of
the economic component of business network structures,
the most effective is the use of SWOT and PESTLE analysis
methods. SWOT-analysis allows to identify opportunities
and threats to the activity of the enterprise of network
structures under the influence of the external environ-
ment, as well as strengths and weaknesses of the internal
environment. It should be noted that the most promising
area of strategic analysis is the synthesis of SWOT and
PESTLE analysis methods. This synthesis provides an
opportunity for a more detailed study of external threats
to the activities of the enterprise of network structures,
clarification of their types, quantification of the scale of
threats, the degree of their impact and time periods of in-
fluence of scientific, technical, technological and organi-
zational potential. The value of the strategic analysis stage
isthat the results obtained make it possible to identify real
and projected challenges for network enterprises that
need to be countered by applying the measures provided
for in the economic security strategy.

The third stage is the targeting stage, where the mis-
sion and strategic goals of the network enterprise are
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determined. The mission of the network enterprise rep-
resentsthe functional supportand determines the stabil-
ity and strengths and advantages for all categories of per-
sonnel, as well as the attractiveness of the activity for all
stakeholders in the external environment. The strategic
goaldefinestargets(in quantitative and qualitative terms)
and level of security support for the security component
of network structures as its mostimportant components.

At the fourth stage, the strategic selection of perfor-
mance benchmarks for network structures that ensure
the economic component of the security of the business
entity is carried out. Given that the basis of enterprise se-
curity of network structures is sustainable development,
the most promising strategic choice of directions for the
development of the network system is the use of diver-
sification and integration strategies. The diversification
strategy allows network enterprises to increase market
share, expand the range of services.

At the fifth stage, the structural units that are part
of the network system develop strategies in the vector of
functional performance that should not contradict the
basic strategy. Let us characterize the functional strat-
egies for strengthening economic security, which are
components of the basic strategy of network structures.
The financial department of entrepreneurial network
structures develops a functional strategy for strengthen-
ing economic security, which is structurally and logically
interconnected with the marketing strategy, social and
production strategies. The strategy defines the charac-
teristics of the “order portfolio”, i.e. the structure and vol-
ume of sales determined on the basis of market research,
the level of financial stability and solvency of the network
structure, the actual and permissible amounts of accounts
payable and receivable, the level of provision with own
sources of financing of working capital, etc. The strategy
calculates the financial assessment of the company'’s re-
turn on assets, capital intensity, and profitability of sales.
One of the tasks of the strategy is financial diagnostics,
which accompanies the process of implementing the en-
terprise’s network structures. This method identifies de-
viations from actual values, characteristics, and planned
indicators, which makes it possible to develop appropriate
measures to prevent threats to the economic security of
the network enterprise (Gevko, 2020; Gevko et al., 2021).

The structural subdivision of the network enterprise
that recruits personnel represents the functional sup-
port strategy. The human resources component is a cru-
cial part of the business network. Staff cohesion and their
interest in achieving the network’s efficiency depend on
the existence of formed motives for labor activity. The
basis of the social development strategy should be a sci-
entifically grounded methodological approach to deter-
mining the leading motive for labor activity of the per-
sonnel of the network structure. The scientific approach
of]. Galbraith is relevant today, according to the research
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in the context of which the classification of labor motives
is carried out according to the following three types: the
desire for monetaryreward; adaptation of the employee’s
own goals tothe goals; identification of his own goals with
the goals of the business entity (Economic views .., 2021).

The effective operation of network enterprises is
achieved if the motivation and purpose of labor activity
are unambiguously aligned with the goals of the network
system. In this case, on the one hand, the remuneration
for the work of different categories of personnel directly
depends on the growth of the efficiency of the business
entity, and on the other hand, the personnel of the busi-
ness structure ensures the economic security of the en-
terprise of the network system as a prerequisite for cre-
ating efficiency.

The basic strategy of economic security is the func-
tional strategy developed by the security service (unit)
of the enterprise of network structures. The functional
strategy of the security service of network enterpris-
es determines the nature of management in two main
areas. Thus, according to the first direction, the security
service realizes the function of constant control and di-
rectelimination of external and internal threats tothe ac-
tivities of the enterprise of network structures. The secu-
rity strategy in accordance with the first direction solves
the following tasks, in particular, provides: protection
of trade secrets and confidential information; security
and protection of premises; physical safety of personnel;
maintains technical and fire safety; economic security.

In accordance with the second direction, the func-
tional purpose of the security service, reflected in the
strategy as a subsystem of procedures, observations and
response measures, is determined by the need to rec-
ognize potential threats to the operation of the network
enterprise in a timely manner, assess their nature and
scope, and propose measures to eliminate them in order
to achieve future sustainable development. The main
guidelines of this component of the functional strategy
are as follows:

= justification of the competitive environment;

= diagnosing the security component of the network;

= implementation of information and analytical
classification work;

= implementation of control over strengthening
economic security (Kharazishvili, 2021).

The results of the security service’s activities in
accordance with the second direction of the function-
al security strategy are formalized as calculation and
analytical materials. The strategic task of the security ser-
vice involves the implementation of measures to mini-
mize overall losses from threats and the development of
proposals to support the activities of network enterprises
to organize new types of cost-effective activities.

It should be noted that the practical mechanism for
implementing the direction of the functional strategy of
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the security service is based on the implementation of
the developed recommendations for ensuring economic
security in relation to the specific conditions of the ex-
ternal and internal environments of the enterprise of
network structures. In the context of large-scale use of
modern technologies by network enterprises with the
need for continuous improvement and renewal of prod-
ucts, an important factor in ensuring economic securi-
ty is the intensification of the activities of the structural
units of the network system that carry out research and
development work (Who or what..., 2019).

The sixth stage involves the development of inno-
vative projects. Project solutions are aimed primar-
ily at expanding the range of products and services.
The purpose of developing innovative projects is to
ensure the profitability of production and econom-
ic security of the enterprise. The organizational and
management measures envisaged in the innova-
tive projects of network enterprises involve the use
of a new implementation strategy to stay ahead of
industry competitors and increase their market share.
Analyzing the organizational and economic foundations
ofthe economicsecurity strategy of anetwork enterprise,

itisworthnotingthattheeconomicsecurityofthenetwork
can be realized if the following principles are observed:
= economic feasibility of strategic decisions in the
internalization of joint commercial operations of indi-
vidual structural units, if this does not lead to an increase
in the total production costs of the business structure;

= the enterprises of the network structures - part-
ners participating in the activities of the corporate asso-
ciation - receive a profit that is the sum of the following
components: the amount of profit from independent
operation and a part of the excess profit from systemic
corporate activities.

Itisimpossible toignore the fact that the mechanism
of forming the economic security strategy of the enter-
prise of network structures is based on the main vectors
of strengthening. The fundamental basis of each is the
economic justification of the motives for the functioning
of the network system and, accordingly, their implemen-
tation within the strategy of the security component.
For all vectors of implementation, the condition that the
economic security of enterprises of network structures
will be ensured and maintained during the period of the
network’s existence is justified (Fig. 2).
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Figure 2. Structural and logical scheme of formation of the strategy
for strengthening the economic security of the enterprise of network structures

Source: compiled by the authors
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The subject of the study is the processes of ensuring
the economic security of enterprises of network struc-
tures, and its most important component is the defini-
tion of the “lower” and “upper” limits of security of net-
work structures. Studying the security issues, it can be
concluded that the decrease in the level of economic
security of enterprises of network structures is carried
out on the basis of negative trends leading to a decrease
in the security of the network system. In particular, this
trend means a weakening of the competitive position of
network enterprises in the market caused by a decrease
in demand for products, a decrease in production vol-
umes and profits.

Practical tools for a comprehensive study

of the level of economic security of enterprises

of network structures

Another important aspect of the study is determined by
the fact that the object of the economic security strat-
egy is the enterprises of network structures. Thus, the
“lower” limit of the security component of the enter-
prise of network structures is reached when there are
no incentives and efficiency of implementation in the
network system. The organizational and economic basis
of the “lower” limit of economic security of enterprise
of network structures is analyzed using the theory of
transaction costs. When implementing the strategy of
economic security of enterprises of network structures,
the principles of safe functioning are ensured, the eco-
nomic basis of which is participation in shares based on
the profit received. Thus, the “lower” limit of economic
security is achieved by increasing the share of costs of
production costs, as well as the share of costs for partic-
ipation in the organization of a network structure in the
estimate of production costs.

The relative increase in organizational costs pro-
vides a minimum of benefits achieved by saving transac-
tion costs by individual structural units. It is proved that
the “lower” limit of economic security exists for a net-
work structure, but not for individual structural units.
The threat to the economic security of an enterprise in
network structures begins to act after passing the “low-
er” limit of their security system. The “lower” limit of eco-
nomic security for network enterprises is reached when
a decrease in sales and production volumes, as well as
the emergence of powerful competitors in the market,
lead to a decrease in corporate excess profits.

As a result, the activities of business structures are
carried out in conditions similar to those of their inde-
pendent functioning in the long term, when the en-
terprise, while receiving sufficient profit compared to
=the profit of industry competitors, cannot receive mo-
nopoly excess profits. At the same time, economically
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unjustified growth in the volume of services provided
by a network company may lead to a situation that can
be defined as the “upper” limit of economic security
of the network system. By the time the “upper” limit of
economic security is reached, the organizational costs
required to increase the size of the network enterprise
are not compensated by the intensification of sales. The
tendency of the influence of production factors makes
it possible to obtain a synergistic effect and the need to
move to other alternative options for the formation of a
new economic security strategy.

It is impossible to ignore the fact that the strategy
of ensuring the economic security of enterprises of net-
work structures will be effective only if its implementa-
tion provides a high effect. The overall economic effect
includes the following two main components:

1) the effect of preventing and eliminating threats to
the economy of network enterprises;

2) the effect of implementing sustainable develop-
ment that ensures the profitability of network enterprises.

These types of effect are the result of controlling
the state of the economic component of the security
component of the organization of new technologies
development. Thus, the organizational and econom-
ic assessment of the effectiveness of the strategy for
strengthening the economic security of enterprises
in network structures is the fundamental basis for as-
sessing the implementation aspects of the strategy for
ensuring economic security in general, the economic
security strategy as a functional strategy, and the sta-
tus of innovative technologies and their implementa-
tion. On this basis, the article presents a conceptual
and methodological framework for the organizational
and economic evaluation of the security strategy of
enterprises of network structures, taking into account
the specifics of processes and their management
within the framework of the implementation of the
economic security strategy.

The methodology for organizational and econom-
ic assessment of economic security of enterprises of
network structures should include methods for calcu-
lating indicators that reflect the level of uncertainty
of the external environment, the types and degree of
threats to economic security, the amount of costs for
their elimination, as well as the amount of costs for
organizing new types of profitable production. The
methodology of organizational and economic assess-
ment of the effectiveness of the strategy for ensur-
ing the security of enterprises of network structures
should also reflect the structure and ensure the aggre-
gate result of counteracting threats and selling prod-
ucts at the profitability of measures in market condi-
tions (Tesliuk, 2018).
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Itis established that the assessment of economic se-
curity is carried out on the basis of regulatory principles,
in particular:

1) according to the traditional approach, the basic
indicators are determined in accordance with the main
determinants that characterize the activities of the en-
terprise at the macro-, meso- and micro-level; 2) actual
indicators are calculated; 3) maximum indicator values
are determined; 4) actual and maximum indicator val-
ues are compared; 5) the main indicators are substan-
tiated; 6) determine the minimum (min), average (ave)
and maximum (max) time required to achieve the tar-
get value of the indicators; 7) set the minimum (min),
average (ave) and maximum (max) budget required to
achieve the target indicators; 8) rank threats to economic
security; 9) present strategic guidelines for strengthen-
ing economic security (Melikhova, 2019).

It is substantiated that the strategy of strengthen-
ing the security component of the enterprise of network
structures can be implemented on the basis of the meth-
odology of organizational and economic assessment
according to the following dependence (Savchenko &
Shkurenko, 2019):

Pr +P
C+Cl+Cc+Cnc’

E=1+Kr=

where E is the economic efficiency of the economic se-
curity management strategy; Kr is the profitability ratio
of the network enterprise; P is a part of the total result
from the project implementation of the effective oper-
ation of the network structures enterprise (the amount
of income from sales of new products), formed to com-
pensate for the costs of threats that it experienced in the
period preceding the start of new production; Pris a part
of the overall project result directly related to the costs
of organizing, implementing, and developing innovative
projects; C is the cost of inefficient operation of network
enterprises; Cl - costs of eliminating the impact of inef-
ficient operation of network enterprises; Cc - costs of or-
ganizing the efficient operation of network enterprises;
Cnc - unproductive costs that accompany the effective
operation of network enterprises.

As a practical component of the testing of the eco-
nomic security strategy, we conducted a comprehensive
study and sampled 10 enterprises of the network system
(E1-E10). The structure of the data set in Table 1 was used
for the calculation.

Table 1. Structure of the dataset of network enterprises

Ne Parameter name Parameter type
1 Network structure enterprise (E1-E10) text

2 Name of the security component text

3 Maximum level numeric

4 Actual level numeric

5 Relative assessment percentage

Source: compiled by the authors

It should be noted that for the analysis of the indi-
cators, the Kokhonen method of clustering was used.
According to the Kokhonen method, each unit corre-
sponds to a “cluster”, and the number of clusters can be
determined by the grid size, which can be represented
by a rectangle. This algorithm allows for a variety of
interpretations. It is worth noting that the generat-
ed “maps” are fairly consistent, which emphasizes the
high level of practical relevance in different situations.
It was also found that additional information about
the class can be modeled as a dependent variable ac-
cording to which predictive data can be obtained. The
original data is represented by X, and the additional
information is represented by Y. In this case, a winner-
take-all strategy is often used, which is identified as an
“expansion network”. In accordance with the proposed
Kokhonen approach, X and Y are calculated separately,

and the maximum distance is 1 and the total distance is
a weighted sum that must be applied using the appro-
priate formula:

D(o, u)=a D, (0, u)+ (1-a)D(0, u),

where D(o, u) is the distance of the object o to the unit u;
D,and D are the distances in separate ranges.

Thus, the maximum distance X- and Y- is equal to
one and there is a probability of possible differences in
the values of X and Y. It is proved that the final result of
scientific research consists of “maps”: one is the variable
X and the other is the variable Y. In the process of eval-
uating one additional parameter, the share of X (or Y)
should be represented by the user. This approach can be
extended to a larger number of indicators. For each in-
dicator, a similarity value is calculated and all individual
similarities are then combined into a single value, which
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is used to determine the unit according to the formula
(Wehrens et al., 2007):

D(o,u) = Z a;D;(o,u)

13

where ¢, is the sum equal to one.

It should be noted that the clustering was divided
into three clusters (Fig. 3) to determine the level of eco-
nomic security of the studied enterprises, namely the
“lower”, “middle” and “upper” limits.

According to Figure 3 shows a clear distribution of

these clusters in the range “0, 1, 2".

Figure 3. Projected distribution of clusters

Source: compiled by the authors
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Figure 4. Distribution of network enterprises by clusters

Source: compiled by the authors

Continuing the logic of our research, it was found
that the studied network enterprises (E1-E10) are located
within these three clusters (“0,1,2") according to Figure 4.

The next stage of the study is to substantiate the se-
curity components of network enterprises (intellectual,

personnel, technical, legal, environmental, information,
power, financial, market, interface). Thus, according to
Figure 5, there is a clear vision of the compliance of the
security components of each network system in accord-
ance with the cluster distribution.

Security component

- r 1 T T
Ecological Financial  Informational  Intellectual  Interface

T — 1
Power  Technical

T T T
Legal Nundinal ~ Personnel

Figure 5. Distribution of the security component at enterprises of network structures by clusters

Source: compiled by the authors
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Thus, based on the application of the Kokhonen
map, a comprehensive clustering was carried out and
security indicators were formed within the level dis-
tribution (maximum and actual) with interdepend-
ence on the correspondence of the relative assess-

ment (Fig. 6). Figure 6 shows that cluster 0 includes
the studied network enterprises with a “lower” level of
security, cluster 1 - network enterprises with an “aver-
age” level of security, and cluster 2 - with a “high” level
of security.
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Figure 6. Distribution of security values at enterprises of network structures by clusters

Source: compiled by the authors

The clustering of enterprises of network structures
obtained by means of neural processing (Kokhonen
maps) showed that the existing network structures can
be divided into three clusters. It should be noted that
the cluster analysis covers a wide range of indicators
of domestic enterprises of network structures, which
made it possible, compared to other approaches (Tesli-
uk, 2018; Lebedko, 2019; Savchenko & Shkurenko, 2019),
totake into account the main components of the security
of classified objects with a fairly high accuracy. It is im-
possible to ignore the fact that Tesliuk (2018) conducted
a comprehensive diagnosis of multilevel systems in the
context of modeling networked hierarchical systems. On
the basis of this, a sample of clustering of system distri-
bution based on the financial component was carried
out. Particular attention should be paid to the study by
S.A. Lebedko (2019), who, using an integral approach,
clustered enterprises in the context of assessing the
thresholds of the level of economic security. In his re-
search, S.A. Lebedko (2019) presented that the basis in
business management is the use of the Kokhonen map
for a clear vision of the main vector of development of

cloud technologies of business structures in the context
of digitalization of economic processes.

As a result of processing, a Kokhonen map (SOFM
52-4) was developed using the STATISTICA 10 analysis
system (Fig. 3-6). The practical implementation of the
assessment of the level of economic security has neces-
sitated the identification of the impact of threats on the
level of security of enterprises of network structures. It
has been established that the obtained neural network
with unsupervised learning (SOFM 52-4) allows to form
a spectrum of enterprises of network structures divided
intothree ID-neurons (clusters) toidentify securitylevels.

The formed sample based on the input data of the
studied enterprises divided into three clusters is shown
inthe above-described Fig. 3. Please note that the formed
clusters are interpreted in the context of the distribution
described below:

Neuron 1 (cluster 0) - the level of security is low;

Neuron 2 (cluster 1) - medium security level;

Neuron 3 (cluster 2) - high security level;

Thus, in this paper, based on the results of the cal-
culated Kokhonen diagram, which is based on the data
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in Table 1, a clear distribution of enterprises of network
structures was made according to (Fig. 3). From a prac-
tical point of view, the most clear-cut interpretation can
be made of the identified cluster 2, followed by cluster
1. The analysis of the structure of the data set in Table 1
has made it possible to divide the enterprises of network
structures into three clusters, respectively. Cluster 0 in-
cludes enterprises with network structures with “lower”
levels of security, taking into account the corresponding
level narrative, namely the environmental and finan-
cial security components. Cluster 2 includes enterprises
with network structures that focus primarily on “high”
levels of security - human, technological, power, and
market security components. Cluster 1 includes all oth-
er network structures not included in clusters 0 and 2.
Thus, according to Figure 5, they constitute the majori-
ty of network structures with “medium” security levels
based on information, intellectual, interface and legal
components of the security level.

We would like to draw attention to the fact that the
obtained cluster diagrams allow us to identify belonging
to the level distribution of the security component, tak-
ing into account the actual and maximum security level,
respectively.

Analyzing the diagram, it should be noted that the
ordinal number of the obtained clusters is not their rat-
ing. Thus, the cluster itself in the Kokhonen network out-
lines only a set of objects that are similar in terms of a set
of multidimensional features and properties. In turn, it
is noteworthy that one of the features of the clusters in
the diagram (Fig. 6) is their size in the context of relative
ratings. The cluster analysis of the general indicators of
the security level distribution showed that in all three
cases there are different security limits: “lower”, “middle”
and “upper” business structures based on the analyzed
indicators (Table 1).

It should be noted that for the practical implemen-
tation of the strategy of economic security of enterprises
of network structures, it is necessary to take into account
the overall economic effect obtained from strengthen-
ing the security component. It is substantiated that re-
ducing the amount of losses is an additional result of
improving the economic security system of a network
structure, taking into account the following strategic se-
curity guidelines, namely: protection against financial
sanctions; fines; administrative fines; losses due to theft;
risks; threats; deliberate attacks; disclosure of com-
mercial information; unreliable counterparties; debt
repayment; increase in revenues from product sales.
Of course, this list is not exhaustive, depending on the
specifics of the functioning and security level of network
enterprises in modern conditions. In turn, it is necessary
to take into account the economic costs of the security
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strategy, taking into account all possible external and in-
ternal threats. However, it should be noted that in such
conditions the planned normative profit from the imple-
mentation of the strategy for ensuring the security com-
ponent will be achieved.

It should be noted that the obtained neural network
with unsupervised learning (SOFM 52-4) allows forming
a set of enterprise network structures distributed into
three ID neurons, which characterizes the position in
terms of the maximum and actual security level. The re-
sults obtained make it possible, from a practical point of
view, to formulate a strategy for ensuring the economic
security of enterprises using project measures and the
main vectors for strengthening the security component.

It is proved that the obtained neural network (SOFM
52-4) allows to form the whole range of enterprise net-
work structures divided into three ID neurons that char-
acterize the position of the maximum and actual security
level. From a practical point of view, the results obtained
made it possible to formulate a strategy for ensuring
the economic security of an enterprise through project
measures and the main vectors for strengthening the
security component.

CONCLUSIONS

The strategy of economic security of network enter-
prises should be justified by project vectors of strength-
ening. Thus, by implementing the first vector, enter-
prises of network structures function according to the
“price — quality” characteristic, receiving network ex-
cess profits due to high product prices, as compared to
competitors. According to the second vector, enterpris-
es of network structures operate on the basis of the “low
cost — scale effect” characteristic, ensuring the receipt
of network superprofits by reducing prices for their
products, increasing their attractiveness to consumers
and increasing sales volumes, taking into account the
digitalization of economic policy. The study of two are-
as of high profit of network enterprises proves that the
organization of management of new profitable projects
in the network within the framework of the economic
security strategy is carried out by organizing innovative
contexts and modernization in the context of practi-
cal adaptation of digital tools. From a practical point of
view, a plan should be presented that reflects the deter-
minants and indicators of the security component of
network enterprises.

It is determined that the economic security of en-
terprises involves the development of a network, prod-
uct competitiveness and retention of market share.
It is determined that the security component charac-
terizes the economic potential of business structures
and counteracting the negative impact of external and
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internal environments. At the same time, the economic
system of various measures reflects the conditions of
the security strategy against various threats that have
an impact on development in the long term. It is estab-
lished that an increase in the level of negative impact
on the economic security of enterprises of network
structures leads to negative consequences (decrease in
production volumes, growth of pricing policy, increase
in unemployment, reduction in tax payments, environ-
mental degradation, etc.)

Based on the conducted research, it is worth high-
lighting the key vectors for strengthening the economic
security strategy of enterprises of network structures

a comprehensive diagnosis of risks of entrepreneurial
structures in the context of digitalization of the eco-
nomic component of business processes of the network
system; identification of threats to digital tools for en-
suring the security of enterprises.

Thus, in the context of modern challenges, the is-
sues of the strategy for strengthening economic secu-
rity and the impact of challenges on business network
structures, the search for ways to counteract them are
becoming more relevant than ever and require further
scientific developments.
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CtparTeria 3MiLHEeHHA eKOHOMIYHOI 6e3neKu
NiANPUEMCTB MepeXXeBUX CTPYKTYp: NparMaTukKa
Ta KJ/1IIOYOBi BEKTOPU PO3BUTKY

AHoTauig. [JoCiiKeHHsSI Cy4YacHOrO CTaHy MepeskKeBUX CTPYKTYyp B Cy4acHUX yMoBax OYHKI[IOHYBaHHS
Ta HeobximHicTh peasisallii cTparerii eKOHOMIUHOI 6e3IeKV JO3BOJIAIOTP BUABUTH piBEHb 6e31eK03HaBYOl
KOMIIOHEHTH B MAaWOyTHIM IIepCIeKTUB] MMiATPUEMHUIIBKUX CTPYKTYp, CIPSMOBAHICTh i xaparrep iXxHBOI
Iil B KOHTEKCTi KjacTepu3allil. MeTa CTaTTi IoJAra€ y CHUCTEMHOMY OOIPYHTYBaHHI cTparerii 3abe3redyeHHd
eKOHOMIYHOI 6e3MeRU MMAIIPUEMCTB Ha OCHOBI OpraHi3alliliHO-eKOHOMIUHOTO OLiHIOBaHHA i3 imeHTHdiKalli€o
MaKCUMAaJIBHOTO Ta GaKTUYHOIO PiBHA. B Ipolleci JaHOro HAyKOBOIO JIOCIIZKEHHS 3aCTOCOBAHO TaKi METOHM:
IeNyKTUBHUM; TOPiBHAIBHOTO aHAJI3y eMIIpUYHUX JaHUX; a6CTPaKTHO-JIOTIYHOTO y3araJbHeHHS; Teopil cucreM
i cucreMHOro aHasisy, MOPIBHAHHA, €BPUCTUYHUMN; GAKTOPHUN i JIOTIYHMM aHaji3; HAyKOBOi abCTpakill Ta
€KOHOMiKO-MaTeMaTUYHOTO MOZEIOBAaHHS; rpadiuHu; y3araJpHeHH. V JaHil poboTi 06rpyHTOBaHO IOHATINHO-
KaTeropiaJpHUI arapar «eKOHOMiuHa 6e3IleKa», «CTpaTerig 3MillHeHHA eKOHOMIYHOI 6e3MeKu ITiAIpreMCTBa
MepeXkeBUX CTPYKTYp». [IpoaHaizoBaHO CyYyacHU CTaH MiATIPUEMCTB MepesKeBUX CTPYKTYP B KOHTEKCTI Cy4acHUX
BUKJIMKIB. OTIMCaHO AeTas1i30BaHUM aJIFOPUTM peastisallii crparerii eKOHOMIUHOI 6e3ITeKH MiATPUEMCTE MEPEKEBUX
CTPYKTYD i3 BUOKpEeMJIEHHSM BiITIOBIIHUX eTalliB. Bifj3HaueHO IpiopuTeTHICTh QYHKIIOHAIBHOI CTpaTerii, SKa He
MTOBUHHA CyIIepeYnTy 6a30Bili cTparerii Ta oxapaKTepr30BaHO OCHOBHI 3aBAaHH BiTIOBIAHO. 3Ii¥ICHEHO PO3PO6KY
peKoMeHAlliN IIOAO MOKpAaIleHHS OpraHi3aliifHO-eKOHOMIUHNX IpOoLieZlyp OL[iHIOBAHHS CTpaTeril eKOHOMIYHOI
6e3MeKy MEePEREBUX CTPYKTYpP HA OCHOBI KiacTepusauii mizxomoM KoxoHeHa. O6IPYHTOBAHO ITPaKTUUHUIN
iHCTpyMeHTapili KOMIUIEKCHOTO IOCIIIKEeHHS MiATNpUEMCTB MepexkeBoi cucTemu (E1-E10) i3 3acTocyBaHHA
CTPYKTYpU Habopy JaHUX Ha OCHOBI imeHTHdiKaLii TphOX KIacTEPiB B KOHTEKCTI PiBHEBOTO PO3IIOALNTY 6E3ITeKU.
OCHOBHI TIOJIOKEHHS [aHOI CTaTTi AaAyTh 3MOIY BITUM3HAHUM MiANPUEMHULIBKUM CTPYKTypaM Ha OCHOBI
3aCTOCYBaHHS METOJUKU KilacTepusallil MepesKeBOro MOJeI0oBaHHA CcPOpPMyBaTH ITPOTHO3HY OI[IHKY CTpaTeril
3MilIHEeHHA eKOHOMIYHOI 6€3MeKy Ta po3po6UTH BiITIOBIIHI BEKTOPU YAOCKOHAIEHHSA 6€3[IeK03HABY0] KOMITOHEHTH

Krnio4oBi cnosa: ajiroput™ GopMyBaHHS CTpaTeTil 6e3MeKy; cTpareris GyHKLIOHATBHOTO 3a6e3MeYeHHS; CKIaf0Bi

6e3reKy; OpraHi3alliliHO-eKOHOMIUHa OIiHKa eKOHOMIUHOI 6e3IeKy; MeTOAUWKa KOXOHeHa; KJacTepu3aliis
MepeXkeBUX CTPYKTYP
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