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Ensuring the right to defence through the system
of free legal aid in Ukraine

Abstract. The relevance of this study stems from the need for a comprehensive analysis of the realisation of the right
to defence through the system of free legal aid in Ukraine, which is an important administrative and legal institution,
but still insufficiently studied in terms of accessibility and efficiency. The study aimed to identify the key aspects that
contribute to ensuring access to justice, human rights protection, equality before the law, raising legal awareness
of the population and social stability. The study used sources of various scientific significance, but their analysis in
combination allowed for maximum processing of factual data and proper reasoning and weight of the conclusions
drawn. The research confirms the position that the right to legal aid is an integral part of the guarantee of a fair trial
inthe context of the concept of access to justice, an integral part of an effective and fair legal system, which is not only
based on the rule of law, but also an integral guarantee of public confidence in the judicial process. The generalisation
of research and results of the legal aid system's activities during its operation allowed the identification of certain
aspects that emphasise the importance of the system's activities, including: ensuring access to justice, protecting
human rights, ensuring equality before the law, promoting the effectiveness of justice, preventing social injustice,
empowering vulnerable groups of the population, ensuring social stability and raising the level of legal awareness of
the population. The summarised results and provisions will be an important element for choosing ways and methods
to improve the development and operation of the legal aid system and will help to avoid negative situations and
patterns in its activities. The results of the study can be used by government agencies to reform the legal system,
educational institutions to educate future lawyers, and human rights organisations to improve the effectiveness of
protecting the rights of citizens

Keywords: exercise of theright;righttolegal aid;legal aid centre;legal aid bureau;access tojustice; non-governmental
organisations

INTRODUCTION

The relevance of studying the exercise of the right to
defence through the system of free legal aid is due to
the complexity and dynamism of the subject matter,
which is explained by the complex nature of the issues
of free legal aid and the exercise of the right to defence,
which is often interpreted as an element of another,

even broader one - the establishment and guarantee
of human rights and freedoms, the legal profession,
social assistance, decentralisation, development of the
legal capacity of territorial communities, etc. This topic
should be studied at the present time, since the realisa-
tion of the right to defence is an integral part of the right
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to a fair trial, the consolidation, real implementation
and inadmissibility of violation of which is an impor-
tant factor in Ukraine’s European integration prospects.

The full exercise of the human right to legal aid,
enshrined in the Constitution of Ukraine?, cannot be
realised without the work of a specialised structure.
Its creation in Ukraine is a significant progress in the
vision of the country’s European integration and in the
vision of ensuring access to justice. The choice of the
form and the person who will provide such assistance
depends on the desire of the person applying for it. In
situations specified in the legislation, such as protec-
tion of the rights and interests of minors or juveniles,
defence against charges, the relevant state institutions
and their responsible employees must ensure the pro-
vision of the necessary legal aid. Thus, the government
is faced with the task of providing individuals with legal
aid of a high quality?. However, given the difficult eco-
nomic situation in Ukraine, not everyone can afford
to pay for professional legal aid. Therefore, there is a
need for state support, which manifested itself in the
creation of such an institution as the system of free le-
gal aid. This fact is fully consistent with the concept of
“human-centred” legal aid. Social and democratic state
and the development of the norms of the Basic Law
of Ukraine. In particular, Art. 3 of the Constitution of
Ukraine enshrines the principle that “a person, his life
and health, honor and dignity, inviolability and security
are recognised as the highest social value” 3.

The author O. Lytvyn (2022) noted that the main cat-
egories of citizens in need of free legal aid in the state
are low-income persons, vulnerable groups, large fam-
ilies, the elderly, children, and war veterans. V. Sakhni-
uk (2022) noted that the system of subjects of public ad-
ministration of free legal aid is organised at the proper
level and fulfils its tasks of ensuring the right to free legal
aid. O. Balatska (2020) rightly notes that the existence of
actual or legal obstacles due to the state’s failure to pro-
vide any element of access to court will make it impossi-
ble for a person to have access to justice, and therefore
will be a violation of the right to a fair trial.

At the same time, A.G. Garkusha (2019) conclud-
ed that the mandatory elements of legal aid should be
considered assistance provided only in cases of defence
against charges in criminal proceedings by lawyers, as
well as free of charge on the grounds clearly defined by
law and by the subjects provided for in the law. At the
same time, V. Ganyuk & Z. Gbur (2021) stated that the in-
troduction of a system of free legal aid is an important

factor in building a constitutional state with basic social
values. The provision of professional legal aid to socially
vulnerable groups of the population mark the beginning
of the transition from the Soviet judicial system, which
was enshrined in the minds of citizens, which was more
likely to punish than to justify.

Ensuring the rule of justice is essential for the
well-being of society. It is with this conviction that inter-
national, regional and national legal systems unequivo-
cally recognise the right to access to justice as one of the
pillars of human rights and the human rights system.
Free legal aid is one of the main tools that can be used
to address and remedy violations in the justice system,
in particular for the poor and vulnerable segments of
society. The regional practice of providing free legal aid,
although subject to governmental restrictions, can still
be seen as one of the region’s opportunities in providing
free legal aid services. The existing legal framework at
least recognises the right to access to justice and tries to
pave the way for free legal aid services for poor and vul-
nerable community members. In this study, one of the
main problems observed is the lack of awareness among
the community (Etansa & Yimer, 2023).

Separate studies of scholars on this topic do not
negate the relevance of the topic and do not reduce the
opportunities for a full and comprehensive study and
analysis of a wide range of issues related to the reali-
sation of the right to defence through the free legal aid
system. The scientific novelty of this study is to iden-
tify previously unexamined aspects of the importance
of the free legal aid system in Ukraine, to analyses po-
tential obstacles to the effective exercise of the right to
defence, and to develop strategies to reduce their im-
pact. It also expands the understanding of the impact of
non-governmental organisations on this process. The
purpose of the article is to provide a theoretical justifi-
cation for the realisation of the right to defence through
the activities of the free legal aid system and, on this
basis, to formulate proposals and recommendations
for its development, taking into account Ukrainian and
foreign experience.

To successfully achieve this goal, the author sets the
following tasks:

1. To highlight certain aspects that emphasise the
importance of the legal aid system in Ukraine;

2.To explore possible challenges and obstacles to the
realisation of the right to defence through the system of
freelegal aid in Ukraine, to analyses them and to propose
options for reducing their impact;

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
2 Universal Declaration of Human Rights. (1948, December). Retrieved from https://zakon.rada.gov.ua/laws/show/995_015#Text.
3 The Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
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3. To study the role of the state and non-governmen-
tal organisations in the realisation of the right to defense
through the system of free legal aid in Ukraine.

MATERIALS AND METHODS
The theoretical basis of the article was the works of
Ukrainian and foreign researchers on criminal oradmin-
istrative law, as well as topical issues of functioning and
development of freelegal aid systems and the right to de-
fense, as well as Ukrainian and international legal acts.
The methodological basis was a combination of gen-
eral scientific and special scientific and philosophical
methods,approaches,and principles that meetthe objec-
tives and purpose of this study. In the course of the study,
the principles of objectivity, dialectic of systematicity and
validity were followed. The system of cognitive methods
included axiological, sociological systemic-structur-
al, comparative, semantic, formal-dogmatic, and epis-
temological, as well as systemic-structural, statistical
and logical methods, including analysis and synthesis.
The study of the concepts and features of the right
to defence, accessibility of free professional legal aid,
organisational, administrative and legal frameworks, as
well as the operational structure of the free legal aid sys-
tem was conducted using axiological, epistemological,
formal dogmatic and systemic methods. The compara-
tive legal method was useful for conducting a compar-
ative analysis of international and national experience
in organising the work processes of bodies providing
access to the right to professional legal aid, legal regu-
lation of the activities of institutions providing profes-
sional free legal aid and the right to defence, as well as
for researching and comparing the sources of funding
for the free legal aid system in Ukraine. The article ex-
amined the role of institutions providing access to free
legal aid and non-governmental organisations in shap-
ing a high legal culture, consciousness and education of
the population using the approaches of institutional and
structural analysis. The method of semantics was used
to clarify the interpretation of legislative, research and
regulatory terms and concepts that are the basis for a
correct understanding of the concepts of “free legal aid
system”, “right to defence”, “primary legal aid” and “sec-
ondary legal aid”, “legal aid bureau”, “right to a fair trial”,
“accesstojustice” in both legislation and science. The ax-
iological method was used to study and identify promis-
ing areas for the development of the system of free legal
aid in Ukraine as an institution ensuring the realisation
of the right to defence. The approach to the phenomena
and processes of realisation of the right to defence was

carried out taking into account the legal framework of
law enforcement, as well as real life situations. The em-
pirical basis of the work was the practical experience of
the institution ensuring the right to defence - the system
of free legal aid.

RESULTS AND DISCUSSION

According to the Universal Declaration of Human Rights,
legal aid is a fundamental human right and an essential
component of a fair, humane and effective justice system
based on the rule of law. It serves as a basis for the real-
isation of other rights, including the right to a fair trial,
and is a key guarantee of fundamental fairness and pub-
lic confidence in the judicial process!. With respect to the
views of E.V. Maharramli (2021), one can logically support
his position on free legal aid. According to his definition,
free legal aid covers the provision of legal services aimed
at ensuring compliance with legal obligations and the
exercise of citizens' rights and freedoms, protection of
these rights and freedoms, as well as their restoration
in case of violation, which is guaranteed by the state and
financed in whole or in part from the State Budget of
Ukraine, local budgets and other sources.

In each country, the systems of assistance to the poor
have their own uniqueness, determined by local, cultur-
al and historical features, even within the same system
of law. For example, the American system is much more
extensive than the British system. In the United States,
attorneys working on the basis of an employment rela-
tionship with the legal aid service and public defenders
are widely used. On the other hand, the British system
is dominated by lawyers working on a private basis. It is
worth noting that the functioning of legal aid services in
civil and administrative cases in the United States is, in
part, highly politicised, which differs from the British ap-
proach (Reznichenko, 2004).

Legal systems for providing assistance differ not only
at the level of different countries, but may also vary with-
in a single country. D. Honchar (2019) noted that each US
state may have its own model of legal aid provision, as the
methods of providing such assistance are determined by
the states themselves. For example, some states have
different approaches to organising assistance in crimi-
nal and civil or administrative disputes (as in the Unit-
ed States and Ukraine), while in other countries it may
be a single program (for example, in the Netherlands or
France). The European approach to the provision of free
legal aid is determined by sustainability, as well as the
interrelation of the accessible right to legal aid and the
accessible right to a fair trial. This approach is carried out

t Universal Declaration of Human Rights. (1948, December). Retrieved from https://zakon.rada.gov.ua/laws/show/995_015#Text.
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through a number of established principles, of which the
most important are those laid down in Resolution 78(8)
of the Council of Europe’s Consultative Assembly on legal
aid and advice, adopted on March 2,1978.

No one shall be deprived of the possibility of exer-
cising or defending his or her rights on account of eco-
nomic obstacles in any court of law, whether civil, com-
mercial, administrative, tax or social. For this reason,
everyone has the right to professional legal assistance
in court. This activity is carried out by a professional
lawyer, in particular, there is a requirement that such a
person must be a lawyer in accordance with the rules es-
tablished by the legislation of the country (Karyi, 2023).
However, this statement cannot be fully agreed with,
as well as the statement of V. Dobrovolska (2019) that “a
lawyer is the main subject of free legal aid”, at least in
view of the fact that primary legal aid is provided by all
local governments as representative bodies of commu-
nities, as well as by state executive authorities, and sec-
ondary legal aid can also be provided by lawyers of free
legal aid centres who are not lawyers. The possibility of
free choice of a representative other than alawyer is also
mentioned by S.I. Shuliatytskyi (2019).

Ensuring the right to defence is a fundamental as-
pect of any legal system, and it involves providing indi-
viduals with the means to access legal representation,
especially if they cannot afford it. In Ukraine, the system
of freelegal aid is designed to meet this need and ensure
that people, regardless of their financial situation, have
access to legal aid. The main features of the free legal aid
system in Ukraine include the activities of secondary le-
gal aid centres: Ukraine has established a network of le-
gal aid centres and bureaus throughout the country that
are responsible for providing free legal aid to those in
need. The network of centres and bureaus covers the en-
tire territory of the state (taking into account that some
of them do not work due to the temporary occupation of
part of Ukraine’s territories by Russia). Individuals seek-
ing free legal aid usually have to meet certain eligibility
criteria, such as low income or a disability group. The cri-
teria are designed to ensure that assistance is directed
to those who cannot afford private legal representation.
As for the property criterion, it is applied in civil and ad-
ministrative proceedings, while in criminal proceedings
and in matters of administrative detention and arrest,
this indicator is unconditional and the right to free legal
aid at all levels is granted to everyone. Types of legal aid:
Free legal aid in Ukraine can cover a range of legal ser-
vices, including consultations, representation in court,

provision of legal information and assistance with legal
documents, and defence. State funding: the legal aid sys-
temis exclusively funded by the state in terms of payment
for lawyers and administration of the system, which has
a positive impact on its sustainability and effectiveness.
Other types of financial resources, such as local budgets
or grants, can be used to carry out the functions of the
system that are not related to the provision of second-
ary legal aid. The opinion that the state should provide
an adequate level of funding and staff support for the
legal aid system is also shared by M.O. Semko (2022). In
addition to the previous point, it is worth highlighting
such a separate feature as the involvement of non-gov-
ernmental organisations, which also play a role in the
functioning of the free legal aid system in cooperation
with government initiatives. Forms of such cooperation
include methodological support, funding for training
of specialists and lawyers of the system, organisation
of legal education events and a number of other areas.
Non-governmental organisations can also be involved in
the search, training and remuneration of paralegals and
community advisers, and they, as rightly emphasised by
A.A. Shovkun (2022), have global potential and are an in-
tegral subjective component of the free legal aid system.

Also, the system of non-governmental organisa-
tions that provide legal aid must include legal clinics,
which often have the organisational capacity not only to
provide advice, but also to provide secondary legal aid
and conduct educational work, and A. Bezhevets (2023)
agrees with this opinion. Awareness programs: efforts
are usually made to raise awareness of the availability of
legal aid services so that those in need are aware of their
rights and can receive assistance when needed. The sys-
tem of free legal aid in Ukraine plays a fundamental role
in upholding the principles of justice, ensuring access
to legal representation and protecting the rights of in-
dividuals, especially those who may be disadvantaged.
The study of this topic has identified key aspects that
emphasise the importance of the system, including:
ensuring access to justice, protecting human rights, en-
suring equality before the law, promoting the effective-
ness of justice, preventing social injustice, empowering
vulnerable groups, ensuring social stability and raising
legal awareness.

The provision of free legal aid ensures equal ac-
cess to justice for all persons, regardless of their finan-
cial situation. It helps to prevent discrimination based
on economic status and promotes the idea that every-
one should be able to defend their rights in court, while

1 Resolution of the Committee of Ministers of the Council of Europe No. 78(29) “On Harmonization of Legislations of Member States Relating to Removal,
Grafting and Transplantation of Human Substances”. (1978, May). Retrieved from https://rm.coe.int/09000016804bd0a8.
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access to legal representation is fundamental to the pro-
tection of human rights, and free legal aid helps people
navigate the legal process and protects their rights by
ensuring fair and just treatment under the law. By pro-
viding free legal aid, Ukraine promotes the principle of
equality before the law, which in turn ensures that indi-
viduals facing legal challenges have equal opportunities
to present their position in a legal conflict and receive
professional assistance, regardless of their financial
means. In the context of the criteria for determining the
categories of persons entitled to free secondary legal
aid, it is difficult to disagree with the opinion of B.P. Ra-
tushna (2019), who notes that the restrictions estab-
lished by the current legislation cannot be called signif-
icant and they in no way offset the right to defence and
access to justice. In criminal justice, the provision of free
legal aid is essential to ensure a fair trial. Detainees, sus-
pects, or accused persons who cannot afford their own
legal representation are provided with defenders at the
expense of the state budget, which helps to balance the
judicial process and maintain the integrity of the crim-
inal justice system. Without access to legal representa-
tion, people may face social injustice as they may not be
able to resolve legal issues affecting their lives, such as
housing disputes, employment issues or family matters,
while access to free legal aid helps prevent such injus-
tices, which in turn contributes to community stability
by resolving legal issues and disputes fairly and equi-
tably and helps maintain social cohesion and order. At
the same time, it should be noted that vulnerable popu-
lations, such as low-income individuals, minorities and
marginalised groups, may be at greater risk of facing
legal problems, and access to free legal aid empowers
these groups by providing them with the necessary sup-
port to navigate complex legal mechanisms.

The legal aid system often creates educational initi-
atives to raise awareness of the rights and responsibil-
ities of members of society, which helps people make
informed decisions and understand how to obtain legal
aid when needed. Thus, the system of free legal aid in
Ukraine contributes to the overall fairness, equality and
efficiency of the legal system by ensuring that justice is
accessible to all members of society. It helps to create
a legal framework that upholds human rights and pro-
motes a just and equitable society. As rightly noted by
L. Ryabovol § O.A. Tymofiienko (2020), legal education
is one of the main activities of the free legal aid system
aimed at raising the level of legal awareness and culture
of the population of Ukraine, which is a prerequisite for
the development of the rule of law and civil society, but it
should be noted thatlegal education, although it remains
among the tasks of the free legal aid system, its actu-
al implementation is significantly complicated by the

liquidation of specialised structural units in the Regional
Centers, which The importance of this aspect is also em-
phasised by foreign scholars, in particular S. Sood (2019)
notes that “Legal education of the public is the most fre-
quent topic on which legal aid efforts are converging”. Al-
though the system of free legal aid in Ukraine is designed
to ensure access to justice for all, the full realisation of
the right to defence may be hampered by a number of
challenges and obstacles. The first and most common
problem among state-funded initiatives is limited and
untimely funding. The effective functioning of the legal
aid system requires adequate funding, and insufficient
financial resources can lead to a lack of qualified staff,
limited outreach programs, and an inability to meet the
growing demand for legal aid. In this regard, it is reason-
able to agree with the opinion of V. Tsymbaliuk (2023),
who emphasises the importance of timely funding of
secondary legal aid lawyers.

Geographical differences also have a significant im-
pact on the availability of legal aid, which may differ in
different regions of Ukraine, rural areas and small towns
may face problems in providing the same level of servic-
es as urban centres, leading to geographical differences
in access to legal representation. The main geographical
feature is the remoteness of some settlements, espe-
cially in mountainous areas (typical for Ivano-Frankivsk,
partly Lviv, Chernivtsi and Zakarpattia regions). Despite
the extensive information and awareness-raising cam-
paign that is continuously conducted, many persons en-
titled to free legal aid may not be aware of its existence
or how to access these services, and as a result, lack of
awareness combined with information gaps may pre-
vent people from seeking the necessary assistance. In
addition, bureaucratic barriers have a significant impact,
and complex administrative procedures can deter peo-
ple from seeking legal aid. As rightly noted by N.O. Kudri-
avtseva (2022), effective public awareness of its activities
and a large-scale information campaign in this area will
improve the existing system of free primary legal aid and
contribute to the implementation of promising tasks of
the system development. A separate circumstance that
can be attributed to the obstacles to the realisation of the
right to professional legal aid is stigmatisation and social
barriers; some people may avoid applying for free legal
aid due to social stigma or fear of judgment. Efforts to re-
duce stigma and promote inclusiveness are important to
ensure that all persons whose rights have been violated
feel comfortable seeking legal aid.

Given the specific political coloration of government
initiatives in Ukraine, attention should be paid to the
risk of changes in the political and legal landscape that
may affect the funding and overall stability of the legal
aid system. Political will and legal support are needed
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to address any problems that may arise. Overcoming
these obstacles requires a comprehensive approach
that includes government commitments, legal reforms,
awareness campaigns, and ongoing efforts to improve
the efficiency and effectiveness of the legal aid system in
Ukraine, and regular policy evaluations and adjustments
can help to overcome these challenges, ensure the sta-
bility of the institution, and increase access to justice and
the right to defence for all segments of the population.
Both the state and non-governmental organisations can
offer mechanisms that can help solve problems in access
to professional legal aid and the exercise of the right to
defence. The state allocates funds, ensuring the financial
stability of the legal aid system and the expansion of its
services, and also shapes the policy and legal framework,
adapting to changing social and legal dynamics. By con-
trolling quality, the state sets standards for representa-
tion, promoting the professionalism of providers. Coop-
eration between the state and civil society organisations
increases resources and improves the efficiency of the
legal aid system (Sood, 2019). Geographical disparities
are addressed through the creation of new legal aid cen-
tres in underserved regions (however, there is no prob-
lem with the geographical location of access points to
professional legal aid in the territory where no hostilities
are taking place and in the territories that are not tempo-
rarily occupied, and the horizontal structure of the sys-
tem allows covering the needs of the population, while
this problem is only actualised by the war). The state’s
responsibility extends to overcoming bureaucratic bar-
riers, simplifying administrative processes to ensure ac-
cessibility, while non-governmental organisations play
an important role in capacity building by offering train-
ing programs for lawyers and conducting research, pro-
viding evidence-based recommendations for ongoing
reforms of access to legal aid. Civil society organisations
directly promote access to legal aid by filling capacity
gaps where necessary and advocating for inclusiveness.
Publicly and non-governmentally funded information
campaigns can provide citizens with knowledge on how
to access the services of the legal aid system. The state
maintains a stable legal framework that ensures the pro-
tection of human rights. In this context, it is important to
mention that the relevant legal act, the Law of Ukraine
No. 3460-VI “On Free Legal Aid” (2011, June) is constant-
ly being amended!, including in terms of expanding
the categories of persons entitled to free legal aid. This
undoubtedly contributes to the expansion of access to
it, and the very fact that the foundations of the system
are enshrined in a legal act with the highest legal force,

rather than in any bylaw, indicates that the state pays
special attention to the institutional stability of the FLA
system. Civil society organisations, on the other hand,
through advocacy, overcome social stigmas associated
with legal aid and empower communities by providing
legal education and necessary resources.

To summarise, the state and non-governmental or-
ganisations are working together to shape and improve
the landscape of access to free legal aid and the exercise
of the right to defence in Ukraine. At the same time, the
system of free legal aid, which is funded differentially
from different sources (local, state budget and at the ex-
pense of non-governmental organisations), ensures one
of the fundamental aspects of the functioning of a dem-
ocratic state - the exercise of the right to defence, which
ensures equal access to justice for all.

CONCLUSIONS
The system of free legal aid in Ukraine is a pivotal pil-
lar in upholding the principles of justice and human
rights protection. The state plays a key role, not only
by providing the necessary financial support, but also
by actively shaping policy and addressing systemic
challenges that may impede the effectiveness of the
institution’s structure. By allocating funds and creat-
ing a comprehensive legislative framework, the state
ensures not only the financial stability of legal aid ser-
vices, but also their accessibility and maintenance of
high-quality standards. Collaboration with non-gov-
ernmental organisations extends these efforts by pro-
viding additional resources, advocating for policy im-
provements, and increasing outreach results. NGOs
play a significant role in capacity building initiatives,
research, and legal aid delivery, effectively comple-
menting and supporting the state legal aid system and
addressing potential gaps in public outreach.
Correction of geographical disparities is possible
only after the end of martial law and the cessation of
hostilities. Both government agencies and non-govern-
mental organisations are cooperating to remove bu-
reaucratic barriers, simplify administrative processes,
and promote inclusiveness in the provision of legal aid
services. An effective means of Correction of geographi-
cal disparities will only be possible after the end of mar-
tial law and the cessation of hostilities. Both state insti-
tutions and non-governmental organisations cooperate
to remove bureaucratic barriers, simplify administrative
processes and promote inclusiveness in the provision of
legal aid services. Joint information campaigns are an
effective means of informing citizens about their rights

 Law of Ukraine No. 3460-VI “On Free Legal Aid”. (2011, June). Retrieved from https://zakon.rada.gov.ua/laws/show/3460-17#Text.
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and the availability of free legal aid services. Ongoing  prospects for further research on this topic, which are to
monitoring, research and feedback mechanisms are expand the potential recipients of the right to free sec-
carefully maintained to ensure the adaptabilityand con-  ondary legal aid and to ensure the institutional stability
tinued effectiveness of the legal aid system. In essence,  of the free legal aid system in Ukraine.

the combined efforts of the state and civil society or-

ganisations contribute to the development of alegalaid ACKNOWLEDGEMENTS

system in Ukraine that is not only more equitable, but  None.

also inherently responsive to the changing needs of so-

ciety, thereby strengthening the fundamental principles CONFLICT OF INTEREST

of justice. At the same time, it is worth emphasising the = None.

REFERENCES

1]
(2]
(3]
(4]

(5]
6]
(7]
(8]
(9]

[10]
(11]
[12]
[13]
[14]
[15]
[16]
[17]

[18]

Balatska, O.R. (2020). Access to justice as a general principle criminal proceeding. Enterprise, Economy and Law,
8,262-268. doi: 10.32849/2663-5313/2020.8.43.

Bezhevets, A.M. (2023). The role and place of the legal clinic in the modern system of free legal aid in Ukraine.
Pravnychyi Chasopys of the Vasyl' Stus Donetsk National University, 1(1), 14-21. doi: 10.31558/2786-5835.2023.1.1.2
Dobrovolska, V.V.(2019). Prospects for the development of the provision of free legal aid by a lawyer. In Proceedings
of the IX international scientific and practical conference (pp. 98-101). Odesa: Phoenix.

Etansa, S., § Yimer, M. (2023). Ensuring the right to access to justice through free legal aid service: Assessing
challenges and prospects in the Benishangul-Gumuz regional state. Wallaga University Journal of Law, 1(1), 29-
42. doi: 10.20372/wujlv1i1.655.

Ganyuk, VM., & Gbur, Z.V. (2021). Organizational and legal aspect of the realization of the right of citizens to free
legal aid. Investments: Practice and Experience, 20, 63-70. doi: 10.32702/2306-6814.2021.20.63.

Garkusha, A.G. (2019). Some aspects of the provision of free legal aid in Ukraine. Forum of Law, 55(2), 15-22.
doi: 10.5281/zenod0.2635553.

Honchar, D. (2019). Mechanism of guaranteeing the right to receive qualified legal aid: National trends and foreign
experience. Kyiv: Kyiv University of Law.

Karyi, V.V.(2023). Theory and practice of functioning of the system of free legal aid: Administrative and legal aspects.
(Doctoral thesis, Western Ukrainian National University, Ternopil, Ukraine).

Kudriavtseva, N.O. (2022). Popularization of the work of the subjects of providing free primary legal aid in the

context of implementation of paragraphs 1-3 of part two of article 7 of the Law of Ukraine “On Free Legal Aid”".
In Collection of abstracts scientific and practical roundtable dedicated to the 74th anniversary of the Universal

Declaration of Human Rights (pp.102-104). Khmelnytskyi: Leonid Yuzkov Khmelnytskyi University of Management
and Law.

Lytvyn, O.L. (2022). Features of providing free legal aid to the population under martial law. Juris Europensis
Scientia, 2,76-81. doi: 10.32837/chern.v0i2.351.

Maharramli, E.V. (2021). Administrative and legal principles of providing free legal aid in Ukraine. (Doctoral thesis,
H.S. Skovoroda Kharkiv National Pedagogical University, Kharkiv, Ukraine).

Ratushna, B.P.(2019). The right to free secondary legal aid as a guarantee of access to justice in Ukraine. Herald of
Lviv University of Trade and Economics: Law Sciences, 8,193-198. doi: 10.36477/2616-7611-2019-08-21.
Reznichenko, L. (Ed.). (2004). Access to Justice. Problems of free legal aid in the countries of Central and Eastern
Europe. London: Interights.

Ryabovol, L., § Tymofiienko, 0.A. (2020). Legal education as an area of activity of the free legal aid system. Theory
and Methods of Teaching Social Disciplines, 8, 153-156.

Sakhniuk, V. (2022). Subjects of public administration of the system of free legal aid: General theoretical aspect.
Analytical and Comparative Jurisprudence, 5,306-310. doi: 10.24144/2788-6018.2022.05.57.

Semko, M.O. (2022). Development of the institute of free legal aid in Ukraine in the context of european standards.
Lviv: Liha-Pres.

Shovkun, A.A. (2022). The place and role of paralegals (public advisers) in the system of subjects of free legal aid
provision. Subcarpathian Law Herald, 3(44), 61-65. doi: 10.32782/pyuv.v3.2022.14.

Shuliatytskyi, S.I. (2019). Features of free legal aid provision in minor civil cases in Ukraine. Scientific and
Information Herald of the King Danylo Halytskyi Ivano-Frankivsk University of Law. Journal. Series: Law, 7(19), 122-
129. doi: 10.33098/2078-6670.2019.7.19. 114-121.

() Law, Policy and Security 2(2)


http://pgp-journal.kiev.ua/archive/2020/8/44.pdf
https://doi.org/10.31558/2786-5835.2023.1.1.2
https://dspace.onua.edu.ua/server/api/core/bitstreams/0052db22-4a3f-444c-b17d-a2c33cbb7268/content
https://doi.org/10.20372/wujl.v1i1.655
https://doi.org/10.32702/2306-6814.2021.20.63
http://doi.org/10.5281/zenodo.2635553
http://www.irbis-nbuv.gov.ua/cgi-bin/irbis_nbuv/cgiirbis_64.exe?I21DBN=LINK&P21DBN=UJRN&Z21ID=&S21REF=10&S21CNR=20&S21STN=1&S21FMT=ASP_meta&C21COM=S&2_S21P03=FILA=&2_S21STR=Chkup_2018_1_12
http://www.irbis-nbuv.gov.ua/cgi-bin/irbis_nbuv/cgiirbis_64.exe?I21DBN=LINK&P21DBN=UJRN&Z21ID=&S21REF=10&S21CNR=20&S21STN=1&S21FMT=ASP_meta&C21COM=S&2_S21P03=FILA=&2_S21STR=Chkup_2018_1_12
https://ccu.gov.ua/library/zahyst-prav-lyudyny-v-ukrayini-suchasnyy-stan-ta-perspektyvy-vdoskonalennya-2022
https://ccu.gov.ua/library/zahyst-prav-lyudyny-v-ukrayini-suchasnyy-stan-ta-perspektyvy-vdoskonalennya-2022
https://doi.org/10.32837/chern.v0i2.351
http://journals-lute.lviv.ua/index.php/visnyk-law/article/view/623
https://history.sspu.edu.ua/images/2021/11/26/_8_2020_tmns-do_druku_kiyiv21.pdf
https://doi.org/10.24144/2788-6018.2022.05.57
https://repository.kpi.kharkov.ua/handle/KhPI-Press/62883
https://doi.org/10.32782/pyuv.v3.2022.14
https://visnyk.iful.edu.ua/en/issue-%e2%84%96-719/shuliatytskyi-s-features-of-free-legal-aid-provision-in-minor-civil-cases-in-ukraine/

Karyi

[19] Sood, S. (2019). Convergence in the practice of legal aid to improve access to justice. Asian Journal of Legal
Education, 6(1-2),18-28. doi: 10.1177/2322005818812612.

[20] Tsymbaliuk, V. (2023). Lawyer in the system of free legal aid: Organizational and legal basis of interaction.
Analytical and Comparative Law, 1, 412-415. doi: 10.24144/2788-6018.2023.01.70.

Bonoaumup Kapuii

JokTop dinocoodii 3 npasa

3axiZAHOYKpPaiHCbKMI HallioHaIbHUI yHiBEpCUTET
46000, Byn. MukynmHeupKa, 46A, m. TepHoninb, YKpaiHa
https://orcid.org/0000-0003-0634-988X

MpuncBOEHHS NoBeaiHKU MiXKHApPOAHIN opraHisauii:
Teopia Ta NpaKTUKa 3aCTOCyBaHHSA

AHoOTaUif. AKTYaJIbHICTh JAHOTO OOCTiIKEHHS BUIUIMBAE 3 HEOOXiZHOCTI KOMIUIEKCHOTO aHajisy peasmisarii
TIpaBa Ha 3aXUCT Yepe3 CUCTEMY 6e30TUTaTHOI paBHUYOI IOTIOMOTH B VKpaiHi, Ka € BayKJIMBOO afMiHiCTpaTUBHO-
IIPaBOBOIO iHCTUTYIII€IO, aJle AOCi HeIOCTaTHBO BUBYEHOIO 3 TOYKU 30PY IOCTYITHOCTI Ta epeKTUBHOCTI. 0CITisKeHHS
6yJI0 CrpsMOBaHe Ha BHU3HAYEHHS KJIIOYOBUX ACIEKTIB, AKi CIIPUAIOTH 3a6e3IeUeHHI0 JOCTYITY L0 IIPaBOCYAAs,
3aXUCTy IIpaB JIIOLWHY, PiBHOCTI Ilepef 3aKOHOM, IIiIBUIIEHHIO IIPAaBOBOI CBiIOMOCTI HaceJeHHS Ta COLiaJIbHOL
cTabinbHOCTL. V JOCTiIKEHHI BUKOPUCTaHI IyKepesia pi3HOTO HAyKOBOTO 3HAYEHHS, ajie aHasi3 ix B KOMILIEKCI
Z03BOJIMB 3a6€3MeUNTH MaKCUMAJIbHE OTTPALfOBaHHS GaKTUIHUX JaHUX Ta HAJIEXKHY apT'yMEeHTOBaHICTh i BATOMiCTh
3po6IeHNX BUCHOBKIB. HayKoBa po60Ta MiATBEPIKYE MTO3ULIII0, 110 TTPaBO HA IIPaBHUYY JOTIOMOTY € HEBiZ EMHOIO
YaCTUHOIO rapaHTii Ha CIIpaBeJIMBUM CY[  KOHTEKCTI KOHLEIT OCTYITy 0 IIPaBOCYA s, HeBiZl €MHUM YaCTUHY
ebeKTUBHOI Ta CIIpaBeJINBOI ITPaBOBOI CUCTEMU, SIKa He TIIBKU I'PYHTYETHCS Ha IIPUHIINUIII BEpXOBEHCTBA [1paBa, a
Y1 € HeBi1 EMHOIO TapaHTIE€I0 AOBipYU rpOMaZAH 0 IIPOLECY CYOOYMHCTBA. Y3araJbHeHHs JOCIiIKeHb Ta MiICYyMKiB
IiSUTBHOCTI CCTeMU 6e30ITaTHOI MPpaBHUYO]I JOITOMOTH 3a Yac ii po60TH, I03BOJINMIIO BCTAHOBUTH OKPEMI acIIeKTH,
IIO MiJKPECITIOITh BYKJIUBICTD OiSUTBHOCTI CCTEMH, CEPEJ, HUX 30KpeMa: 3a6e3IeueHHs JOCTYIy 4O IIPaBOCYLAs,
3aXUCT MIPaB JIIOAWHY, 3a6e3IeUeHHA PiBHOCTI IIepe]] 3aKOHOM, CIIPUSHHA eGEeKTUBHOCTI IPaBOCYA A, 3a1106iraHHsA
coLiasbHOI HECIIPaBeIJIMBOCTI, PO3UIMPEHHS MOMKJIMBOCTEN BpAa3/IUBUX BEPCTB HaceJeHHs, 3abe3ledyeHHS
coriasbHOI CTAabiNBHOCTI Ta MiABUIIIEHHS DPIiBHA ITPABOBOI CBiIOMOCTI HaceleHHS. BHOKpeMJIeHI MiICyMKU Ta
TTOJIOKEHHS 6YIyTh BAXKJIMBUM eJIEMEeHTOM [IJI 06paHHs CrtocobiB Ta METOIB MOKPAIleHHS HATIPAMKIB PO3BUTKY
i poboTu crcTeMu 6e30IUTaTHOI ITPAaBHUYOI OTIOMOTH Ta BiIKPUIOTh 3MOTY YHUKHYTH BUHUKHEHHS HEraTUBHUX
CUTYyAIliil Ta 3aKOHOMIPHOCTEH y Ii AifAIbHOCTI. Pe3y/bTaTi JOCTIIKEHH MOXYTh 6YyTHU BUKOPUCTAHI YPAIOBUMU
opraHamu s pebOpMyBaHHS IIPaBOBOI CUCTEMU, HAaBYaJIBHUMU 3aKJIalaMU IJIs OCBiTH MaMbyTHIX I0pPUCTIB, a
TaKO’K IPAaBO3axXMCHUMU OpraHi3aliiMu A1 MiABUIeHHA epeKTHUBHOCTI 3aX1CTy IIpaB IPOMaisiH

KniouoBi cnoBa: peasisallis IpaBa; IIpaBo Ha IIPaBHUYY JIOTIOMOIY; LIEHTP 3 HalaHHS IIPaBHUYOI JOTIOMOT'Y; 610p0
IIpaBHUYOI IOITIOMOTI'Y; OCTYII IO IIPAaBOCYA14; HEYPALOBI opraHisariil

Law, Policy and Security 2(2)



https://doi.org/10.1177/2322005818812612
https://doi.org/10.24144/2788-6018.2023.01.70
https://orcid.org/0000-0003-0634-988X

S
LN LAW, POLICY AND SECURITY

Journal homepage: https://Ipas.com.ua/
Law, Policy and Security, 2(2), 12-27
Received: 25.07.2024 Revised: 05.11.2024 Accepted: 20.12.2024

UDC347.4 DOI: 10.62566/1ps/2.2024.12

Valentyna Sloma

Doctor of Law, Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0002-9582-1236
Nataliia Butryn-Boka

PhD in Law, Associate Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0003-3684-7177
Yuliia Trufanova

PhD in Law, Associate Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0003-4310-3061
Inna Zaitseva-Kalaur

PhD in Law, Associate Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0001-5924-5844
Iryna Tsvigun®

PhD in Law, Associate Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0002-1284-4193

Modern technologies and European standards:
Their impact on Ukrainian contract law

Abstract. The relevance of the study is due to the need to adapt the development of Ukrainian contract law to
the new realities of digitalisation and globalisation that arise in the process of introducing new technologies, and
further integration with international legal norms. The purpose of the study was to analyse the impact of modern
technologies and European standards on the development of contractual legal relations in Ukraine, and to identify the
main trends in the transformation of Ukrainian contract law in the context of the integration of digital technologies.
The research methodology was based on a comprehensive approach, which includes several main methods, namely:
methods of analysis and synthesis, system-structural, formal-logical and the method of legal hermeneutics. This
approach allowed to comprehensively investigate the impact of modern technologies on the development of contract
law in Ukraine based on decisions of the Supreme Court, innovations in the legislation of Ukraine and the European
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Union, which is multifaceted and includes numerous legal acts and norms. The article considered innovative trends
inlegislation and judicial practice in the context of the development of contractual legal relations. It was emphasised
that innovations in contractual relations create new opportunities for the development of Ukrainian contract law and
require a comprehensive approach to the regulation of contractual relations, which necessitates a modification of the
approach to their regulation, which directly depends on the type of technology used (artificial intelligence, blockchain,
online platform, etc.). At the same time, the priority is the application of more flexible mechanisms for interpreting
the contract, which is important for ensuring compliance with legal certainty regarding the purpose and purpose
of the contract. It was concluded that the successful implementation of digital technologies in the development of
contractual relations requires a comprehensive approach, and includes changes in legislation, the development of
professional competencies and the adaptation of the legal environment to the new challenges of the digital era. For
the effective implementation of these norms, it is necessary not only to update the regulatory framework, but also
to ensure proper legal practice that takes into account new technological capabilities. The results of the study can be
used in the field of developing contract law, as well as for application in law enforcement practice

Keywords: contractual relations; digital transformation; electronic and digital data; contract management; personal

data protection

INTRODUCTION

Contractual legal relations are a key category that has
existed since ancient times, reflecting the foundations
of interaction between people and regulating their obli-
gations and rights. Throughout history, the evolution of
society has significantly transformed this sphere, influ-
encing the principles, forms and content of contracts.
Modern socio-economic conditions have become a cat-
alyst for the emergence of new types of contracts and
changes in legal regulation. This indicates the dynamic
development of society, which contributes to changes
in contractual structures, while maintaining their via-
bility and adaptability. Significant research shows that
the key factor influencing the transformation of con-
tractual legal relations is the departure from formal-
ised solutions. This process is due to the growing need
to apply more flexible and adaptive mechanisms for
concluding agreements that are able to function effec-
tively in new economic conditions and the social envi-
ronment. The evolution of contractual legal relations is
closely related to the evolution of the contract design,
since changes in legal norms, social conditions and
economic realities require adaptation and improve-
ment of the contracts themselves. At the current stage
of development of society, there is a shift away from
the use of paper form of the contract, which is due to
the integration of technologies that allow concluding a
contractin electronic form with a digital signature. That
is, everything depends on the technological capabilities
of the software product used to ensure the functioning
of the contract. At the same time, the variability of tech-
nological systems leads to the variability of the legal de-
sign of the contract, which determines the dimension
of the transformation of contractual legal relations and
the path of decision-making regarding the technologi-
cal products used.

Law, Policy and Security 2(2)

There is a focus on cooperation, where approaches
that emphasise partnership and trust between the par-
ties are becoming increasingly popular. Thus, the evo-
lution of contractual legal relations and contract struc-
tures occurs in parallel, reflecting changes in the social,
economic and technological aspects of life. This process
requires careful study to ensure adequate legal support
in a dynamic environment. In this context, it is important
to pay attention to the historical aspects of the develop-
ment of contract structure (Yuzheka, 2023).

Investigating contractual legal relations, D.V. Abram-
chuk (2023) noted that during the Roman Empire, Roman
contract law was distinguished by significant formalism,
which was due to the legislatively established require-
ments for the mandatory form for civil contracts, with-
out which they could not generate legal consequences,
and the parties were deprived of procedural protection
in the event of a violation of their rights. Later, the re-
searcher states, with the development of the economy
and changing approaches to production, the «old cult of
the word» gradually lost its dominant role.

S.V. Reznichenko (2016) emphasised that the use of
contracts for thousands of years is due to their flexible
legal form, which can reflect various social relations.
The evolution of the contract is also a consequence of
transitivity in the legal sphere, which is manifested in
the dynamics of the development of society, the impact
of social changes on law and the legal consolidation of
these changes. Law, being a social institution, both forms
social institutions and is subject to social changes, which
allows to trace different models of social dynamics in le-
gal development. M.A. Eisenberg (2018) emphasised that
from the mid-nineteenth to the early twentieth century,
the school of classical contract law dominated contract
law, while over the last 70-80 years, contract law has
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transformed into modern law. The author also noted
that in classical law, considerations were formal, with-
out taking into account social proposals, while modern
contract law tries to create rules based on social needs.
To the above considerations, the researcher added that
the transformation in contractual legal relations can
be traced through the analysis of four spectra: objec-
tivity-subjectivity, = standardisation-individualisation,
static-dynamicity and binary-multifacetedness. In this
context, J. Hartman (2021) emphasised that in the com-
ing years, digital transformation (DX) will focus on the
concept of digital transformation of contracts (DCX), and
concerns the digitalisation of contracts and contract li-
fecycle management (CLM) processes. DCX is becoming
a key element of an organisation’s broader digital trans-
formation strategy, as it not only modernises their con-
tracting efforts, but also allows the use of contract data to
provide practical business insights, which is the heart of
digital transformation. Continuing the discourse on the
impact of new technologies on contractual processes,
0. Konashevych (2020) noted that “blockchain is suitable
for both legal traditions of property registers, i.e., keep-
ing records of property rights (Torrance system and civil
law), and for keeping chains of transactions (common law
system) (...) it is impossible to transfer the entire system
to blockchain overnight for various reasons (technolog-
ical, political, organisational, legal) (...) traditional public
registry and blockchain systems can operate in parallel,
and therefore citizens will have the right to choose where
they want to manage their property rights.”

M. Durovic & T. Tridimas (2021) noted that “block-
chain provides more control over personal data than
centralised data storage methods” and argued that the
emergence of the collaborative economy, together with
artificial intelligence, big data and 3D printing, creates
the prerequisites for something like the fourth industri-
al revolution, which indicates the significant challenges
facing national jurisdictions, and this is associated with
the move away from the use of centralised storage and
processingof personaldata, whichmakesitdifficulttoap-
plyitslogic to decentralised digital registries. Continuing
the above, it is noted that the arguments of M.M. Durovic
§ T. Tridimas (2021) regarding the complexity of apply-
ing blockchain technology to centralised systems are
reasonable and deserve support. It is believed that the
use of this type of technology will significantly change
approaches to the legal regulation of relevant registers,
in particular the state register of real rights to real es-
tate and their encumbrances, which operates in Ukraine.

Scientists L.A. DiMatteo et al. (2024) noted that the
development of artificial intelligence is the greatest
challenge for the legal community today and saw the
need to implement innovative approaches to the use of

artificial intelligence to ensure compliance with legal
standards and protect the rights of consumers of digital
services. LY. Guleykov (2024) noted that there are diffi-
culties in the legal regulation of relations in the digital
space and suggested that the contract could become the
main legal instrument for regulating such relations, in
particular for the circulation of digital assets.

0.1 Zmykalo (2021) noted the importance of the ef-
ficiency of electronic transactions, especially when they
are carried out via the Internet. The author notes that
due to direct access to the global network and electron-
ic transfers regardless of time and place, the process of
concluding such agreements is significantly acceler-
ated, while the provision of services and goods via the
Internet reduces the costs of concluding agreements
and eliminates the need for personal meetings, which
emphasises the importance of the globalisation of trade
for the development of electronic transactions. N. Fed-
osenko (2022) concluded that further scientific research
is needed to develop and improve legislation to ensure
legal security and protect consumers who conclude
agreements in the digital environment. The author also
emphasised the importance of analyzing legal mech-
anisms for resolving disputes and also pointed to the
growing relevance of the use of artificial intelligence in
civil legal relations, which opens up new opportunities
and challenges for legal regulation.

In development of the above, it should be added that
the evolution of contractual legal relations is also close-
ly related to the evolution of language, since changes in
language definitions cause additional challenges associ-
ated with the need to maintain tools and existing mod-
els in accordance with this evolution. From a historical
perspective, language is not only a means of communi-
cation, but also a tool for forming legal norms that deter-
mine the essence and scope of the obligations of the par-
ties. Accordingly, the dimension of the transformation of
contractuallegal relations depends on the way of making
decisions regarding the introduction of certain techno-
logical products into public relations and the evolution
of speech in connection with the introduction of inno-
vations. Accordingly, the creation of effective solutions
attracts the attention of the modern legal community.

Along with the above, R. Zimmermann (2020) ex-
pressed the opinion that the Europeanisation of contract
law implies, first of all, the “re-Europeanisation” of legal
science and education, and a common European text
for reference is an ideal reference point in this process,
which can be one of the lessons of the old ius commune
for the new European legal culture, because the main
components of the integration of Europe as a cultural
space were universities, Roman legal sources and the
tradition of law as a scientific discipline.

Law, Policy and Security 2(2)
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Thus, the integration of modern technologies plays
an increasingly important role in the formation of con-
tractual legal relations, therefore, the study of their im-
pact on the development and further construction of
Ukrainian contract law becomes an important aspect for
ensuring the country’s competitiveness and its prepara-
tion for the requirements of the EU internal market and
a comprehensive free trade area.

In the context of globalisation and rapid technologi-
cal development, these innovations not only change the
traditional mechanisms of concluding and executing
contracts, but also require new approaches to legal reg-
ulation. Adaptation of legal norms to the new realities of
technologicalisation is important for ensuring stability
and predictability of contractual relations, which is be-
coming critically important in the modern world. Given
the specifics of the Ukrainian legal system, it is impor-
tant to analyse the impact of modern technologies on
the formation of new standards of contractual relations
that will comply with European norms. Technological in-
novations can serve as the basis for the development of
flexible legal instruments that take into account modern
realities and business needs. As the development of con-
tract law in Ukraine takes on new forms, the relevance
of integrating European standards becomes obvious.
The use of modern technologies can help create effec-
tive legal structures that meet modern requirements, in
particular in the field of consumer protection and regu-
lation of e-commerce.

The purpose of the study was to analyse the impact
of modern technologies and European standards on
the development of contractual relations in Ukraine,
and identify the main trends in the transformation of
Ukrainian contract law in the context of the integration
of digital technologies.

The research methodology was based on a compre-
hensive approach, which included several main meth-
ods, namely: methods of analysis and synthesis, sys-
tem-structural, formal-logical and legal hermeneutics.
This methodology allowed for a comprehensive study of

the impact of modern technologies on the development
of contract law in Ukraine based on the decisions of the
Supreme Court - Resolution of the Supreme Court in the
Case No. 212/10457/21%, Resolution of the Supreme Court
in the Case No. 910/5408/21?, Resolution of the Supreme
Court in the Case No. 904/2882/18%), innovations in the
legislation of Ukraine (Law of Ukraine No. 922-VIII4, Law
of Ukraine No. 2155-VIII®, Law of Ukraine No. 675-VIII¢)
and the European Union (Directive 2000/31/UE’, Directive
98/6/UE?, Regulation (UE) 2016/679°), which is multifac-
eted and includes numerous legal acts and regulations.
The system-structural method allowed to analyse
key concepts related to the topic of the study, such as
“modern technologies”, “contractual legal relations’,
“integration with European standards”. The study used
the formal-logical method and the method of legal her-
meneutics, which allowed to analyse the regulatory le-
gal acts that regulate the use of modern technologies
in the contract law of Ukraine. A comparative analysis
of approaches to regulating the use of technologies in
Ukraine and in other countries made it possible to un-
derstand how these instruments affect the development
of contract law, in particular in the context of European
norms. The analysis method helped to identify problems
related to the regulation of modern technologies in the
Ukrainian legal system. The synthesis method turned out
to be useful for studying the effectiveness of the impact
of these technologies on contractual legal relations. In
addition, the forecasting method allowed to outline the
significance of modern technologies in the development
of contract law under the influence of technological in-
novations and changes taking place in the legal sphere.

REVIEW OF SCIENTIFIC RESEARCH

ON THE CURRENT STATE OF DEVELOPMENT
OF UKRAINIAN CONTRACT LAW
Itisimpossible to effectively integrate the latest technol-
ogies and European standards into the countryss legal
system without understanding the current state of de-
velopment of Ukrainian contract law. Ukrainian contract

* Resolution of the Supreme Court in the Case No. 212/10457/21. (2023, December). Retrieved from http://iplex.com.ua/doc.php?regnum=115376851

&red=100003be6a2690566aa4caad699eaf2bb8d955&d=5.

2 Resolution of the Supreme Court in the Case No. 910/5408/21. (2022, August). Retrieved from https://verdictum.ligazakon.net/document/106078971.
3 Resolution of the Supreme Court in the Case No. 904/2882/18. (2019, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2747-15#Text

https://zakononline.com.ua/court-decisions/show/82426143.

“ Law of Ukraine No. 922-VIII “On Public Procurement”. (2015, December). Retrieved from https://zakon.rada.gov.ua/laws/show/922-19#Text.
° Law of Ukraine No. 2155-VIII “On Electronic Identification and Electronic Trust Services”. (2017, October). Retrieved from https://zakon.rada.gov.ua/

laws/show/2155-194#Text.

5 Law of Ukraine No. 675-VIII “On Electronic Commerce”. (2015, September). Retrieved from https://zakon.rada.gov.ua/laws/show/675-19#Text.

7 Directive 2000/31/UE of the European Parliament and Council “On Certain Legal Aspects of Information Society Services, in Particular Electronic
Commerce, in the Internal Market” (“E-Commerce Directive”). (2000, July). Retrieved from https://zakon.rada.gov.ua/laws/show/994_224#Text.

8 Directive 98/6/UE of the European Parliament and Council “On the Protection of Consumers in the Context of the Indication of Prices of Products
Offered to Consumers”. (1998, February). Retrieved from https://zakon.rada.gov.ua/laws/show/984_004-98t#Text.

° Regulation (UE) 2016/679 of the European Parliament and Council “On the Protection of Natural Persons with Regard to the Processing of Personal
Data and on the Free Movement of Such Data, and Repealing Directive 95/46/UE. (General Data Protection Regulation)”. (2016, April). Retrieved from

https://zakon.rada.gov.ua/laws/show/984_008-16#Text.

Law, Policy and Security 2(2)


http://iplex.com.ua/doc.php?regnum=115376851&red=100003be6a2690566aa4caad699eaf2bb8d955&d=5
http://iplex.com.ua/doc.php?regnum=115376851&red=100003be6a2690566aa4caad699eaf2bb8d955&d=5
https://verdictum.ligazakon.net/document/106078971
https://zakononline.com.ua/court-decisions/show/82426143

Modern technologies and European standards...

law has undergone significant changes in recent years,
particularly in the context of globalisation and digital-
isation. A review of scientific research in this area has
allowed to outline the key trends, problems and oppor-
tunities facing the legal environment.

First ofall, it should be noted that the main regulatory
legal acts regulating modern contract law in Ukraine are:
Civil Code of Ukraine® and Commercial Code of Ukraine?.
At the same time, a number of laws that are additionally
applied distinguish the application of contractual legal
relations in various spheres of economic activity. For ex-
ample, Law of Ukraine No. 675-VIII®* and Law of Ukraine
No. 922-VIII* regulate the features of the application of
contractual legal relations when making purchases on
authorised electronic platforms and establish the pro-
cedure for concluding electronic transactions using in-
formation and communication systems. Law of Ukraine
No. 1734-VIII° determines the terms of the consumer
credit agreement and the conditions of its adaptability to
financial capacity.

In general, the number of regulatory acts regulating
modern contract law is more than a dozen, which indi-
cates a certain complexity and multifacetedness of this
legal sphere. This also indicates that Ukrainian contract
law is in constant development, striving to take into ac-
count new challenges arising in connection with the glo-
balisation of the economy and the introduction of mod-
ern technologies. Scientists VM. Adam et al. (2019) and
L.V. Davydova (2023) considered the contract as a univer-
sal instrument for regulating various social relations, en-
suring a balance between supply and demand, and acting
as an optimal form of interaction between participants in
economic circulation. At the same time, the authors note
that freedom of contract in the context of European inte-
gration contributes to the formation of the EU single mar-
ket, strengthening economic cooperation between mem-
ber states, and the general development of countries.

S. Sysuyev (2021), studying the current state of con-
tractual legal relations, pointed to the predominance of
imperative norms over dispositive ones, which is caused
by the lack of clear rules in the Civil Code. The author not-
ed that a significant number of claims for the recognition
of contracts as invalid are filed not to protect rights, but
to avoid obligations. At the same time, he emphasised
that courts, adhering to an outdated approach, consid-
er that if a norm does not contain reservations about
the possibility of changes, it is automatically imperative,

which, in turn, limits the principle of freedom of con-
tract and prevents the effective regulation of contractu-
al relations. Yu. Mytza (2024) noted that the key task of
obligations arising from contractual legal relations is to
preserve the private law paradigm. The author drew at-
tention to the fact that the creation of privileges for indi-
vidual participants in legal relations distorts the idea of
formal equality of persons in private law and disrupts the
balance of interests of participants in civil legal relations,
which leads to the transformation of civil law into public
law and threatens the “publication of private law”. In the
author’s opinion, such an approach is unlikely to bring
positive results, therefore the researcher recommend-
ed harmonising the reform of Ukrainian contractual law
with the achievements of European lawyers, in particu-
lar, through the implementation of the Model Rules of
European Private Law (DCFR). K. Yefremova et al. (2021)
drew attention to the fact that projects and innovations
are becoming increasingly relevant and important in
the modern world. Moreover, the authors emphasised
that currently there are simultaneously opposing pro-
cesses: on the one hand, countries are reorienting inter-
national supply chains to the national level, and on the
other hand, the challenges facing societies require the
intensification of research and the involvement of global
scientific and industrial resources to overcome struc-
tural weaknesses in the economy. N.V. Milovska (2023),
studying the issue of harmonisation of contractual rela-
tions with European Union law, noted that “in the case of
settlements in the payment system, any contract (...) ac-
quires significance not as a separate contract, but as one
of the contracts that provides the corresponding pur-
pose, namely the organisation of the transfer of funds”.
M. Dubel (2021), studying the impact of digital platforms
on the global economy, noted that “digital platforms re-
duce transaction costs, in particular, the costs of triangu-
lation, transmission and verification of the authenticity
of the transaction (...) and facilitate shared use, allowing
for increased efficiency and sustainability”.

Thus, all processes indicate the need to adapt con-
tractual legal relations to innovative approaches to meet
the challenges that arise in the global context. For exam-
ple, the growing importance of digital technologies in
production and business process management opens
up new opportunities for optimising resources and in-
creasing efficiency. Along with these opportunities, new
legal challenges arise related to contractual regulation,

1 Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.

2 Commercial Code of Ukraine (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/436-15#Text.

3 Law of Ukraine No. 675-VIII “On Electronic Commerce”. (2015, September). Retrieved from https://zakon.rada.gov.ua/laws/show/675-19#Text.
4 Law of Ukraine No. 922-VIII “On Public Procurement”. (2015, December). Retrieved from https://zakon.rada.gov.ua/laws/show/922-19#Text.

5 Law of Ukraine No. 1734-VIII “On Consumer Credit”. (2016, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1734-19#Text.
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in particular, personal data protection and cybersecurity.
Accordingly, modern innovative projects require not only
technological solutions, but also the adaptation of the le-
gal framework to ensure security and stability in the dig-
ital environment. This may include the development of
new forms of contracts that take into account the specif-
ics of digital technologies, as well as improving dispute
resolution mechanisms in the virtual environment. Ulti-
mately, the ability of society to cope with these challeng-
eswill determine its competitiveness on the global stage.
For these reasons, M. Khaustova (2022) drew attention to
the assessment and analysis of the quality of application
of tools for the digitalisation of society, as well as their
positive impact on various areas of activity using the ex-
ample of the countries of the European Union, namely
the application of the DESI Index, which determines the
level of technological development and implementation
of innovative technologies in the digital environment
and consists of five main sub-indices: connectivity, hu-
man capital, Internet use, integration of digital technol-
ogies, and digital public services.

On September 5, 2023, the Cabinet of Ministers of
Ukraine approved Order of the Cabinet of Ministers of
Ukraine No. 774-r “On Approving the List of Indicators of
the Digital Economy and Society Index (DESI)™ accord-
ing to which four components are distinguished (hu-
man capital, Internet connectivity, integration of digital
technologies, digital public services) by which the level
of evolution of the country in the field of digital compet-
itiveness will be determined. An important aspect of this
processis the development of contractual legal relations,
since the introduction of digital technologies significant-
ly changes the mechanisms for concluding, executing
and monitoring contracts. Electronic contracts, which
are increasingly used in business and administrative
procedures, require new approaches to legal regulation.
For example, there is a growing need for clear rules re-
garding electronic signature, authentication of contract
participants and resolution of disputes arising in the
digital environment. In addition, digitalisation affects
how the parties interact when concluding contracts. On
the one hand, this ensures the speed and convenience
of the process, but on the other hand, it increases the
risks associated with fraud and improper fulfillment of
the terms of the contract. Accordingly, it sets the task for
lawyers to develop effective mechanisms for protect-
ing the rights and legitimate interests of the parties, in
particular consumers. Therefore, the development of
contractual relations in the context of digitalisation

requires not only the adaptation of existing norms, but
also the introduction of new legal instruments that will
ensure security, transparency and efficiency in doing
business. Thus, contractual relations become a key ele-
ment for supporting innovation and ensuring stability in
the digital economy.

YO. Koleshnya (2021) drew attention to the current
state of implementation of other business models -
platformisation (for example, taxi services such as Uber
and Bolt), and emphasised that in many sources platfor-
misation is considered a threat to traditional business,
since launching a digital platform is much cheaper than
creating a production or service. The author noted that
this business model eliminates intermediaries, reducing
costs, and is easily scalable, the new model focuses on
connections between the consumer and the manufac-
turer, rather than on direct sales, and finds application in
many areas, while the monetisation of platforms allows
reducing the financial burden on users by distributing it
between them.

Thus, with the development of platformisation,
contract law is also changing, as new business models
require the adaptation of traditional legal norms. Plat-
forms create new forms of interaction between partic-
ipants, which affects the conclusion and execution of
contracts. First, new types of agreements appear, such
as contracts for the provision of services through digital
platforms, which require clear regulation of the rights
and obligations of the parties, especially in matters of
liability and consumer protection. Second, since plat-
forms eliminate intermediaries, contract law must en-
sure legal certainty in relations between consumers and
service providers. This applies to the terms of use of plat-
forms, privacy policies and the protection of personal
data. In addition, the growth of the scale of platforms re-
quires the unification of legal norms at the international
level. After all, users and service providers may be locat-
ed in different jurisdictions, which complicates the res-
olution of legal disputes and the execution of contracts.
Regarding the modern traditions of Ukrainian contract
law, D.V. Abramchuk (2023) noted that in the Ukrainian
legal system, a separate place is occupied by standard
and exemplary contracts, while the use of a standard
contract when concluding legally defined agreements is
mandatory, and changes to its content are possible only
in terms of specifying the conditions. Instead, the exem-
plary contract is proposed as a recommendation, which
makes its use a right, not an obligation, for subjects of
civil legal relations.

1 Order of the Cabinet of Ministers of Ukraine No. 774-r “On Approving the List of Indicators of the Digital Economy and Society Index (DESI)”. (2023,
September). Retrieved from https://zakon.rada.gov.ua/laws/show/774-2023-%D1%80#Text.
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Continuing the opinions expressed by researchers,
itis worth noting that standard and exemplary contracts
play an important role in simplifying and standardising
contractual relations, especially in the context of the
growth of digital technologies and globalisation. The use
of standard contracts allows reducing legal uncertainty
and providing greater predictability for participants in
legal relations. At the same time, exemplary contracts
can serve as a guide for entrepreneurs and legal entities
seeking to adapt their agreements to specific business
conditions while maintaining legality. However, there
are risks associated with excessive standardisation, as
standard contracts may not take into account the specif-
ics of individual cases, which can lead to inadequate pro-
tection of the rights of the parties to the agreement, es-
pecially consumers. Therefore, it is important to ensure
a balance between the use of standard and exemplary
contracts and the possibility of their individualisation.

K.A. Rahulina (2017) drew attention to the fact that
in modern legal science there are three approaches to
the characterisation of a contract as a source of law. The
first approach states that a contract is an individual legal
act and cannot be a source of law. The second approach
recognises that only some contracts are normative in
nature. The third approach, supported by its support-
ers, believes that all contracts contain local rules of law,
which allows them to be sources of law. According to this
approach, ordinary civil law contracts can be included
in the sources of law as mononorms. The inclusion of all
contracts, even individual ones, in the national legal sys-
tem is characteristic of the doctrine of natural law and
American sociological jurisprudence.

Developing the topic of the use of digital technolo-
gies, O.V. Petryshyn & 0.S. Hilyaka (2021) noted that dig-
ital technologies contribute to the emergence of digital
rights, which are an extension of universal human rights
adapted to the conditions of a society functioning on
the basis of information. At the same time, the authors
noted that digital rights, although they originate from
information rights, are not limited to them, but cover a
wide range of fundamental rights that are implemented
in the digital environment and require research taking
into account the characteristics of this environment.
S. Pylypenko (2020) drew attention to the peculiarities
of a contract concluded in electronic form, in particular,
the fact that the parties do not interact directly during
the conclusion, but through intermediaries - a tele-
communications service operator, a payment service
provider, a registrar who assigns network identifiers,
as well as other participants who support the operation
of information and telecommunications systems. The
author noted that the intermediary (service provider)
is not responsible for the content of the transmitted or

received information, as well as for the damage that
may be caused by the use of such services, provided that
the intermediary is not the initiator of the transmission
of information, does not choose its recipient and does
not have the ability to change the information itself. At
the same time, M. Blikhar et al. (2023) as a result of the
study identified key problems that arise when using
blockchain technology at the global, national and re-
gional levels. The authors emphasised that one of the
most pressing problems is the imperfection of the le-
gal mechanism for the application of this technology
in the context of the digitalisation of the economy and
that the development of blockchain technology direct-
ly depends on the level of development of the country
and the state of digitalisation of the national economy.
Instead, 0.0. Bakalinska (2023) emphasised that “the
introduction and commercialisation of competitive ad-
vanced technologies (...) will expand the possibilities of
high-tech import and export, will contribute to the in-
troduction of uniform norms of economic development
(...) technology transfer is the movement of technology
through various channels from one of its owners to an-
other (...) in this context of overcoming the technological
lag of countries”. G. Shvets (2016) also expressed relevant
considerations in 2016, noting that “the trends in the de-
velopment of society are accompanied by the introduc-
tion of a significant number of innovations that require
the use of a mechanism for their implementation (...)
one of the most effective ways to transfer innovations is
technology transfer”. Digital technologies, according to
K. Markevych (2021), make it possible to carry out activ-
ities from anywhere in the world, as well as contribute
to the transparency and efficiency of government work
(e-government: a system of electronic regulations and
registrations). O. Lebid (2023) drew attention to the fact
that “digital transformation requires (..) not only changes
inthe use of technology, but also a review of strategy, cul-
ture and ways of interacting with customers and partners
to achieve competitive advantages in the digital world.”

At the same time, the Ukrainian legislator, along
with the use of the term digital technology, uses the term
electronic data, which is different from digital. H. Avdiie-
va § E. Zhyvutska-Kozlovska (2023), studying the use
of digital evidence in legal proceedings, noted that the
terms “electronic” and “digital” evidence are not iden-
tical, since they are associated with the use of different
devices that contain different forms of information -
analog and digital, the difference between which is that
analog information is continuous, and digital is discrete.

Given the above, it becomes obvious that the current
state of development of Ukrainian contract law is at the
stage of transformation, requiring adaptation to new
economic realities and technological innovations, and
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this process is becoming long-term. The introduction
of digital technologies, business platformisation and
the development of international standards create new
challenges for contractual legal relations, in particular
in the areas of electronic contracts, consumer protec-
tion and cybersecurity. Adapting existing norms to these
changes, creating new legal instruments, and develop-
ing dispute resolution mechanisms are important steps
to ensure effective regulation of contractual relations
in the digital environment. Continuing research in this
area will allow not only to take into account the specifics
of modern technologies, but also to develop legal tools to
support innovation and stability in the Ukrainian econo-
my, which is key to achieving the country’s competitive-
ness on the global stage.

INNOVATIVE TRENDS IN CONTRACTUAL
LEGAL RELATIONS.
REVIEW OF LEGISLATIVE NORMS
The normative structure of contract law is one of the
developed areas in the legal system of Ukraine and is
practically understandable in its terms. Covering a large
number of regulatory legal acts, contract law demon-
strates the possibility of its codification on the exam-
ple of Civil Code of Ukraine ! and Commercial Code of
Ukraine? Including a significant list of types of contracts
(provision of services or works, lease, loan, commission,
transportation, insurance, donation, etc.), the legislator
has identified the main elements that compose the pos-
sibility of these legal relations and their protection. First
of all, these are the parties to the contract, ensuring the
performance of the contract and the actual conditions of
its performance, and, what is also most important, this
is the method of protecting violated rights. Accordingly,
it will be appropriate to consider how innovations affect
each of these elements. Also included in the list of regu-
latorylegal acts that apply to the regulation of contractu-
allegal relations are Law of Ukraine No. 2155-VIII3, Law of
Ukraine No. 143-V#, Law of Ukraine No. 1667-I1X°, Law of
Ukraine No.1023-XII¢ etc.

Determining the extent of the use of digital tech-
nologies in the sphere of contractual relations, first of

all, attention is drawn to Law of Ukraine No. 2155-VIII”.
This law introduces a number of terms and procedures
for identifying individuals, in particular when conclud-
ing a contract. Thus, the concept of electronic identifi-
cation was introduced, which consists of the process of
using a person’s identification data in electronic form,
an electronic seal to ensure the authenticity of the ori-
gin of linked electronic data, or to certify the electron-
ic signatures of signatories, and an electronic time
stamp - electronic data that links other electronic data
to a specific point in time to certify the presence of this
electronic data for a certain period of time.. It should be
noted that each electronic signature or electronic seal
haslegal force equal to a signature on a paper document,
provided that the requirements for the reliability and
security of the electronic identification process are met.
This law also establishes requirements for providers of
electronic services that certify electronic signatures,
electronic seals and other means of trust that ensure
proper legal protection of electronic contracts, which, in
turn, significantly changes the approaches to concluding
contracts in the digital environment. From now on, par-
ties can conclude contracts using electronic signatures,
which significantly simplifies and speeds up the process
of signing agreements, reducing the need for physical
contact and the use of paper documents, and promotes
the development of e-commerce, reducing adminis-
trative costs, time for the execution of agreements, and
also allows for the effective use of digital technologies to
automate contractual relations. No less important is the
fact that the use of electronic identification and digital
signatures provides a high level of security and protec-
tion against fraud. Signing agreements via electronic
signature and using an electronic time stamp allows for
indisputable proof of the facts of concluding a contract
and confirming its terms, which is of great importance in
the legal aspect, and also identifies pre-trial settlement
of the dispute, if any.

Relevant innovations in the regulation of contractu-
al relations are contained in Law of Ukraine No. 1667-IX®.
According to the provisions of the law, the term gig con-
tract has been introduced - a civil law contract for the

* Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.

2 Commercial Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/436-15#Text.

3 Law of Ukraine No. 2155-VIII “On Electronic Identification and Electronic Trust Services”. (2017, October). Retrieved from https://surl.li/lidsfx.

* Law of Ukraine No. 143-V “On State Regulation of Activities in the Field of Technology Transfer”. (2006, September). Retrieved from https://zakon.rada.

gov.ua/laws/show/143-16#Text.

5 Law of Ukraine No. 1667-IX “On Stimulating the Development of the Digital Economy in Ukraine”. (2021, July). Retrieved from https://zakon.rada.gov.

ua/laws/show/1667-20#Text.

% Law of Ukraine No. 1023-XIl “On Consumer Protection”. (1991, May). Retrieved from https://zakon.rada.gov.ua/laws/show/1023-12#Text.
7 Law of Ukraine No. 2155-VIIl “On Electronic Identification and Electronic Trust Services”. (2017, October).

Retrieved from https://zakon.rada.gov.ua/laws/show/2155-19#Text.

8 Law of Ukraine No. 1667-IX “On Stimulating the Development of the Digital Economy in Ukraine”. (2021, July). Retrieved https://zakon.rada.gov.ua/

laws/show/1667-20#Text.
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performance of work and/or the provision of services in
Diya City. A gig contract involves the conclusion of agree-
ments between the parties to perform specific tasks or
provide services that are performed remotely or for a
limited period of time, and also allows for the involve-
ment of specialists in projects on short-term contracts.
This makes it possible to attract the best specialists and
freelancers, ensuring flexibility in labor relations, while
maintaining legal clarity and legal protection for both
parties. In the context of Diya City, a gig contract provides
a special legal field for IT companies and startups, allow-
ing them to effectively cooperate with specialists under
transparent, regulated contracts. This form of contrac-
tual relations allows minimising bureaucratic barriers,
accelerating the process of concluding agreements, and
creating new opportunities for the development of the
digital economy in Ukraine, in particular in the field of
information technologies, startups and innovations. The
introduction of gig contracts also responds to the chal-
lenges of the digitalisation of the labor market, where
flexible forms of cooperation are necessary to ensure
a rapid response to the needs and requirements of the
market. This makes it possible to adapt labor relations to
new realities and contributes to an increase in the lev-
el of competition and efficiency in individual sectors of
the economy. Thus, the gig contract is an important step
towards further integration of Ukraine into the glob-
al digital economy and ensuring the legal basis for the
development of digital contractual relations, which will
contribute to the growth of investments in the techno-
logical sector in the field of IT and innovation. Law of
Ukraine No. 3320-IX"introduced the concept of a “digital
thing” into legal circulation, which is defined as a good
that is created and exists exclusively in a digital environ-
ment and has property value, is a virtual asset, contains
digital content and other similar goods. This innovation
contributes to the legalisation and legal regulation of
relations related to digital goods and services that are
actively used in the modern economy. Virtual assets,
in particular cryptocurrencies, tokens, as well as vari-
ous digital content, including software, online courses,
music and video files, receive legal status, which allows
them to carry out civil law transactions, conclude con-
tracts, carry out their purchase and sale, transfer own-
ership and other legal actions. This also creates the basis
for the development of new forms of economic activity

in the digital space, ensuring greater transparency and
protection of the rights of owners of digital goods. In ad-
dition, changes to the Civil Code contribute to the expan-
sion of investment opportunities in the field of technolo-
gy, opening the way for attracting investors to the market
of virtual assets and digital goods.

The Law of Ukraine No. 851-1V? establishes the un-
derstanding of the term electronic document, with an
electronic signature or electronic seal being a manda-
tory condition for the verification of such a document.
In the context of contractual relations, this law creates a
legal basis for ensuring the procedures for concluding,
executing and fulfilling the terms of contracts using a
new form of document management without the use of
paper media.

The Law of Ukraine No. 675-VIII® contains a legisla-
tive interpretation of the electronic form of information
presentation, which consists in a method of document-
ing information (creation, recording, transmission or
storage of information in digital or other intangible form)
using electronic, magnetic, electromagnetic, optical or
other means capable of reproducing it in visual form.

Also, innovative is the Law of Ukraine No. 2074-IX*,
which defined a virtual asset as an intangible good that is
an object of civil rights, has value and represents a set of
data in electronic form. The turnover and existence of a
virtual asset is ensured by a specialised system that reg-
ulates the circulation of these assets. According to this
law, a virtual asset can be used to certify property rights,
in particular, claims to other objects of civil rights, which
opens up new opportunities for the use of such assets in
legal and economic relations. At the same time, this law
creates a legal basis for the development of the virtual
asset market in Ukraine, in particular cryptocurren-
cies, tokens and other digital goods, and promotes the
development of innovative technologies, in particular
in the fields of finance, information technology and the
economy as a whole. This allows reducing legal risks and
increasing the level of protection of participants in the
virtual asset market.

In addition, it is important to note that the intro-
duction of innovations in the field of contract law is not
limited to the use of digital signatures or the regulation
of virtual assets. In the future, an expansion of legal in-
struments to regulate new forms of economic activity,
such as artificial intelligence, blockchain and automated

* Law of Ukraine No. 3320-IX “On Amendments to the Civil Code of Ukraine Regarding the Expansion of the Scope of Civil Rights Objects”. (2020, August).

Retrieved from https://zakon.rada.gov.ua/laws/show/3320-20#Text.

2 Law of Ukraine No. 851-IV “On Electronic Documents and Electronic Document Circulation”. (2003, May) Retrieved from https://zakon.rada.gov.ua/

laws/show/851-15#Text.

3 Law of Ukraine No. 675-VIII “On Electronic Commerce”. (2015, September). Retrieved from https://zakon.rada.gov.ua/laws/show/675-19#Text.
4 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20#Text.
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contract conclusion systems. All of these technologies
can significantly simplify the processes of concluding
and executing contracts, as well as create new oppor-
tunities for business, reducing the costs of legal sup-
port for transactions. One of the promising areas is also
the development of platforms for automated contract
conclusion that use smart contracts. These contracts,
using blockchain technologies, ensure automatic exe-
cution of the terms of the contract without the need for
third-party intervention, which can increase efficiency
and reduce the risks of errors and abuse. However, such
technologies also require clear legal regulation to ensure
the protection of the rights of all participants in the con-
tracts and reduce the risks associated with the automatic
execution of the terms. No less important is the issue of
adapting national legislation to international standards,
especially in view of the development of e-commerce
and international contractual relations. International
treaties concluded in electronic format require interac-
tion with other jurisdictions that have their own pecu-
liarities in the legal regulation of electronic signatures
and electronic transactions. However, despite the nu-
merous advantages, when introducing new technolo-
gies into contractual legal relations, the need for careful
monitoring of the protection of personal data and the
security of electronic transactions increases. In the con-
text of digitalisation, there are serious risks to privacy
and information protection. Therefore, it is important
that legislative initiatives take into account not only the
opportunities for the development of the digital econo-
my, but also mechanisms for ensuring data security and
protection against cyber threats.

Thus, innovations in contractual legal relations cre-
ate new opportunities for the development of Ukrain-
ian contract law, but at the same time require a com-
prehensive approach to their regulation. Changing the
approach to the formation of contractual legal relations
remains the key element in the observance of legal cer-
tainty regarding the purpose of the contract and the
method of its execution, while the use of more flexible
mechanisms for interpreting the contract becomes a
priority, taking into account the intentions of the parties
and the method of forming contractual relations, which
directly depends on the type of technology used (artifi-
cial intelligence, blockchain, online platform, etc.). This,
in turn, creates the need to reduce the restrictive pos-
sibilities of protection methods and the need to comply
with technical requirements when working with the
technology used.

INNOVATIVE TRENDS IN CONTRACTUAL
LEGAL RELATIONS.

REVIEW OF JUDICIAL PRACTICE

The world’s orientation towards the constant develop-
ment of technologies has a huge impact on the process
of developing contract law, which changes the usual
models of legal regulation. A characteristic feature of
Ukrainian contract law is that it evolves and develops not
in isolation, but in the process of continuous integration
of the best practices and institutions from world juris-
prudence. Such convergence of legal orders is natural
for open societies. One of the results of this convergence
can be considered the spread of judicial precedent from
among the sources of contract law.

Turning to the current practice of litigation in
Ukraine, it should first be noted that there is a small
number of litigation related to the study of the use of
technology in contractual legal relations. At the same
time, technological innovations are included in the list
of means used as an evidentiary basis when consider-
ing a case in court. This is also due to the relevant leg-
islative changes made to procedural legislation. Thus, in
Art. 99 of the Code of Administrative Court Procedure of
Ukraine!, Art. 100 Civil Procedure Code of Ukraine? and
Art. 96 Commercial Procedure Code of Ukraine? the
term electronic evidence was introduced. According to
the provisions of the acts, electronic evidence includes
information stored in digital form (texts, graphic im-
ages, photographs, videos and audio recordings), web
pages, messages in various formats (text, multimedia,
voice), metadata, databases and other types of electronic
data and can be stored on various media, such as mobile
phones, memory cards, servers or on the Internet. This
creates new challenges and opportunities for judicial
practice, as electronic evidence opens up new hori-
zons for the analysis and assessment of facts within the
framework of contractual legal relations. Judicial prac-
tice already demonstrates the growth of the use of such
evidence, which can change the approach to the assess-
ment of legal disputes, especially in the context of the
rapid adaptation of new technologies in public life. One
of the biggest challenges is determining the admissibil-
ity and reliability of electronic evidence. Issues related
to the authenticity and accuracy of data stored in dig-
ital form become relevant when considering disputes,
where every detail is important. This, in turn, requires
the development of new mechanisms for evaluating and
verifying electronic evidence, as well as improving judi-
cial practice in dealing with such materials.

t Code of Administrative Court Procedure of Ukraine. (2005, July). Retrieved from https://zakon.rada.gov.ua/laws/show/2747-15#Text.
2 Civil Procedure Code of Ukraine. (2004, March). Retrieved from https://zakon.rada.gov.ua/laws/show/1618-15#Text.
3 Commercial Procedure Code of Ukraine. (1991, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1798-12#Text.
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The role of online platforms for concluding contracts
is also growing with the development of electronic com-
munication, which leads to the emergence of new mod-
els of electronic agreements, such as smart contracts.
However, the issues of their legal nature and methods of
monitoring the implementation of such agreements re-
main the subject of active discussions in judicial circles.
In particular, the issue of determining the conditions un-
derwhich electronic contracts can be recognised as valid
and how they can be checked for compliance with the re-
quirements of the law is important. For example, Resolu-
tion of the Supreme Court in the Case No. 212/10457/21,
where the subject of the dispute was the invalidation of
a transaction signed with an electronic signature with a
one-time identifier, the Supreme Court in its resolution
dated December 4, 2023 noted that according to the rule
of Part Eight of Article 11 of the Law of Ukraine No. 675-
VIII? if the conclusion of an electronic contract takes
place in the information and telecommunications sys-
tem of an e-commerce entity, in order to accept an offer
to conclude such a contract, a person must identify him-
self in such a system and provide a response on accept-
ance of the offer (acceptance) in an arbitrary form in the
manner specified in Part Six of this Article. An electronic
contract concluded by exchanging electronic messages,
signed in the manner specified in Article 12 of this Law,
is considered to be equivalent in legal consequences to a
contract concluded in writing.

In Resolution of the Supreme Court in the Case
No. 922/788/19° resolving a dispute regarding the prop-
er performance of contractual obligations under a
supply contract, the Supreme Court in its resolution of
12/28/2019 concluded that a printout of electronic cor-
respondence cannot be considered an electronic doc-
ument (copies of electronic documents) since an elec-
tronic signature is a mandatory requisite of an electronic
document and is used to identify the author and/or sign
an electronic document by other entities of electronic
document flow). A similar legal position is stated in the
resolutions of the Supreme Court 0of 16.03.2020 p. in Res-
olution of the Supreme Court in the Case No. 910/1162/19*

and of 11.06.2019 p. in Resolution of the Supreme Courtin
the Case No. 910/1162/19°.

Regarding the practice of using mobile applica-
tions Viber, Skype, WhatsApp (Urkevych, 2024) as a
means of information exchange, the Supreme Court in
its resolutions of 04/17/2020 in case No. 905/2319/17, of
03/25/2020 in case No. 570/1369/17, of 07/13/2020 in case
No. 753/10840/19, of 11/27/2019 in case No. 1540/3778/18
concluded that correspondence in Viber, Skype and oth-
er messengers, including voice messages and others, is
proper electronic evidence in court cases. In Resolution
of the Supreme Court in the Case No. 910/5408/¢ dated
03.08.2022 states that the concepts of electronic docu-
ment and electronic evidence are not identical, the latter
is much broader, and includes any information in digital
form that is relevant for the consideration of the case, in-
cluding messages sent by email or other means of elec-
tronic communication.

Investigating the issue of concluding a contract
between the parties in electronic form, the Supreme
Court, as part of the panel of judges of the Second Judi-
cial Chamber of the Civil Court of Cassation, on June 14,
2022, in Resolution of the Supreme Court in the Case
No. 757/40395/20 (No. 61-16059cB21)” concludes that
an offer to conclude an electronic contract (offer) and
acceptance of the offer (acceptance) can be made by
sending a commercial electronic message via informa-
tion and telecommunications systems, while the person
must be identified in such a system. It further notes that
an electronic contract concluded by exchanging elec-
tronic messages and signed is considered to be equiv-
alent in legal consequences to a contract concluded in
writing, where each copy of the electronic document
must contain a signature superimposed on it.

At the same time, in another case regarding the
identification of a person, the Supreme Court, as part
of the panel of judges of the Administrative Court of
Cassation, on February 9, 2023 according to the Reso-
lution of the Supreme Court in the Case No. 404/502/18
(No. 61-8449cB19)® notes that the loan agreements
of 24.072018 No. 18421, of 28.08.2018 No. 24380, of

t Resolution of the Supreme Court in the Case No. 212/10457/21. (2023, December). Retrieved from http://iplex.com.ua/doc.php?regnum=115376851

&red=100003be6a2690566aa4caad699eaf2bb8d955&d=5.

2 Law of Ukraine No. 675-VIII “On Electronic Commerce”. (2015, September). Retrieved from https://zakon.rada.gov.ua/laws/show/675-19#Text.

3 Resolution of the Supreme Court in the Case No. 922/788/19. (2019, December). Retrieved from https://verdictum.ligazakon.net/document/86717260.
4 Resolution of the Supreme Court in the Case No. 910/1162/19. (2020, March). Retrieved from https://zakononline.com.ua/court-decisions/
show/88244984.

S Resolution of the Supreme Court in the Case No. 904/2882/18. (2019, June). Retrieved from https://zakononline.com.ua/court-decisions/
show/82426143.

6 Resolution of the Supreme Court in the Case No. 910/5408/21. (2022, August). Retrieved from https://verdictum.ligazakon.net/document/106078971.
7 Resolution of the Supreme Court in the Case No. 757/40395/20 (No. 61-16059c¢821). (2022, July). Retrieved from http://iplex.com.ua/doc.php?regnu
m=104769406&red=100003cd55c0c29bae642f5d32e0af4864dd00&d=5.

8 Resolution of the Supreme Court in the Case No. 404/502/18 (No. 61-8449¢819). (2020, March). Retrieved from https://zakononline.com.ua/court-
decisions/show/88401593.
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08.09.2018 No.26487,0f12.10.2018 No. 31949, 0f26.11.2018
No. 40258, signed by borrowers using a one-time identi-
fier password, i.e. the conclusion of transactions between
the parties is confirmed by proper and admissible evi-
dence. Inthis case, receiving aletterto the e-mailaddress
and/or SMS message, without logging into the company’s
website using the personal account login and personal
account password, loan agreements between borrowers
and the lender would not have been concluded. Similar
conclusions were expressed by the Supreme Court in its
resolutions of 23.03.2020 in Resolution of the Supreme
Court in the Case No. 404/502/18 (No. 61-8449cB19)%;
of 09.09.2020 in Resolution of the Supreme Court
in the Case No. 732/670/19 (No. 61-7203cB20)%; of
12.01.2021 in Resolution of the Supreme Court in the
Case No. 524/5556/19 (No. 61-16243cB20)3 , of 28.04.2021
in Resolution of the Supreme Court in the Case
No. 234/7160/20 (No. 61-2903cB21)*, 0f 10.06.2021 in Res-
olution of the Supreme Court in the Case No.234/7159/20
(No. 61-18967cB20)%, of 18.06.2021 in Resolution of
the Supreme Court in the Case No. 234/8079/20
(No. 61-2904cB21)5.

Regarding the use of online platforms, it should
first be noted that their use is carried out through the
relevant mobile applications (Uber, Uklon, Bolt, Glovo,
Raketa etc.), while the management of technical plat-
forms is provided by relevant legal companies. In case
No. 761/35866/19, Shevchenkivskyi District Court of Kyiv
on September 15, 2021 concluded that individuals con-
clude a contract for the provision of services by adher-
ing to the standard Terms and Conditions governing ac-
cess to and use of the GLOVO platform, namely with the
company Glovoapp23,S.L., which is the owner of prop-
erty rights to the GLOVO technological platform, and
develops and supports the GLOVO technological plat-
form, and is a non-resident of Ukraine, while LLC “Glo-
voapp Ukraine”, which is the representative of GLOVO,
is only its subsidiary. Darnytskyi District Court of Kyivin
its decision of February 15,2021 in case No. 753/8140/20
noted that the provision of transportation services us-
ing the Uber application becomes possible through
the conclusion of a partnership agreement with UBER

(Shumylo, 2022). In summary, the modern develop-
ment of contract law is focused on the integration of
electronic evidence into judicial practice, which is due
to the rapid development of digital technologies and
changes in procedural legislation. The use of such evi-
dence as correspondence in messengers and electron-
ic documents is becoming a common phenomenon in
court cases, creating new opportunities for assessing
facts and resolving legal disputes. One example is the
use of online platforms such as GLOVO and Uber to
conclude contracts for the provision of services by ad-
hering to standard terms and conditions governing ac-
cess to and use of these platforms. However, the owners
of such platforms are non-residents of Ukraine, which
creates a situation of dual application of legislation -
both Ukrainian and international. This issue becomes
important for understanding the legal regulation of
such agreements and their implementation in Ukraine.
As clean technologies continue to attract the modern
world, it remains important to increase initiatives in
the formation of new legal positions, carefully assessed
with regard to the use of a particular type of technology
in contractual relations.

IMPACT OF EUROPEAN STANDARDS
ON NATIONAL LEGISLATION
IN THE FIELD OF CONTRACT LAW
The European Union has already implemented numer-
ous successful practices of using technology, which be-
come the basis for changes in national legal systems.
An example is the use of smart contracts in Germany
for concluding real estate transactions, which signifi-
cantly simplifies processes and reduces costs, as well
as the use of electronic platforms in Sweden to ensure
consumer protection in accordance with a European di-
rective. These examples highlight the role of technology
in transforming legal practices and indicate the impor-
tance of integrating European standards into national
legislation, which allows adapting to new challenges, in
particular in the digital sphere.

Implementation of European standards in con-
tract law, such as Directive 2000/31/UE of the European

t Resolution of the Supreme Court in the Case No. 404/502/18 (No. 61-8449cBs19). (2020, March). Retrieved from https://zakononline.com.ua/court-

decisions/show/88401593.

2 Resolution of the Supreme Court in the Case No. 732/670/19 (No. 61-7203cB20). (2021, January). Retrieved from https://verdictum.ligazakon.net/

document/91519911.

3 Resolution of the Supreme Court in the Case No. 524/5556/19 (No. 61-16243cB20). (2021, January). Retrieved from https://verdictum.ligazakon.net/

document/94102130.

* Resolution of the Supreme Court in the Case No. 234/7160/20 (No. 61-2903cB21). (2021, April). Retrieved from https://ips.ligazakon.net/document/

C018375.

5 Resolution of the Supreme Court in the Case No. 234/7159/20 (No. 61-18967c820). (2021, June). Retrieved from http://iplex.com.ua/doc.php?regnu

m=97771534&red=100003c0efe064c9567783cbf872aa8b7f77b0&d=5.

% Resolution of the Supreme Court in the Case No. 234/8079/20 (No. 61-2904c821). (2021, June). Retrieved from https://ips.ligazakon.net/document/

€024848.
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Parliament and Council’, Directive 98/6/UE of the Eu-
ropean Parliament and Council> and Regulation (UE)
2016/679 of the European Parliament and Council®, has a
significantimpact on the development oflegal regulation
in Ukraine. They establish important principles relating
tothe protection of the rights of the parties in contractual
relations, and also define the requirements for electronic
contracts, which, in turn, creates a legal basis for modern
business models based on technology. Such integration
of European norms allows Ukraine to adaptitslegislation
to the new realities of globalisation and digitalisation,
and also ensures the legal force of electronic contracts,
improving mechanisms for protecting consumer rights
and contributing to the development of the market.

However, an important aspect is not only the intro-
duction of changes to the regulatory framework, but
also the effective implementation of European stand-
ards into national practice. The difference in legal ap-
proaches, cultural and economic characteristics require
Ukraine to make significant efforts to ensure the real im-
plementation of these norms. Therefore, the integration
of European standards requires not only the adaptation
of the regulatory framework, but also the formation of
an appropriate infrastructure for their effective appli-
cation in practice. For example, the application of new
technologies, such as contract lifecycle management
(CLM) systems, is becoming an important stage in the
development of legal regulation and is associated with
the formation of a strategic approach to “managing the
entire customer journey, from the first point of contact
to retention and renewal” (Karr, n.d.)

However, despite the significant potential of these
technologies, their implementation often faces chal-
lenges such as long transformation times and high fail-
ure rates. This highlights the need for not only techno-
logical solutions but also organisational culture changes
to ensure the successful use of these tools. Therefore,
while CLM technologies can help improve contract man-
agement, their effective implementation requires a
comprehensive approach that includes both technologi-
cal and legal aspects.

Also important in the context of the implementation
of European standards is the need to take into account

the trends that are outlined with the introduction of new
technologies. Researchers (DSA, 2022) noted that the
Rules regulating the activities of Internet intermediar-
ies were first introduced in the American The Commu-
nications Decency Act?, later adapted in articles 12-15
Directive 2000/31/UE of the European Parliament and
Council® on e-commerce, and became the basis for the
development of national regulations, in particular Law of
Ukraine No. 675-VIII ®.

In addition, in the context of consumer protection,
the European Parliament approved the Law on Artificial
Intelligence, which pays special attention to the prohi-
bition of the use of certain aspects of technologies, such
as biometric identification and emotion recognition.
This indicates a growing attention to the protection of
privacy and personal data in the digital environment.
Ukraine is also gradually adapting its legislation to Eu-
ropean standards in the field of consumer protection,
although there are still some gaps in the regulation of
aspects such as representative actions and other inno-
vations introduced as part of recent changes to Europe-
anlegislation. Continuing, itis worth noting that the ad-
aptation of Ukrainian legislation to European standards
in the field of contract law and consumer protection is
a key factor in ensuring effective legal regulation in the
context of digitalisation. In particular, the implementa-
tion of standards such as the E-Commerce Directive and
the GDPR allows creating a favorable legal environment
for the development of new technologies, in particular
smart contracts and contract lifecycle management
(CLM) systems. However, to achieve real results, it is nec-
essary to take into account not only legislative changes,
but also the practical implementation of these norms
into the national legal system, taking into account the
specifics of domestic legal and cultural features. More-
over, the Ukraine 2023 Report (European Commission,
2023) notes Ukraine’s successes in digital transforma-
tion, which is important for Ukraine’s competitiveness
and preparation for the requirements of the EU internal
market and the implementation of a deep and compre-
hensive free trade area.

In conclusion, the integration of European stand-
ards into Ukrainian legislation is an important step in

! Directive 2000/31/UE of the European Parliament and Council “On Certain Legal Aspects of Information Society Services, in Particular Electronic
Commerce, in the Internal Market” (“E-Commerce Directive”). (2000, July). Retrieved from https://zakon.rada.gov.ua/laws/show/994 224#Text.

2 Directive 98/6/UE of the European Parliament and Council “On the Protection of Consumers in the Context of the Indication of Prices of Products
Offered to Consumers”. (1998, February). Retrieved from https://zakon.rada.gov.ua/laws/show/984_004-98#Text.

3 Regulation (UE) 2016/679 of the European Parliament and Council “On the Protection of Natural Persons with Regard to the Processing of Personal
Data and on the Free Movement of Such Data, and Repealing Directive 95/46/UE. (General Data Protection Regulation)”. (2016, April). Retrieved from

https://zakon.rada.gov.ua/laws/show/984_008-16#Text.

4 The Communications Decency Act. (1997, March). Retrieved from https://www.ipmall.info/sites/default/files/hosted_resources/crs/96-321.pdf.

S Directive 2000/31/UE of the European Parliament and Council “On Certain Legal Aspects of Information Society Services, in Particular Electronic
Commerce, in the Internal Market” (“E-Commerce Directive”). (2000, July). Retrieved from https://zakon.rada.gov.ua/laws/show/994 224#Text.

% Law of Ukraine No. 675-VIII “On Electronic Commerce”. (2015, September). Retrieved from https://zakon.rada.gov.ua/laws/show/675-19#Text.
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creating legal conditions for the development of dig-
ital technologies and ensuring consumer protection.
However, for the successful implementation of this in-
tegration, it is necessary not only to adapt the regulato-
ry framework, but also to actively work on the effective
implementation of these standards into practice, which
requires a comprehensive approach and careful prepa-
ration of the legal infrastructure.

CONCLUSIONS

In summary, several key observations can be made re-
garding the development of contractual relations in
the context of modern economic and legal challenges.
First, the growing importance of digital technologies in
the economy and business processes contributes to the
emergence of new legal issues, in particular in the field
of contract law. One of the main ones is the legal regula-
tion of electronic contracts and their enforcement. Most
business transactions increasingly take place in a digital
environment, which poses the need for the legal system
to adapt its rules to new conditions and requirements.
The issues that arise include the use of electronic sig-
natures, new mechanisms for authentication and data
protection, as well as the development of new rules for
resolving disputes in a virtual environment. Increasing
the speed and convenience of concluding contracts on-
line provides significant benefits, but also creates new
risks, such as fraud, improper performance of contract
terms or threats to cybersecurity.

Secondly, an important factor is the growing impor-
tance of business platformisation, when companies and
consumers interact through digital platforms. This shifts
the focus of traditional contractual relationships, as plat-
forms blur the lines between producers and consumers,
eliminating intermediaries. This can reduce costs and
make businesses more scalable, but at the same time
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CyyacHi TexHonorii Ta eBponemcbKi CTaHAApPTK:
iX BMIUB Ha YKpaiHCbKe AorosipHe NpaBo

AHoOTaUif. AKTYaJIbHICTh JOCTiI>KeHHS 06yMOBJIeHA He06XiTHICTIO aJjarTallil pO3BUTKY LOTOBipHOTO ITpaBa YRpaiHu
II0 HOBUX peastin nnéposisariii Ta mmobarmisatiii, 110 BUHUKAIOTD Y IIPOLIEC] BITPOBaI)KEHHS HOBITHIX TEXHOJIOTIH, Ta
nojasnbliol iHTerpamil 3 MbKHapogHUMU IIPaBOBUMU HOpMaMU. MeTa JOCIIJ)KeHHA MoJAraja B aHalisi BIUIMBY
Cy4aCHUX TEXHOJIOTi! Ta €BPOIIENChKIX CTaH/IAPTIB Ha PO3BUTOK IOTOBIPHUX [TPAaBOBITHOCKH B VKpaiHi, Ta BUABIIEHI
OCHOBHUX TeHAEHIIIN TpaHcdopMallil yKpaiHChKOTO IOTOBipHOTO [TpaBa B yMOBaX iHTerpaLii i poBUX TEXHOJIOT M.
MeTozosorifa HOCTimIKeHHs 6a3yBajiach Ha KOMIUIEKCHOMY IIiIXOAi, SIKUM BKIIIOUA€E B cebe KiJlbKa OCHOBHUX
MEeTOZiB, a caMe: METOIU aHaJli3y Ta CUHTe3y, CUCTEMHO-CTPYKTYPHUM, GOPMaIbHO-JIOTTYHUN Ta MeTOZ, IIpaBOBOI
repMeHeBTURY. TaKUM MTiAXiI J03BONIUB BCe6IUHO JOCTIIUTY BIUIUB CyYaCHUX TEXHOJIOTIN Ha PO3BUTOK JOTOBIPHOTO
npaBa VKpaiHi Ha OCHOBI pimeHb BepxoBHoro Cyzy, HOBOBBeZieHb ¥ 3aKOHOJABCTBI YKpaiHU Ta EBpPOIENCHKOIO
Coro3y, sike € 6araTorpaHHUM i BRJIIOYAE YMCJIEHHI IIPaBOBi aKTU Ta HOPMU. B CTaTTi pO3IIIHYTO iHHOBALiNHI
TeHZeHIIil 3aKOHOABCTBA Ta Cy0BOI IIPAKTHMKY B KOHTEKCTI PO3BUTKY JOTOBIpHUX NTPaBOBiAHOCKH. IlifKpecieHo,
1110 iHHOBALIiI B JOTOBIPHUX ITPaBOBIAHOCHHAX CTBOPIOIOTE HOBI MOKJIMBOCTI [JI1 PO3BUTKY YKPalHCBKOI JOTOBIPHOT'O
TIpaBa, Ta BUMaraioTh KOMIUIEKCHOTO ITiIXOAY 10 PETYII0BaHHA JOTOBIPHIX ITPaBOBIJHOCHH, 1[0 3yMOBJIIOE ITOTPE6Y
y BUIIO3MIiHi TiIIX0My [0 IX pEryIoBaHHS, 10 HAIPAMY 3aJI€KUTD Bifl BUY TEXHOJIOTIH, IKa 3aCTOCYBaIACh (IITYYHMI
iHTeseKT, 6JI0KYElH, OHIalH-TUTaTGopMa Touo). IIpy 1[bOMY, IIPIOPUTETOM CTA€E 3ACTOCYBAHHA GUIBII THYYKUX
MexaHi3MiB TIIyMaueHHs JOTOBOPY, 1[0 € ByKJIMBUM [JI 3a6e3IeUeHHs JOTPUMaHHS TPaBOBOi BU3HAYEHOCTI LI0Z0
11ini Ta MeTu morosopy. [licyMoBaHo, 10 yCITilliHa iMITJIeMeHTallis HHGPOBUX TEXHOJIOTIN B PO3BUTOK JOTOBIpHUX
MIPaBOBIMHOCUH MOTpebye KOMIUIEKCHOTO IMiIXO0Ay, Ta BKIIOYAE 3MIHM B 3aKOHOMABCTBI, PO3BUTOK IMTPOdeCiHIX
KOMIIETEHTHOCTEH i afiamTallito IIpaBHUYOI0 CepelOBUIIA A0 HOBUX BUKJIUKIB LIMGPOBOI eroxu. [y epeKTUBHOL
peautizatiii X HOpM HeobXigHO He JIMIle OHOBJIEHHS HOPMaTHBHO-IIPAaBOBOI 6a3u, a i 3abe3meyeHHs HaIeKHOI
IOPUANYHOI TIPAKTUKY, IIO BPaxOBYE HOBI TEXHOJIOTIUHI MOKJIMBOCTI. Pe3ynbTaTu OOCTIIKEHHS MOXYTb GYTH
BUKOPUCTaHi y chepi po36ymoBu LOTOBIpHOTO ITpaBa, a TAKOXK /IS 3aCTOCYBAHHA y IIPaBO3aCTOCOBYil ITPAKTHUII

KnouyoBi cnoBa: IoroBipHi ITpaBoBifHOCKHY, IIdpoBa TpaHCcPopMallis, elIeKTPOHHI Ta HUPPOBi AaHi, yIIpaBliHHA
KOHTPaKTaMH, 3aXUCT [TIepCOHAJIBHUX JaHUX

Law, Policy and Security 2(2)


https://orcid.org/0000-0002-9582-1236
https://orcid.org/0000-0003-3684-7177
https://orcid.org/0000-0001-5924-5844
https://orcid.org/0000-0003-4310-3061
https://orcid.org/0000-0002-1284-4193

S
LN LAW, POLICY AND SECURITY

Journal homepage: https://Ipas.com.ua/
Law, Policy and Security, 2(2), 28-38
Received: 02.09.2024 Revised: 15.11.2024 Accepted: 20.12.2024

UDC 004.056.5:351.746 DOI: 10.62566/1ps/2.2024.28

Mykola Kravchuk®

PhD in Law, Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0001-6962-1831
Valentyna Kravchuk

PhD in Law, Associate Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0002-9211-7198

Andrii Hrubinko

Doctor of Historical Sciences, Professor
West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0002-4856-5831
Tetiana Podkovenko

PhD in Law, Associate Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0003-0344-3010
Vasyl Ukhach

PhD in Law, Associate Professor

West Ukrainian National University
46009, 11 Lvivska Str., Ternopil, Ukraine
https://orcid.org/0000-0002-2106-5335

Cyber security in Ukraine: Theoretical view and legal regulation

Abstract. The dynamic expansion of the quantitative and qualitative parameters of Internet usage on a global
scale has led to the rapid formation of cyberspace. While the use of cyberspace resources provides significant
informational, communicative, and productive opportunities, it also poses systemic threats due to their unethical
(and often criminal) exploitation. Ukraine, as a participant in international processes, along with its citizens, has fully
experienced the threats arising from the misuse of global cyberspace amidst the full-scale military invasion of the
country. These circumstances have heightened the relevance of studying the theory and practice of legal regulation
concerning the functioning of the cybersecurity system in Ukraine, which constitutes the goal of this publication. The
research methodology included cognitive, logical, terminological, comparative, systemic, historical, and statistical
methods. The study analysed the concept of “cybersecurity” and identified types of threats to national security linked
to the state's integration into the global cybersecurity system. It examined the elements constituting legal relations
in the field of cybersecurity (subject, object, content, and legal facts), characterised the state of legal regulation in
Ukraine'sinformation security sector, and reviewed the content of Ukraine's Cybersecurity Strategies of 2016 and 2021.
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The study concluded that building an effective cybersecurity system in Ukraine requires government institutions to
clearly establish state policy in the sector and promptly respond to the rapid evolution of the information space. The
genesis of the cybersecurity system itself must be accompanied by continuous advancements in the protection and
defence sectors. Thus, the practical significance of the research stems from the necessity to analyse the essence and
state of legal support for cybersecurity in Ukraine under modern challenges to the national security system during
wartime, as well as to forecast and plan the future development of the state's cybersecurity policy

Keywords: cyberspace; cyber defence; cybersecurity system; Cybersecurity Strategy of Ukraine; legal relations

INTRODUCTION

As of the 20205, the life of a socially active person is un-
imaginable without the Internet. Cyberspace hasbecome
an integral sphere of social communication, production
processes, cooperation, and competition, involving indi-
viduals, states, and non-state entities. Research into is-
sues related to the development of cybersecurity aspects
of state functioning and practical measures for ensuring
legal regulation remains relevant. This encompasses
cyberattacks on local networks, computers, servers, ac-
counts, email, website blockages aimed at information
extraction, unfair competition, theft of confidential in-
formation to cause harm-moral, material, financial, po-
litical, etc. Cyberattacks have become an inherent part of
scenarios inciting political crises and military conflicts,
while cybercrime itself has evolved into a sophisticated,
organised, and global phenomenon.

Among scholarly research on cybersecurity issues,
works addressing the essence, structure, and functions
of cyber defence in the modern information society, as
well as the organisation and functioning of the system
in Ukraine, have emphasised legal provision. For exam-
ple, 0. Dukhovna (2019) noted that Ukraine possesses all
necessary conditions to achieve a digital breakthrough
and transition to a new stage of technological develop-
ment. According to the scholar, the scale and pace of
digital transformation should become key indicators of
economic growth and cybersecurity. Researcher V. Pav-
lenko (2021) analysed the concept and structure of “cy-
bersecurity” within the context of information law the-
ory and studied its role in the legal regulation of societal
information relations. Meanwhile, studies by P. Horinov
§ R. Drapushko (2023) on the development of Ukraine’s
cybersecurity system under martial law indicated that
theissue of effective cybersecurity can only be addressed
through coordinated actions at the national, regional,
and international levels, requiring the adoption of leg-
islation corresponding to contemporary technological
realities. Scholars concluded that achieving European
Union and NATO standards in cybersecurity remains a
central requirement for Ukraine.

In this context, research by T. Slipchenko (2020),
A. Hrubinko (2021), and T. Podkovenko (2021) analysed
the formation and standards of EU cybersecurity. The
researchers identified key barriers to the modern devel-
opment of EU cybersecurity, including the complexity of
coordinated policy actions, the need for increased fund-
ing and institutional capacity building, and equalising
the capabilities of member states in digital technolo-
gies. Meanwhile, researcher V. Papakonstantinou (2022)
highlighted the need for further improvement of regu-
latory frameworks in European law, while Yu. Zavhorod-
nya (2022), who studied NATO's role in countering cyber
threats, noted that NATO'’s cyber policy is primarily im-
plemented through systematic opposition by member
states to cyberattacks and disinformation. The state of
Ukraine, its citizens, and institutions have fully experi-
enced the vulnerabilities of information and communi-
cation globalisation, mechanisms of which were exploit-
ed by external aggressors and their domestic agents to
achieve criminal goals during the hybrid war on both
national and international levels. These vulnerabilities
were further targeted during the full-scale invasion be-
ginning in 2022.

Thus, the purpose of this study was to analyse the
essence and legal framework for the functioning of
Ukraine’s cybersecurity system as a component of the
state’s national security system. The research utilised
legal texts from the website of the Verkhovna Rada of
Ukraine, statistical data from international informa-
tion platforms such as Meltwater (n.d.) and We Are So-
cial (n.d.), as well as materials from the Ukrinform infor-
mation agency (n.d.) and the Cyber Police Department of
the National Police of Ukraine (n.d.). Cognitive, logical,
terminological, and comparative methods were em-
ployed in analysing the selected sources. The study in-
volved content analysis of both editions of Ukraine’s Cy-
bersecurity Strategy"? comparisons, and identification
of internal and external factors influencing them. Inter-
pretation methods for legal acts forming the foundation
of Ukraine’s cybersecurity system were applied.

! Decree of the President of Ukraine No. 96/2016 “On the Decision of the National Security Council of 27 January 2016 ‘On the Cyber Security Strategy
of Ukraine’”. (2016, March). Retrieved from https://zakon.rada.gov.ua/laws/show/96/2016#Text.

2 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defence Council of Ukraine of 14 May 2021 ‘On the
Cybersecurity Strategy of Ukraine’”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/202 1#Text.
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The historical method enabled the tracing of the gen-
esis of Ukraine’s cybersecurity policy, while a systemat-
ic approach allowed for the examination of the policy’s
formation and implementation amidst challenges and
threats to international security. The statistical method
facilitated the representation and comparison of global
Internet user numbers and reasons for cybersecurity
breaches in Ukraine. Structuring based on the functional
approach involved analysing the object of study- struc-
tural components, utilising the classical legal relation-
ship structure detailed for cybersecurity.

CYBERSECURITY SYSTEM IN UKRAINE:
STATE OF RESEARCH AND CHARACTERISTICS
Researchers V. Gorlynskyi et al. (2024) identified factors
influencing the constitution of national cyberspace.
They concluded that amid the escalation of the Russian
Federation’s military expansion, accompanied by the
transference of combat operations to cyberspace, the
state’s reliable protection of this sphere becomes a sur-
vival factor. Researcher Yu. Hobbi (2020) concluded that
cybersecurity represents the next level of state informa-
tion security. Scholar G. Diptiben (2022) emphasised pre-
ventive approaches to the accessibility of technological
services and the need to maintain a prevention strategy
at the operational level.

The work of A. Dudatyev et al. (2023) focused on
studying models of information-psychological opera-
tions as an element of information counteraction. Simi-
larly, S. Hrechka (2020) paid attention to the role of tech-
nologies in information-psychological confrontation
in his publication. Research findings indicate increas-
ing scholarly attention to cybersecurity issues during
Ukraine’s full-scale war. Scholar V. Horulko (2024) con-
cluded that the full-scale war significantly heightened
the impact of cyber threats on Ukrainian society and
underscored the dangers of targeted cyberattacks as a
means of military aggression against Ukraine. This con-
text highlights the importance of theoretical research
aimed at clarifying the interaction between the distinct
concepts of “information space”, “information security”,
and “cybersecurity” in scientific discourse during mil-
itary conflict, as noted by H. Suskiy (2024). Research by
Ya. Izhyk & O. Zhuravel (2024) emphasised the necessity
of further legal regulation of artificial intelligence usage
in public administration to ensure information security.

The study established that national security is-
sues hold significant importance in ensuring the prop-
er functioning and further development of the state.
The extensive use of information and communication
technologies and the popularisation of electronic com-
munication tools have given new meaning to the con-
cept of security. In the 21 century, personal data and
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classified information are processed on a large scale in
ICT systems, and electronic services are provided in var-
ious spheres of society, including financial and energy
sectors, crisis management, and critical infrastructure
operations (Raul, 2022). This corresponds to the concept
of an information society, where access to information is
a core value. Electronic communication ensures unre-
stricted, universal information exchange, enabling con-
venient and accessible solutions to administrative issues
and socially beneficial activities. However, it has been re-
vealed that all data collected in electronic files or provid-
ed through electronic services require proper protection
from threats arising in cyberspace (Skoczylas, 2023). An
analysis of cybersecurity issues shows that Ukraine’s in-
tegration into the global cyberspace has created contin-
uous threats to national interests linked to the operation
of computer networks and systems. Scholarly interest in
these matters intensified with the onset of Russian ag-
gression against Ukraine. According to the global over-
view report by Datareportal (2024), the number of Inter-
net users worldwide has grown to 5.68 billion, with 671%
of the planet’s population now online (Fig. 1).
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Figure 1. Data on the Number of Digital Communication
Users Worldwide as of July 2024
Source: created by the authors based on Datareportal (2024)

The widespread use of information and commu-
nication technologies (ICTs) in various industries and
areas of social life requires adequate protection of IT
infrastructure. It has been established that, within the
framework of state digitisation processes, such technol-
ogies are utilised by government institutions (state and
local administrations, legislative, executive, and judicial
authorities), specialised services (e.g., police, emergency
medical services, fire departments), mass media, bank-
ing and financial institutions as part of their offered ser-
vices, transportation (air and rail), and energy and water
supply networks. Most of these areas are considered part
of the so-called critical infrastructure. This term refers
to a network of interconnected systems that provide
government, economic, and social institutions with the
capability to perform essential tasks, such as maintain-
ing security and public order and delivering basic social
services (Tarasyuk, 2020).
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It has been determined that the scientific com-
munity in Ukraine exhibits a polyphony of approaches
to defining cybersecurity, meaning there is no unified
concept of a “cybersecurity system”. According to I. Di-
orditsa (2020), the cybersecurity system is an organ-
isationally interconnected set of entities, including
government bodies, public organisations, officials, and
individuals, working to create favorable conditions for
realising national interests in cyberspace. The system
also includes forces, means, and methods used within
the legal framework to achieve desired goals. This study
supports the scholar’s view that the cybersecurity sys-
tem should be defined as a unified state-legal mech-
anism where all entities operate strictly within legally
defined boundaries.

The author emphasised a narrow understanding of
the cybersecurity system as a holistic system of entities
whose activities occur in cyberspace and are directed at
realising and ensuring national interests. Each country
independently determines the areas related to cyberse-
curity, as well as the list of objects and entities responsi-
ble for its provision, considering the strategic goals and
objectives the state faces at national and international
levels, along with practical capabilities to realise nation-
al interests (Kuybida & Pasichnyk, 2020). According to
A. Tarasyuk (2021), systematicity is interpreted as a set
of elements aimed at ensuring cybersecurity. The cyber-
security system is a collection of harmonised elements
of cyber defence, assembled and deployed according to
a unified algorithm and plan in cyberspace to ensure
the protection of the cyber stability of information, tel-
ecommunication, and information-telecommunication
systems. This study affirms the scholars’ opinion that the
development of a national cybersecurity system must
be accompanied by necessary changes in the process of
its reform. The system’s functioning is impossible with-

out close collaboration with the private sector (Jagpreet
§ Ramkumar, 2022). The complexity of cybersecurity
policy measures is determined by the intricacy and per-
vasiveness of cyberspace and its impact on all areas of
social life. It is noted that such activities must be accom-
panied by qualitative changes and adjustments during
the reform of national security. Building an effective sys-
tem to ensure cybersecurity requires government bod-
ies and authorised entities to clearly define the founda-
tions of state policy in this area and promptly respond to
dynamic changes.

It has been noted that the cybersecurity system is a
comprehensive and coordinated activity of cybersecuri-
ty entities, specifically authorised by international and
national standards, aimed at preventing and mitigating
the emergence of cyber threats and, in relevant cases,
ensuring the elimination of their negative impact (Fed-
chenko, 2018). Cybersecurity is understood as a specif-
ic state in which information systems and services are
resistant to current threats and are capable of detecting
and managing incidents, recovering data and process-
es, and minimising negative consequences (Ryzhko-
va, 2021). Therefore, a comprehensive approach is need-
ed to understand cybersecurity, formulate a concept for
managing information and cyber defence, and establish
a foundation for a well-developed and clearly function-
ing system that can flexibly respond to current threats
and provide a high level of security in cyberspace.

LEGAL REGULATION OF CYBERSECURITY
SYSTEM FUNCTIONING IN UKRAINE
It has been analysed that the level of legislative support
for cybersecurity in Ukraine has significantly changed
since 2014. As of 2024, a relatively stable legislative
framework in the field of state cybersecurity has been
established (Table 1).

Table 1. The legal framework for cybersecurity in Ukraine

Normative Acts

Adoption Date

Laws of Ukraine adopted by the Verkhovna Rada of Ukraine

No. 2657-XIl “On Information”?*

October 2, 1992

No. 80/94-VR “On Information Protection in Information and Telecommunication Systems”?

July 5, 1994

No. 2297-VI “On Personal Data Protection”®

June 1, 2010

No. 2155-VIII “On Electronic Trust Services”*

October 5, 2017

No. 2163-VIIl “On the Basic Principles of Cybersecurity in Ukraine”®

October 5, 2017

* Law of Ukraine No. 2657-XIl “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/show/2657-12#Text.
2 Law of Ukraine No. 80/94-BP “On the Protection of Information in Information and Communication Systems”. (1994, July). Retrieved from https://

zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text.

3 Law of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-17#Text.
4 Law of Ukraine No. 2155-VIIl “On Electronic Identification and Electronic Trust Services”. (2017, October). Rertrieved from https://zakon.rada.gov.ua/

laws/show/2155-19#Text.

5> Law of Ukraine No. 2163-VIIlI “On the Basic Principles of Cybersecurity in Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/

show/2163-19#Text.
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Adoption Date
June 21, 2018

Normative Acts

No. 2468-VIIl “On National Security of Ukraine”*
Decrees of the President of Ukraine
No. 121/2021 “On the Decision of the National Security and Defence Council
of Ukraine dated March 25, 2021, ‘On the Strategy of Military Security of Ukraine”?
No. 447/2021 “On the Decision of the National Security and Defence Council
of Ukraine dated May 14, 2021, ‘On the Cybersecurity Strategy of Ukraine”?
No. 242/2016 “On the National Cybersecurity Coordination Center”*
No. 685/2021 “On the Decision of the National Security and Defence Council
of Ukraine dated October 15, 2021, ‘On the Information Security Strategy”®

March 25, 2021

August 26, 2021

June 7, 2016

December 28, 2021

Resolutions of the Cabinet of Ministers of Ukraine

No. 518 “On Approving General Requirements for Cyber Protection of Critical Infrastructure Facilities”®

June 19, 2019

Source: developed by the authors based on the Official Web Portal of the Parliament of Ukraine (n.d.)

Ukraine continues to improve its comprehensive
national cybersecurity system, selecting a consistent
model asits core mechanism through the adoption of the
specialised law “On the Basic Principles of Cybersecurity
in Ukraine" and the Cybersecurity Strategy of Ukraine®.
To advance this system, a draft law was adopted in the
first reading on January 12, 2023, outlining urgent meas-
ures to enhance cybersecurity capabilities for protect-
ing state information resources and critical information
infrastructure®. The draft law proposes amendments to
several Ukrainian laws to protect these resources and fa-
cilities from cyberattacks, establish a properlegal frame-
work for preventing, detecting, and neutralising cyber-
attacks during the war with the Russian Federation, and
improve the regulatory framework for cybersecurity and
information protection. This aims to strengthen the na-
tional security system’s ability to counter cyber threats
(Press Service..., 2023). It is emphasised that the adop-
tion of this draft law is a critical step toward enhancing
the state’s cybersecurity during wartime and in the con-
text of global cybersecurity challenges. The implemen-
tation of these changes will contribute to the develop-
ment f a national cybersecurity strategy and improve the

protection of critical infrastructure facilities, ensuring
the state’s stability and security.

CYBERSECURITY STRATEGY OF UKRAINE:
FORMATION AND DEVELOPMENT
In the context of European integration processes,
Ukraine ratified the Council of Europe Convention on
Cybercrime in 2005%. The ratification aimed to establish
a unified criminal policy focused on protecting society
from cybercrime by developing appropriate legislation
and promoting international cooperation. This docu-
ment facilitated international collaboration in prose-
cuting crimes committed in cyberspace, whose bor-
ders are inherently fluid. Ukraine’s first Cybersecurity
Strategy was approved by presidential decree in 2016,
marking a significant step toward long-term planning
in this domain. This document introduced the term “cy-
bersecurity” based on the concepts of “cyberspace” and
“cyberattack” The Strategy defines open and free cy-
berspace as fostering broader freedoms and opportuni-
ties for individuals, enriching society, creating a global
interactive market for ideas, research, and innovation,
and encouraging effective, transparent governance®.

* Law of Ukraine No. 2468-VIIl “On the National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19#Text.
2 Decree of the President of Ukraine No. 121/2021 “On the Decision of the National Security and Defence Council of Ukraine of 25 March 2021 ‘On the
Military Security Strategy of Ukraine’”. (2021, March). Retrieved from https://zakon.rada.gov.ua/laws/show/121/202 1#Text.

3 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defence Council of Ukraine of 14 May 2021 ‘On the
Cybersecurity Strategy of Ukraine’”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/2021#Text.

“ Decree of the President of Ukraine No. 242/2016 “On the National Coordination Centre for Cybersecurity”. (2016, June). Retrieved from https://zakon.
rada.gov.ua/laws/show/242/2016#Text.

5 Decree of the President of Ukraine No. 685/2021 “On the Decision of the National Security and Defence Council of Ukraine of 15 October 2021 ‘On the
Information Security Strategy’”. (2016, June). Retrieved from https://zakon.rada.gov.ua/laws/show/685/202 1#Text.

6 Resolution of the Cabinet of Ministers of Ukraine No. 518 “On Approval of the General Requirements for Cyber Defence of Critical Infrastructure
Facilities”. (2019, June). Retrieved from https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text.

7 Law of Ukraine No. 2163-VIIl “On the Basic Principles of Cybersecurity in Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2163-19#Text.

8 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defence Council of Ukraine of 14 May 2021 ‘On the
Cybersecurity Strategy of Ukraine’ ”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/2021#Text.

° Draft Law No. 8087 “On Amendments to Certain Laws of Ukraine on Urgent Measures to Strengthen the Cyber Defence Capabilities of State Information
Resources and Critical Information Infrastructure”. (2023, January). Retrieved from https://itd.rada.gov.ua/BILLINFO/Bills/Card/40553.

© European Union Convention No. 994_789 “On Cybercrime”. (2005, September). Retrieved from https://zakon.rada.gov.ua/laws/show/994 575#Text.
1 Decree of the President of Ukraine No. 96/2016 “On the Decision of the National Security and Defense Council of Ukraine” dated January 27, 2016 On
the Cyber Security Strategy of Ukraine”. (2016, March). Retrieved from https://zakon5.rada.gov.ua/laws/show/96/2016.

Law, Policy and Security 2(2)


https://zakon.rada.gov.ua/laws/show/2469-19#Text
https://zakon.rada.gov.ua/laws/show/121/2021#Text
https://zakon.rada.gov.ua/laws/show/447/2021#Text
https://zakon.rada.gov.ua/laws/show/242/2016#Text
https://zakon.rada.gov.ua/laws/show/242/2016#Text
https://zakon.rada.gov.ua/laws/show/685/2021#Text
https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon.rada.gov.ua/laws/show/447/2021#Text
https://itd.rada.gov.ua/BILLINFO/Bills/Card/40553
https://zakon.rada.gov.ua/laws/show/994_575#Text
https://zakon5.rada.gov.ua/laws/show/96/2016

Kravchuk et al.

Itemphasisesthe need forrobust cybersecurity atthe na-
tional level, particularly in critical infrastructure sectors,
and enhancing the capacity to combat cybercrime, in-
cluding espionage and terrorism. Key objectives include:

= developing a national cybersecurity system to en-
sure secure service provision in critical infrastructure
sectors;

= enhancing the resilience of systems in both public
and private sectors to prevent and respond to cyber inci-
dents effectively;

= increasing the national capacity for internet se-
curity, including expanding industrial and technological
resources;

= raising public awareness and competence in cy-
bersecurity, not only for specialists but also for ordinary
citizens, to create safe conditions for using cyberspace
(Mamedova, 2021).

The research determined that the 2016 Cybersecuri-
ty Strategy of Ukraine identified the issue of violations of
the rights and freedoms of Ukrainian citizens in cyber-
space. According to V. Bukharev (2018), this necessitat-
ed the implementation of an adequate mechanism for
legal regulation in this area and ensuring the protection
of public interests from unlawful encroachments with-
in it. O. Kostenko (2019) argued that the Law of Ukraine
No. 2163-VIII' addressed some of the gaps in the Strategy
concerning the legal regulation of the cybersecurity sys-
tem. Its primary goal is to establish the legal and organ-
isational foundations of state policy aimed at protecting
the interests of citizens in society and the state in cyber-
space, as well as defining the key principles and direc-
tions for ensuring Ukraine’s cyber defence.

Notable features of this regulatory document in-
clude the formal legalisation of all terms with the “cy-
ber-" prefix, which were previously used primarily in
academic research and international legal acts; the
codification of principles, main directions, and objects
of Ukraine’s cybersecurity, and the clarification of the
entities involved in the mechanism for ensuring cyber-
security along with their detailed responsibilities in this
sphere. In 2021, a new decision of the National Security
and Defence Council of Ukraine (NSDC), No. 96/20162,
came into effect through a Presidential Decree. It was
driven by new challenges, including the transition to 5G
networks, the increased role of electronic communica-
tions due to the COVID-19 pandemic, and the growing
technical sophistication of cyber threats. In this docu-
ment, cyberspace was already recognised as a potential

theater of military operations. A positive aspect of the
new Cybersecurity Strategy of Ukraine is its analysis of
the implementation of the previous one, approved by a
Presidential Decree in 2016. This allowed for identifying
existing systemic problems, shortcomings, and incorpo-
rating prior experience. Such an approach ensures con-
sistency and continuity in the implementation of state
cybersecurity policy.

It is noted that no current regulatory act provides
criteria for assessing the effectiveness of state cyber-
security policy implementation or includes clear indi-
cators that the responsible entities must meet or en-
sure conditions for compliance. Another issue is the
absence of precise parameters for holding entities ac-
countable for failing to maintain the prescribed level of
cybersecurity. Many legislative provisions lack clarity,
particularly regarding the coordination and delineation
of responsibilities of national cybersecurity system en-
tities and the authority of state bodies in cases of cyber-
attacks or their threats.

THE STRUCTURE OF LEGAL RELATIONS

IN THE SPHERE OF CYBERSECURITY
The structure of legal relations theoretically encom-
passes subjects (legally competent, capable, and liable
individuals or entities), objects (material and intangible
values), and the content of legal relations (legal rights
and obligations) (Pohribnyi, 2022). Legal relations should
also include legal facts, as they play a crucial role in the
existence of any legal relationship. Legal facts are cir-
cumstances stipulated by legal norms that cause the
emergence, modification, or termination of legal rela-
tions (Kravchuk, 2019). When studying the structure of
legal relations in the field of cybersecurity, it is essential
to specify each of these elements.

A. Subjects of legal relations in this sphere. A broad
range of individuals, organisations, society, and the state
who have the right to cybersecurity (protection of vital
interests in the online space, timely identification, pre-
vention, and neutralisation of real and potential threats
to national security) and cyber defence (measures to
safeguard information, prevent cybercrimes, detect and
protect against cyberattacks, mitigate their consequenc-
es, and restore reliable functioning of communication
and technological systems). Entities that create cyber
threats (posing risks to Ukraine’s vital national interests,
adversely affecting the country’s cybersecurity and the
safety of its assets) or commit cybercrimes, for which

! Law of Ukraine No. 2163-VIIlI “On the Basic Principles of Ensuring Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.

ua/laws/show/2163-19#Text.

2 Decree of the President of Ukraine No. 96/2016 “On the Decision of the National Security and Defense Council of Ukraine” dated January 27, 2016 On
the Cyber Security Strategy of Ukraine”. (2016, March). Retrieved from https://zakon5.rada.gov.ua/laws/show/96/2016.
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they are held accountable under Ukrainian law and/or
international agreements. Experts note that Ukraine is
a significant center of hacking activity (along with Chi-
na, Brazil, and other countries) due to its talented and
educated youth, high unemployment rates, and limit-
ed employment opportunities (Karpovich et al., 2024).
Moreover, Ukraine ranks among the top three countries
for the number of DoS attacks. According to Kaspersky
Lab’s antivirus software, 12% of all attacks target Ukraine
(Information and Cyber Security Management..., 2020).
Subjects Ensuring Cybersecurity:

1. The Law of Ukraine No. 2163-VIII* includes the fol-
lowing entities as those responsible for cybersecurity:

2. The President of Ukraine (who coordinates cy-
bersecurity activities as part of national security);

3. The National Security and Defence Council of
Ukraine (NSDC);

4. The National Cybersecurity Coordination Center
(Ncce);

5. The Cabinet of Ministers of Ukraine (responsi-
ble for forming and implementing state cybersecurity
policy);

6. Ministries and other central executive bodies;

7. Local state administrations and local self-govern-
ance bodies.

Other entities ensuring cybersecurity include law
enforcement, intelligence, and counterintelligence
agencies; operational and investigative entities; the
Armed Forces of Ukraine and other military formations;
the National Bank of Ukraine; critical infrastructure en-
terprises, institutions, and organisations; and other en-
tities connected with national information resources,
electronic services, and communications, information
protection, and cyber defence.

B. Objects of cybersecurity legal relations. Research
indicates that objects of cyber defence include critical
information infrastructure, communication systems
of all ownership forms where national information re-
sources are processed, and/or those used to benefit state
authorities, local self-governance bodies, law enforce-
ment, and military formations established under the
law? Communication systems used for public needs and/
or implementing legal relations in areas such as e-gov-
ernance, electronic public services, e-commerce, and
electronic document management play a central role in
cybersecurity objects.

Constitutional rights and freedoms
of human and citizen

Society. Sustainable development
of the information society and digital
communication environment

The state, its constitutional order,
sovereignty, territorial integrity
and inviolability

National interests in all spheres of life
of the individual, society and state

Critical infrastructure facilities

Figure 2. Objects of cybersecurity

Source: developed by the authors

C. Content of legal relations in cybersecurity. The con-
tent is a synthesis of legal and factual aspects. Legally, it
represents an organic set of rights and obligations of legal
relations subjects, unified by the goals of cybersecurity
policy and enshrined in law. Without adequate legal cod-
ification, there is no content, making legal relations im-
possible, and the state cannot guarantee the protection
of citizens' information rights in cyberspace. Factually,
the content reflects the state of affairs during the imple-
mentation of legal and technical norms aimed at pro-
tecting cyberspace, i.e, it illustrates the specific behavior
of legal relations subjects in the field of cybersecurity.

Key legal facts in this field include deliberate actions
or events (natural, technical, technological, or erroneous,
including those resulting from human factors without

intent) that pose a potential threat to a safe cyberspace
or adversely impact the security of its objects. For in-
stance, legal facts include cyber incidents, cybercrimes,
cyberattacks, and cyber threats. Examples of major types
of cybercrimes and violations include illegal access to
information, unlawful interception, data interference,
misuse of technical devices, and computer fraud. The
number of cybercrimes in Ukraine increases annual-
ly by several thousand (Ukrinform, 2024), with internet
fraud originating from Ukraine being the most common.
Regarding crimes involving malicious software, DoS at-
tacks, spam, data distortion, and unauthorised system
interference, offenders can operate from any country
(Perun, 2022). Statistical data on cybersecurity violations
as of 2020 are shown in Figure 3.

! Law of Ukraine No. 2163-VIIlI “On the Basic Principles of Ensuring Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.

ua/laws/show/2163-19#Text.
2 lbidem, 2017.
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Figure 3. Causes of cybersecurity breaches
Source: developed by the authors based on “14 most alarming
cyber security statistics in 2020” (2020)

Legal relations in the cyber domain, within the
mechanism of their legal regulation, demonstrate how
general provisions of legal norms transform into sub-
jective rights and legal obligations. They facilitate the
realisation of national interests in this field, define the
competencies, and establish legal liability measures for
subjects of legal relations in the field of cybersecurity. It
is worth noting that Ukraine, despite having created an
appropriate legal framework, has achieved significant
progress in the field of cybersecurity, according to ana-
lysts. In particular, P. Bischoff, in his publication of this
year's statistical research results, presented the follow-
ingdata:based on an analysis of cybersecurity in 75 coun-
tries across 15 criteria, in a ranking where the 1st place
is assigned to the least cyber-protected country and the
75th to the most cyber-protected, Ukraine ranked 60th
(Bischoff, 2024). These results are particularly notewor-
thy amidst the unprecedented pressure of cyberattacks
on Ukraine’s cyberspace since the onset of the full-scale
Russian-Ukrainian war (Izhyk § Zhuvel, 2024). A key role
in preventing, detecting, and countering cybercrime be-
longs to the Department of Cyber Police of the National
Police of Ukraine (DCP), established in 2015 (Kazanchuk
§ Yatsenko, 2020). Thus, the creation of the Cyber Po-
lice and the enhancement of cybersecurity levels have
become crucial steps toward ensuring the safety of
Ukraine’s cyberspace amid global cyber threats caused
by the war and international cyber activities.

CONCLUSIONS

Since regaining state independence in 1991, Ukraine
has gained some experience in ensuring cybersecurity.
Primarily, this refers to the development and adoption
of a legislative system, most of which has been enacted
since 2016, during the period of Russian military aggres-
sion. The existence of two editions of Ukraine’s Cyber-
security Strategies indicates a systematic approach to
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legislative and institutional-organisational work in this
field, reflecting a quality level adequate to international
and national security challenges. However, no current
legislative act provides criteria for evaluating the effec-
tiveness of state cybersecurity policy implementation,
nor doesitinclude clear indicators for which subjects are
responsible for compliance or creating conditions for
compliance. There are no explicit parameters for hold-
ing subjects legally accountable for failing to maintain
the defined level of cybersecurity. Many legislative pro-
visions are vague.

Thereis alack of coordination and specificity regard-
ing the powers of subjects in the national cybersecurity
system, as well as ambiguities concerning the authority
of state bodies. The emergence of new challenges neces-
sitates urgent, adaptive, and innovative responses to cre-
ate an effective and unified cybersecurity system aimed
at protecting cyberspace. Such a system must integrate
the efforts of authorised entities at both international
and national levels. The issue of ensuring cybersecurity
requires a comprehensive approach and coordinated co-
operation at national, regional, and international levels,
involving government agencies, the private sector, and
civil society. The choice of means and methods for en-
suring Ukraine’s cybersecurity must consider both actu-
al and potential cyber threats to safeguard the interests
of individuals, society, and the state.

Ukraine’s cybersecurity system should be com-
prehensive and focused on the following: ensuring the
country's informational sovereignty in cyberspace;
establishing reliable protection of the national cyber-
space during the war with Russia; strengthening cyber
defence capabilities; combating cybercrime and online
terrorism; preventing interference in Ukraine’s internal
affairs and protecting its web resources from encroach-
ment by other states; participating in the pan-European
cybersecurity system according to NATO standards; and
fostering active international cooperation in combating
cybercrime and cyberterrorism. Furthermore, it should
prevent manifestations of separatism and radicalism in
the Ukrainian segment of cyberspace. Based on the anal-
ysis of the research on the issue, the level of development
of Ukraine’s cyberspace, and contemporary cybersecuri-
ty threats to the state, it is essential to study the state of
organisational and legal support and the practical im-
plementation of mechanisms to counter specific types
of cyber threats in the context of military confrontation.
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Kibep6e3neka B YKpaiHi:
TeopeTUYHUM Nornsaa Ta NnpaBoBe perysiloBaHHA

AHoTauia. [luHaMiuHe DO3LIMpeHHs KiIBKICHUX Ta AKICHUX I1apaMeTpiB KOPUCTYBaHHSA Mepeskelo [HTepHeT
Ha DI06aJIBHO-CBITOBOMY DiBHI IIPU3BEJNO [0 IBUAKOrO GOpPMyBaHHS KibepIIPOCTOPY, 3aCTOCYBAaHHS pPecypcCiB
AKOTO Hece JJIs MOro Cy6'eKTIB He JIMIle BeUKi iHGOpMalifiHO-KOMYHIKaTUBHI Ta BUPO6HUYI MOJKJIMBOCTI, aye ¥
CHICTeMHi 3arposu, 3yMOBJIeHi iX HeJO6POCOBICHUM (4acTO 3JIOYMHHUM) BUKOPUCTAHHAM. JlepskaBa VKpaiHa fK
cy6'€KT MIPKHAPOIHUX MPOIIECiB Ta il rpoMafgaHU CITOBHA BiIUy/Iv 3arpo3u Bif HEZO6POCOBICHOTO BUKOPHUCTAHHA
I062JIBHOTO KibepIipocTopy B yMOBax ITOBHOMACIITAOHOTO BifICBKOBOTO BTOPTHEHHS Ha TepuUTOpil KpaiHu. 3a
IaHUX 06CTaBUH 6yJI0 3yMOBIIEHO MTOCHJIEHY aKTYaJIBHICTD JOCTIIREHHS ITPobIeMu Teopil i IPaKTUKY ITPaBOBOTO
perynoBaHHsA GYHKIIOHYBAHHS CUCTeMHU Kibepbe3mneru B VKpaiHi, 1[0 CTAHOBWIO MeTy MybiiKallil. MeTomoorio
IOCiIReHHS cGopMyBaii KOTHITUBHUM, JIOTIUHUM, TEPMIHONIOTIYHUN, KOMITAPaTUBHUN, CUCTEMHUH, iCTOPUYHUN
Ta CTATUCTUYHUN METOAU. Bysio ITpoaHaTi30BaHO 3MICT ITOHATTA «Kibep6e3rnera» Ta BU3HAYEHO BUIY 3arpo3 AJid
HaL[iOHAJIBHOI 6e3I1eKY, TIOB'I3aHUX i3 3aIyYeHHAM JepyKaBU 0 CUCTeMU 06asbHOI Kibep6besrneru. Byio BUBYEHO
€JIEMEHTH, IO BXOAAThH OO CTPYKTYPH IPaBOBIZHOCHUH y coepi Kibepbesneru (cy6'eKT, 06'€KT, 3MICT, OPUAUYHI
daKrTH), OXapaKTepHU30BaHO CTaH IIPABOBOTO PEry/IIOBAHHSA BiIHOCKH y rajysi iHbopMalriiiHoi 6e3meru YKpaiHu,
TIpoaHasti3oBaHo 3MicT CTpaterii Kibepbesreku VKpaiHU pemakiiiii 2016 Ta 2021 pokiB. Bysio BU3Ha4YeHO, II0
mo6yzoBa ebeKTUBHOI crcTeMU Kibepbe3neru YRpaiHu BUMArae Bifl ypAoOBUX iIHCTUTYLIM YiTKOTO BCTAHOBJIEHHS
Zlep>KaBHOI ITOJIITHKY raly3i Ta OIlepaTUBHOTO pearyBaHHA Ha CTPIMKUI PO3BUTOK iHPO-IIPOCTOPY, a BlacHe reHesa
cUCTeMHU Kibep6esrnery — MOBUHHA CYIIPOBOAKYBATUCS IIOCTINHUMY 3MiHAMU B CEKTOPi 3aXUCTY Ta 060pOHU. TAKUM
YHMHOM, TTPAKTUYHA 3HAYUMICTh JOCIIKeHHs 6y/1a 3yMOBJIeHa HeobXiIHICTIO aHaTi3y CYTHOCTI Ta CTAHY IIPaBOBOIO
3abe3medeHHs Kibepbe3neru B YKpaiHi B yMOBax CydyaCHUX BUKJIMKIB HalliOHAJIBHINM CUCTEMi 6€3M1eKM BOEHHOTO
CTaHy, IPOrHO3YBaHHS Ta IUIaHYBaHHS [TOJAJIBIIOT0 PO3BUTKY ITOJITUKY KibepbesneRru JepKaBu
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The etymology of the concept “military conflict”
as a determinant of political orientation

Abstract. With Ukraine’s ratification of the Rome Statute of the International Criminal Court, both legal practitioners
and scholars face significant challenges in effectively incorporating international legal norms into national
legislation. This challenge is further compounded by the limited precedent set by the International Criminal Court
regarding the application of the Statute. A key issue in this process is the harmonisation of terminology, particularly
military terminology, which is essential for legal clarity and effective international dialogue. This article aimed to
substantiate the necessity of aligning military terminology in national legislation with international law and to
identify inconsistencies in the use of definitions that hinder a clear understanding of conflicts. Such inconsistencies
obstruct meaningful discourse on the international stage. The study examined key military terms, including

” o

“armed conflict”, “military conflict’, and “war”, and analysed their classification within Ukraine’s national regulatory
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The etymology of the concept “military conflict”...

framework. It also provides an etymological analysis of these terms and compares them with definitions used in
international humanitarian law, particularly within the Rome Statute. A review of scholarly literature revealed a lack
of consensus regarding the application of these terms, along with inconsistencies in their usage across various works.
The study found that Ukraine’s classification of military and armed conflicts aligns with Russian legal interpretations
but contradicts international standards. Therefore, this article advocated for adopting internationally recognised
terminology and classification standards for armed conflictsin nationallegislation, avoiding unnecessary distinctions
between these concepts. The findings provided compelling arguments for adhering to established international
definitions, demonstrating that the inconsistent and unsystematic use of military terminology undermines
conceptual clarity and weakens scholarly discourse. The practical significance of this research lies in its analysis of

key military terms such as “war”, o
national and international legal contexts

, “military conflict”, “armed conflict”, and “aggression’, clarifying their usage in both

Keywords: armed conflict; legislation; war; armed aggression; Rome Statute

INTRODUCTION

The relatively short experience of the International
Criminal Court and the insufficiently developed practice
of applying the Rome Statute of the International Crim-
inal Court ! significantly complicate the activities of the
international tribunal. However, in addition to the above
aspects, significant difficulties are guaranteed to cause
contradictions in the legal terminology used in the Rome
Statute and international conventions, on the one hand,
and in national regulatory legal acts, on the other. This is
reflected in the definitions of legal terms in the military
sphere, in the specifics of their use, and in the approach
to understanding basic legal principles. The lack of ele-
mentary coherence, and in some cases unacceptable an-
tagonism, has already led to many legal conflicts and the
risk of new ones.

Many legal aspects require immediate clarification
and clarification. And this is a challenge not only for law-
yers of national and international law. Scholars can and
are obliged to make a significant contribution to ensur-
ing the guaranteed protection of the interests of citizens
and the state as a whole in the context of the ratification
of the Rome Statute of the International Criminal Court?2

The problem of definitions in the field of mili-
tary terminology has been studied by several scholars.
H.N. Behruz (2023) analysed the concept of war in in-
ternational law, highlighting the challenges of its con-
ceptualisation. The author noted that the term “armed
conflict” is more relevant and frequently used in in-
ternational legal discourse compared to “war,” which
carries clearly defined legal consequences. Behruz
emphasised the need for alignment between national
legislation and international norms to avoid termino-
logical discrepancies. L.M. Demydova (2024) investigat-
ed the challenges of defining and classifying war crimes.

She drew attention to the difficulties in distinguishing
between the concepts of “war” and “armed conflict”,
which, in turn, impact legal accountability for crimes
committed during military operations. Demydova also
pointed out the inconsistent use of these terms in both
academic discourse and legislation, which could com-
plicate the application of international law.

K.M. Shikhiyeva (2023) analysed international armed
conflicts, focusing on their main characteristics, causes,
and typology. The author identified criteria for classify-
ing specific military confrontations and emphasised the
importance of adhering to international legal standards
when defining conflicts. Her research is particularly val-
uable for understanding how different states and inter-
national organisations approach conflict classification.

Authors V.V. Yemelianenko & K.M. Orobets (2022) in-
vestigated the concept of war crimes within the frame-
work of the Criminal Code of Ukraine, examining their
characteristics and distinctions from military crimi-
nal offenses. The authors supported the position of the
Ukrainian legislator, which, as noted in their study, may
not fully align with international standards. They also
emphasised the need to improve domestic legislation to
ensure compliance with international humanitarian law.
L.V. Pashynna (2024) highlighted the importance of pre-
cise definitions in military terminology, stressing that
the lack of systematisation and conceptual vagueness
complicates the implementation of international law.

K.V. Gromovenko (2022) analysed the protection of
human rights in armed conflicts. However, his study re-
vealed a certain degree of terminological inconsistency,
as the author did not always clearly distinguish between
the concepts of “war,” “military conflict,” and “armed
conflict”. This finding underscores the broader issue of

! The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

2 Ibidem, 1998.
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the lack of a unified approach to defining military termi-
nology, even in specialised legal research. Scholars fre-
quently encounter difficulties in defining the concepts
of “armed conflict,” “military conflict,” and “war” when
analyzing the legal aspects of war crimes, determining
the jurisdiction of international judicial bodies, and en-
suring accountability under national criminal law. There
is no consensus in legal doctrine regarding the appro-
priate use of specific terms in the military domain. Fur-
thermore, researchers have not sufficiently examined
the formulation of these concepts under the influence
of, and in alignment with, Russian legal traditions. How-
ever, adherence to such an approach significantly com-
plicates efforts toward Europeanisation and the shift to-
ward the values of international law. Overall, there was
previously no urgent need to systematise and streamline
these definitions. However, following Russia’s attack and
the necessity of implementing numerous international
legal acts in response, contradictions within these con-
cepts, previously overlooked or uncontroversial in aca-
demic discourse, have become increasingly apparent.
The importance of this topic lies in the fact that,
while professional discussion is essential in the scien-
tific sphere, the clarity and consistency of terminology
are fundamental to high-quality research. The ambi-
guity and inconsistency of terms lead to a misinterpre-
tation of concepts, undermining the objectivity and in-
tegrity of scientific findings. In legislative activities, the
unambiguous nature of terms is particularly crucial and
constitutes one of the fundamental requirements of leg-
islative drafting. Inconsistencies in definitions and the
use of identical terms with different meanings result in
legal conflicts and hinder the practical application of le-
gal norms. Clarifying the etymological nature of terms, a
task primarily entrusted to scholars, ensures the accu-
rate interpretation of regulatory legal acts and promotes
their uniform understanding. The absence of a consol-
idated conceptual framework in both the scientific and
legislative spheres, along with the long-standing influ-
ence of Russian terminology and legal traditions on legal
science and lawmaking, has had a detrimental effect on
Ukraine’s European integration efforts. This problem is
especially acute in connection with the need to imple-
ment acts of international law into nationallegislation, in

particular in connection with the ratification by Ukraine
of The Rome Statute of the International Criminal Court™.
Therefore, the streamlining of military terminology, and
especially such fundamental concepts as “war”, “armed
conflict”, “military conflict” and their alignment with the
principles and norms of international law are crucial for
both the Europeanisation of legislation and the elemen-
tary avoidance of errors in the interpretation and assess-
ment of legal norms.

The aim of this study was to analyse the appropriate-
ness of using the terms “military conflict”, “war”, “armed
conflict” in the context in which they are presented in
the regulatory legal acts of Ukraine, given the need to
implement the norms of international law into nation-
al legislation to guarantee the protection of human, so-
cial and state rights. This scientific article was aimed at
proving the need to harmonise fundamental terms with
the norms of international law, in particular the Rome
Statute, to guarantee the unhindered administration of
international justice.

MATERIALS AND METHODS

The study of the etymology of the concept of “military
conflict” as a determinant of political orientation con-
sisted of several key stages. First of all, the topic of sci-
entific research was developed in view of its relevance
in connection with the ratification of The Rome Statute
of the International Criminal Court 2 The information
basis of the scientific research was the legislative acts
of Ukraine, which contain definitions of the relevant
military terminology, and determine the foundations of
state policy, issues of responsibility, in particular, during
armed conflicts, namely: Art. 1, Art. 13 Law of Ukraine
No. 2469-VIII “On National Security of Ukraine”, Section
I Law of Ukraine No. 1932-X1I “On Defense of Ukraine™,
Art. 32, Article 34 Law of Ukraine No. 3354-IX “On Law —
Making Activity”, art. 1 Law of Ukraine No. 3909-IX “On
Ratification of the Rome Statute of the International
Criminal Court and Amendments thereto’, Decree of
President of Ukraine No. 121/2021 “On the Decision of
the National Security and Defense Council of Ukraine
dated March 25, 2021 ‘On the Military Security Strate-
gy of Ukraine™”, Section I Order of Ministry of defense
of Ukraine No. 164 “On the Approval of the Instruction

! The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

2 Ibidem, 1998.

3 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.

4 Law of Ukraine No. 1932-XII “On Defense of Ukraine”. (1991, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1932-12#Text

5 Law of Ukraine No. 3354-IX “On Law-Making Activity”. (2023, August). Retrieved from https://zakon.rada.gov.ua/laws/show/3354-20#Text.

% Law of Ukraine No. 3909-I1X “On Ratification of the Rome Statute of the International Criminal Court and Amendments thereto”. (2024, August).

Retrieved from https://zakon.rada.gov.ua/laws/show/3909-20#n18.

7 Decree of President of Ukraine No. 121/2021 “On the Decision of the National Security and Defense Council of Ukraine dated March 25, 2021 ‘On the
Military Security Strategy of Ukraine’”. (2021, March). Retrieved from https://zakon.rada.gov.ua/laws/show/121/2021#Text.
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on the Procedure for the Implementation of Norms of
International Humanitarian Law in the Armed Forc-
es of Ukraine™, Chapter XX of the Criminal Code of
Ukraine? and Part 2 of the Rome Statute of the Inter-
national Criminal Court® after an analytical review of
the regulatory framework, a study was conducted on
the works of V.V. Yemelianenko & K.M. Orobets (2022),
L.M. Demydova (2024), and L. Tymchenko et al. (2024),
which are either directly or indirectly related to this
topic. An analysis was carried out on the similarities in
the interpretation of the studied definitions within the
Ukrainian and Russian legal doctrines. Based on this,
proposals were developed for harmonising national and
international military terminology, taking into account
the state’s European integration efforts. The use of the
analytical method was necessitated by the need to iden-
tify systematicity and consistency in the definition and
application of relevant military terminology. This meth-
od allowed the identification of a conglomerate of terms
within the national regulatory and legal framework
that are entirely inconsistent with the characterisation
of military terminology in international humanitarian
law, including in the Rome Statute of the Internation-
al Criminal Court* By using the comparative method,
which enabled the comparison of scholars’ and legis-
lators’ approaches to defining the terms under study,
inconsistencies between certain legal aspects of these
definitions and Russian terminology were identified.
The abstraction method was applied to determine the
most significant features of the analysed definitions. As
a result, it was proposed to use generalised definitions
and characteristics of the concept of armed conflict in
accordance with generally accepted principles of inter-
national law. The inductive method facilitated a scientif-
ic study that progressed from an etymological analysis
of relevant military terms to establishing the principles
and procedures for their use in academic research and
regulatorylegal acts. This, in turn, allowed for an assess-
ment of how these terms influence the political orien-
tation toward integrating European legal values into the
Ukrainian legal and scientific systems. Additionally, the
study utilised data from various information sources,

including the Ukrainian Helsinki Human Rights
Union (2018), Osvitoria (2022), the International Com-
mittee of the Red Cross (2024), and Wikipedia (2024).

RESULTS AND DISCUSSION

According to Law of Ukraine No. 3909-IX® and the sub-
sequent transfer by Ukraine to the UN Secretariat of the
instrument of ratification of accession to the Rome Stat-
ute, which took place on October 25,2024, in accordance
with the requirements of Part 2 of Article 126 of the Rome
Statute of the International Criminal Court “on the first
day of the month following the 60th day after the date
of deposit of its instrument of ratification, namely: on
January 1, 2025, the Rome Statute of the International
Criminal Court entered into force for Ukraine.

The ratification of the Rome Statute presents nu-
merous challenges and raises various questions, often
leading to misunderstandings and contradictions. One
of the most contentious issues is the possibility that the
International Criminal Court (ICC), following Ukraine’s
ratification of the Rome Statute, could prosecute Ukrain-
ian citizens, which has sparked considerable debate and
concern. Ukraine acknowledged this risk, and therefore
ratified the Rome Statute with a declaration to Art. 124
The Rome Statute of the International Criminal Court’,
taking into account the norms of which “Ukraine de-
clares that within seven years after the entry into force
of the Rome Statute for Ukraine, it does not recognise
the jurisdiction of the International Criminal Court over
the crimes set forth in Article 8 (as amended) when the
crime is allegedly committed by its nationals”. It should
be noted that Art. 8 The Rome Statute of the Internation-
al Criminal Court® regulates responsibility for the com-
mission of war crimes, while the jurisdiction of the Court
extends, in addition to war crimes, to the crimes of geno-
cide, crimes against humanity and crimes of aggression.
As for the seven-year period during which Ukraine will
not recognise the jurisdiction of the International Crim-
inal Court, this period is clearly defined in Art. 124 The
Rome Statute of the International Criminal Court®, and
the lawyers’ assumptions that this is somehow connect-
ed with the calculations of the Ukrainian authorities

1 Order of Ministry of defense of Ukraine No. 164 “On the Approval of the Instruction on the Procedure for the Implementation of Norms of International
Humanitarian Law in the Armed Forces of Ukraine”. (2017, March). Retrieved from https://ips.ligazakon.net/document/re30572?an=1&ed=0000_00 _

00&lang=ua.

2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3 The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

* Ibidem, 1998.

5 Law of Ukraine No. 3909-1X “ On Ratification of the Rome Statute of the International Criminal Court and Amendments thereto”. (2024, August).

Retrieved from https://zakon.rada.gov.ua/laws/show/3909-20#n18.

% The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

7 Ibidem, 1998.
& Ibidem, 1998.
? Ibidem, 1998.
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regarding the duration and end of the war in Ukraine are
unfounded (Kramarenko, 2024).

For the International Criminal Court (ICC), the appli-
cation of Article 124 may present a challenge. The Rome
Statute of the International Criminal Court?, particularly
given the limited practice of excluding the ICC's jurisdic-
tion based on the principles of ratione loci and ratione
personae, further complicates the issue. These princi-
ples have been invoked by only two States Parties, France
and Colombia, and therefore, “cannot in any way be con-
sidered normatively significant” (Zimmermann, 2024).

On the problem of contradictions in the definitions
of “armed conflict”, when “instead of using the generally
accepted classification of armed conflicts (international
armed conflict and non-international armed conflict),
in Law of Ukraine No. 2469-VIII? reflects a different
approach,” the Ukrainian Helsinki Group for Human
Rights (Ukrainian Helsinki Human Rights Union, 2018).
It is noted that, when defining legal concepts, national
legislation should consider the generally accepted ter-
minology of international law. This will help avoid un-
necessary clarifications in the future when interpreting
certain legal aspects.

As can be seen from the national regulatory frame-
work, the legislator attempts to use all possible options
for permissible military terminology, without thorough-
ly analyzing the content, essence, and legal aspects of
each definition. Such inconsistency can not only create
additional difficulties in the administration of justice, in-
cluding by international judicial bodies, but also hinder
the guaranteed protection of the rights and interests of
individuals, society, and the state.

It is worth noting that the fairness of post-conflict
settlementis a guarantee of strengthening the legal bond
between the citizen and the state (Vivvhar et al., 2022).

Thus, term “armed conflict” is used in The Rome
Statute of the International Criminal Court 3 in the con-
text that is generally accepted for the interpretation of
“armed conflicts” in the practice of international law en-
forcement. There is also a definition of “widespread or
systematic attack”, which, without any legal conflicts, is
compatible with the concept of “armed conflict”.

Instead, national legislation defines armed conflict,
as well as war, as types of military conflict. Thus, clause 1,

part 1, art. 1 Law of Ukraine No. 2469-VIII* states that
“military conflict is a form of resolving interstate or in-
trastate contradictions with the bilateral use of military
force; the main types of military conflict are war and
armed conflict”. Obviously, in order to provide a clear-
er understanding of this legal position, the legislator
(in clause 7, part 1 of the same article Law of Ukraine
No. 2469-VIII®) defines the term “armed conflict”, noting
that it should be considered as “an armed clash between
states (international armed conflict, armed conflict on
the state border) or between warring parties within the
territory of one state, as a rule, with external support (in-
ternal armed conflict)”. For a full understanding of such a
classification, the legislator should have provided a defi-
nition of the term “war”, atleast in the context of its use in
the relevant Law. of Ukraine No. 2469-VIII®.

Regarding the inclusion of the definition of “mili-
tary conflict” in Law of Ukraine No. 2469-VIII it is first
necessary to clarify the etymology of the word “military”.
The prominent Ukrainian linguist, Doctor of Philolog-
ical Sciences, Professor O. Ponomariv, noted that “mili-
tary” refers to something connected with war, as seen in
phrases such as martial law, military actions, war crimes,
and war years. In addition, the scholar explains another
meaning of the word “military” - that which is connected
with the army, as in military service, military ID, and mil-
itary duty (Osvitoria, 2022).

Thus, a military conflict is a conflict inherently re-
lated to war. Therefore, it is incorrect to classify war as
a type of military conflict, as military conflict itself is
caused and conditioned by war.

The above similarly applies to the application of the
definition of “military force”, which is used by the leg-
islator in clause 1, part 1, article 1 of the Law of Ukraine
No. 2469-VIII® for the definition of a military conflict.
Taking into account the stated position of O. Ponomariv,
military force is a force that is also associated with war
(Osvitoria, 2022). It follows that under “internal state
contradiction with bilateral use of military force” civil
war can be understood. And again, war and armed con-
flict cannot be a type of civil war, if the conflict is internal,
as follows from the content of clause 1 part 1 of article 1
Law of Ukraine No. 2469-VIII®. It should be noted that in
defining any legal concepts, tautology should be avoided.

* The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
2 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.
3 The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
4 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.

® Ibidem, 2018.
® Ibidem, 2018.
7 Ibidem, 2018.
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Especially when it comes to defining such concepts as
“armed conflict”, “military conflict”, “war”, during the ac-
tive phase of the Ukrainian state’s struggle for basic sur-
vival, as well as steadfastly pursuing the goal of bringing
to justice all those guilty of crimes against the national
security of Ukraine using the levers of international law.

Ukraine, in the context of European integration, is
actively incorporating generally accepted norms and
principles of international law into its national legisla-
tion. As G.D. Solis (2021) notes, the laws of war remain
effective and applicable despite various challenges;
however, their enforcement is possible only through the
persistent, wise, and decisive actions of states for which
the rule of law is vital. Therefore, the harmonisation of
national and international legal norms, including the
legal conceptual framework, is particularly important.
In Law of Ukraine No. 2469-VIII* definition and qualifi-
cation of military conflict are not only contradictory in
their content and do not comply with international law,
but also fully coincide with the approach to defining the
concept of “military conflict”, which is used in Russia. In
the Russian-language section of Wikipedia, citing the
military doctrine of the Russian Federation and con-
sidering the “opinions of military experts’, a virtually
identical definition of "military conflict" is provided
“a form of resolving interstate or intrastate contradic-
tions through the use of military force (the concept en-
compasses all types of armed confrontation, including
large-scale, regional, and local wars, as well as armed
conflicts)’ (Wikipedia, 2024). The approach Russia takes
in defining “military conflict” and “armed conflict” can-
not be coincidental, given how meticulously it enforces
the exclusive use of the term “special military opera-
tion” while prohibiting the use of the word “war” - even
to the extent of introducing criminal liability for viola-
tions. Therefore, aligning with Russian military termi-
nology is highly problematic. The use of proper military
terminology must be precise and unambiguous. In-
stead, identical acts of aggression are often given dif-
ferent definitions and assessments depending on legal
traditions based on various regulatory acts. At the same
time, the interpretation of military terms in Ukrainian
legislation contradicts European norms while aligning
with Russian definitions. As S. Lazar (2020) notes, “na-
tional defense (of one’s own or an allied state) and hu-
manitarian intervention” are the two permissible jus-
tifications for war in the traditional framework of just
war theory. It is crucial, from the outset - beginning
with the definition of terminology - to adhere to this
“just war theory”.

Among scholars studying armed conflicts, there is
an opinion that “armed conflict is primarily an internal
political issue, whereas military conflict and war are
characteristic of the international political level” (Shi-
khiyeva, 2023). From the practice of applying the norms
of international humanitarian law, it is indisputable that
the full set of these norms takes effect only in the case of
an international armed conflict. In contrast, in a non-in-
ternational armed conflict, only alimited portion of these
norms is applied accordingly. A. Korynevych (2020) and
V. Berezniak et al. (2023) note that serious violations of
international humanitarian law, particularly war crimes,
can occur in both international and non-international
armed conflicts. However, during internal unrest and
disturbances, the rules of international humanitarian
law do not apply, meaning that such violations cannot be
classified as serious.

At the same time, as stated in the conclusion of the
International Committee of the Red Cross (2024), there
are cases where a state agrees to or even invites another
state to intervene in its territory. In such cases, the inter-
vening state is not considered a belligerent. For example,
this applies when intervention is necessary to confront
a group fighting against the state’s central authorities
or acting against other states without crossing borders.
Such situations are not classified as international armed
conflicts as long as the use of force remains within the
borders of the state concerned and the consent to in-
tervene has not been withdrawn. Similarly, limited par-
ticipation by another state in the conflict - such as pro-
viding weapons, whether purchased or supplied free of
charge - does not, in itself, result in the classification of
the situation as an international armed conflict.

The discrepancies between Ukrainian legislation
and international law regarding the interpretation of
“armed conflict” and “military conflict”, as well as their
alignment with Russian legal terminology, could lead
to manipulations. Furthermore, narratives regard-
ing the events in Ukraine remain contradictory, and
on the international stage, foreign scholars continue
to raise thought-provoking questions. For instance,
K. Wiegrefe (2022) poses the provocative question: “Is
Vladimir Putin right?... Is there anything to his claims?”
with an ambiguous answer: “The short answer: It's com-
plicated.” The focus should remain on proving the guilt of
all individuals responsible for genocide, crimes against
humanity, war crimes, and crimes of aggression com-
mitted by Russia, rather than debating whether the con-
cept of armed conflict, as understood in Ukrainian legis-
lation, aligns in content and essence with its definition in

 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19#Text

Law, Policy and Security 2(2)



Zaiets et al.

international law, particularly in the Rome Statute of the
International Criminal Court.!

The unacceptable inconsistency in the use of the
military terminology under study is also evident in na-
tional legislation.

The Law of Ukraine No. 1932-XII of 06.12.1991? quite
constructively uses the terms “armed conflict” and
“armed aggression” and provides alist of actions that are
considered acts of armed aggression. The term “military
conflict”isnotusedinthis Law. Thisapproach by thelegis-
lator most appropriately aligns with traditional concepts
of armed conflict in international humanitarian law.

Regarding Order No. 164 of the Ministry of Defense
of Ukraine?, the very first article states that “internation-
al humanitarian law (law of armed conflicts) is a system
of internationally recognised legal norms and principles
applied during armed conflicts..” This raises the ques-
tion of the scope of this order, particularly whether it ap-
plies to military conflicts in the context of Law of Ukraine
No. 2469-VIII~

In Decree No. 121/2021° of the President of Ukraine,
the terms “armed aggression,” “armed conflict,” “armed
struggle”, “military conflict”, “war”, “military actions”,
“hybrid war”, “conflict” interchangeably. It should be
noted that when characterising the Decree of President
of Ukraine No. 121/2021° of the Russian Federation’s ac-
tions towards Ukraine, the legislator most often uses the
term “armed aggression’, as well as “war” and “military
actions”. For a more in-depth study of the legal aspects
of the use of the relevant terminology in the Decree of
President of Ukraine No. 121/2027’, it is worth first of all
pointing out the legislator’s failure to comply with the re-
quirements for the structure of regulatory legal acts con-
tained in Law of Ukraine No. 3354-1X8, which significant-
ly complicates the possibility of analysis and scientific
research with the regulatory document. Therefore, in the
section “Security environment (global, regional and

national aspects)” in the context of military security
Decree of President of Ukraine No. 121/2021° states that
“the Russian Federation remains a military adversary of
Ukraine, carrying outarmed aggressionagainst Ukraine”,
and refers to the “hybrid war” launched by Russia against
Ukraine. Additionally, the Decree of President of Ukraine
No. 121/2021° states that “the aggressive foreign and
military policy of the Russian Federation... may lead to
further escalation of armed aggression against Ukraine
and provoke an international armed conflict in Europe”.

Thus, in view of this legal norm, the conflict between
Russia and Ukraine is an armed aggression, and can only
cause an armed conflict in Europe. Therefore, in the con-
text of the Decree of President of Ukraine No. 121/2021%,
the question arises whether armed aggression is an
armed conflict, and whether the conflict between Russia
and Ukraine is an armed conflict in Europe. First of all,
according to all the signs given in international humani-
tarian law, this conflict is clearly armed, Russia’s criminal
actions against the Ukrainian state have already caused
an international armed conflict. Proceeding from the
definitions of military and armed conflicts, their classifi-
cations, which are given in Law of Ukraine No. 2469-VIII*?,
then this conflict, if considered as a war or as an armed
conflict, is already taking place in Europe, taking into ac-
count at least such an indisputable fact that Ukraine is
part of Europe. Any other approach to interpreting these
events, especially from the side of Ukraine, and even
with the appropriate coverage of this in regulatory le-
gal acts, will negatively affect the understanding of the
situation in the international arena, will harm the polit-
ical reputation of Ukraine, and will cause legal and legal
misunderstandings. Thus, the legal position enshrined
in the Decree of President of Ukraine No. 121/2021%,
is unfounded and erroneous, and the definitions of
concepts in Law of Ukraine No. 2469-VIII* as caus-
ing misunderstanding and confusion in the legislation.

! The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

2 Law of Ukraine No. 1932-XII “On Defense of Ukraine”. (1991, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1932-12#Text].

3 Order of Ministry of defense of Ukraine No. 164 “On the Approval of the Instruction on the Procedure for the Implementation of Norms of International
Humanitarian Law in the Armed Forces of Ukraine”. (2017, March). Retrieved from https://ips.ligazakon.net/document/re30572?an=1&ed=0000_00 _

00&lang=ua.

4 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.
5 Decree of President of Ukraine No. 121/2021 “On the Decision of the National Security and Defense Council of Ukraine dated March 25, 2021 ‘On the
Military Security Strategy of Ukraine’”. (2021, March). Retrieved from https://zakon.rada.gov.ua/laws/show/121/202 1#Text.

® Ibidem, 2021.
7 Ibidem, 2021.

8 Law of Ukraine No. 3354-IX “On Law-Making Activity”. (2023, August). Retrieved from https://zakon.rada.gov.ua/laws/show/3354-20#Text.
° Decree of President of Ukraine No. 121/2021 “On the Decision of the National Security and Defense Council of Ukraine dated March 25, 2021 ‘On the
Military Security Strategy of Ukraine’”. (2021, March). Retrieved from https://zakon.rada.gov.ua/laws/show/121/2021#Text.
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Also in Criminal Code of Ukraine' (hereinafter re-
ferred to as CC of Ukraine) the following military termi-
nology is used: in Chapter XX “Against peace, security of
mankind and international law and order”: “war”, “mili-
tary conflict” (Article 436 of the CC of Ukraine), “armed
aggression’, “internal civil conflict” (Article 436-2 of the
CC of Ukraine), “aggressive war”, “military conflict” (Ar-
ticle 437 of the CC of Ukraine), war (Article 438 of the CC
of Ukraine), “armed conflict”, “military or violent actions”
(Article 447 of the CC of Ukraine). The definitions of the
terms “military conflict”, “armed conflict” and “armed
aggression’, “military actions”, are found respective-
ly in Law of Ukraine No. 2469-VIII? and Law of Ukraine
No. 1932-XII3. Internal civil conflict, in terms of its se-
mantic load, fully falls under the definition of non-in-
ternational (internal) armed conflict, which is given in
the Order of Ministry of Defense of Ukraine No. 164
Regarding the concept of “aggressive war”, which is used
by the legislator in Art. 437 of the CC of Ukraine?, “war or
military actions can be qualified as aggressive only by
the Security Council of the United Nations (hereinafter
referred to as the UN), secondly, the definition of aggres-
sion given in the relevant UN resolution can be applied
only to the responsibility of states, but not to individu-
als” (Sapozhnikova, 2023). Therefore, the application of
the definition of “aggressive war” in the Criminal Code
of Ukraine °is inappropriate. Also controversial is the
use in Art. 436 of the CC of Ukraine °the terms “war” and
“military conflict”, because given the definitions given
in Law of Ukraine No. 2469-VIII” war is a type of military
conflict. Therefore, in order to harmonise the norms of
at least national legislation, the terms “war” and “armed
conflict” should be used in the disposition of this article,
or the general term “military conflict” should be limited.

A.H. Baibak (2020) argued that the definition of reg-
ulatory legal acts should include only essential aspects
that accurately determine their essence and should
be “unified, clear, unambiguous, concise, logically and
linguistically correct, and generalised”. Furthermore,
such a conglomeration of terms in the specified regu-
latory legal acts contradicts the requirements of Article
34 of the Law of Ukraine No. 3354-IX8, which mandates

that the legal norm of a given regulatory legal act must

comply with regulatory legal acts of higher legal force,
maintain consistency with regulatory legal acts of equal
legal force, and ensure the unification of terminology
used throughout the text.

Scientists whose works are considered in this study
have repeatedly attempted to distinguish between the
concepts of “military conflict”, “armed conflict”, and
“war”. The use of these terms without considering their
etymological meaning, semantic significance, and -
most critically, from a legal perspective - without align-
ing with international treaty law and the practice of in-
ternational judicial proceedings in interpreting these
terms is not uncommon. There are frequent instances
where, in the study of one definition, incompatible or
even opposing terms are used interchangeably. The in-
consistency in the use of military terminology is also due
to the lack of a unified approach to interpreting these
terms in regulatory legal acts. In the works of Ukraini-
an scholars, a certain inconsistency - and at times even
contradictions - can be observed, not only between dif-
ferent studies but sometimes within a single study when
analysing and defining these concepts.

Thus, L.M. Demydova (2024) argued that “wars and
armed conflicts 1) are not identical concepts and it is
incorrect to combine them in meaning even partially;
2) war is a type of military conflict, which is characterised
by the bilateral use of military force and 3) war can be a
military conflict of a non-international nature only in
the case of a civil war”. Additionally, she categorically as-
serts, relying, in particular, on Law of Ukraine No. 2469-
VIII®, that war is a type of military conflict characterised
by the bilateral use of military force, with the manda-
tory and possible participation of the army and trained
military-type armed formations. These formations are
structured into a unified military system and serve spe-
cific military objectives. The author further notes that
war cannot be considered an armed conflict because the
latter is distinguished by “a different degree of prepara-
tion, organisation, intensity of actions, mobility, skills,
and abilities” She also criticised the legal stance of in-
ternational law that classifies war as a non-international
armed conflict, arguing that such an interpretation risk
reviving the era of civil wars and fostering enmity among

 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

2 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.

3 Law of Ukraine No. 1932-XII “On Defense of Ukraine”. (1991, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1932-12#Text.

4 Order of Ministry of Defense of Ukraine No. 164 “On the Approval of the Instruction on the Procedure for the Implementation of Norms of International
Humanitarian Law in the Armed Forces of Ukraine”. (2017, March). Retrieved from https://ips.ligazakon.net/document/re30572?an=1&ed=0000_00 _

00&lang=ua.

5 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

® Ibidem, 2001.

7 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.
8 Law of Ukraine No. 3354-IX “On Law-Making Activity”. (2023, August). Retrieved from https://zakon.rada.gov.ua/laws/show/3354-20#Text.
° Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.
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families, nations, and peoples. According to L.M. De-
mydova (2024), war is “an exclusively international mili-
tary conflict”. Regarding the prospect of an international
ban on wars as military conflicts of an international na-
ture and on any armed conflicts as phenomena, the au-
thor contends that prohibiting certain acts or imposing
the highest degree of accountability does not guarantee
the disappearance of such phenomena, especially ones
as complex as armed conflicts or wars. She emphasised
that continuous and systematic regulatory efforts must
be undertaken at both the political-system level and the
individual level to address these challenges effectively.
V.V. Yemelianenko & K.M. Orobets (2022), in their
work, agreed with the provisions enshrined in Law of
Ukraine No. 2469-VIII* which divides the broader con-
cept of “military conflict” into “armed conflict” and “war”
and adopts the definitions provided in the law. Taking
into account the legislator’s position, the scholars as-
sociate the commission of war crimes with military
conflict, arguing that this distinction allows for the dif-
ferentiation of war crimes “as an encroachment on the
established procedure for the use of armed force” from
criminally punishable acts against peace, which exclude
the very threat of military conflicts. They correctly note
that “a necessary condition for recognising a crime as
military... is a connection with an armed conflict of an
international or non-international nature”. At the same
time, they emphasise that the objective elements of such
crimes must include “special (extreme) conditions of a
military conflict (which is de jure defined as martial law
in the state)”. Additionally, they identify both victims and
offenders as participants in the armed conflict.
However, while minor inconsistencies in terminol-
ogy within a scientific article may not pose significant
risks, the assertion that a war crime can occur only with-
in a military conflict formally defined as a state of war
contradicts the Rome Statute of the International Crimi-
nal Court2 Under the Rome Statute, war crimes occur in
armed conflicts, which may not always be officially rec-
ognised as a state of war? This misinterpretation could
complicate the classification of an act as a war crime by
the International Criminal Court. Such inconsistency is
unacceptable, as Ukraine has ratified the Rome Statute of
the International Criminal Court, providing all necessary
grounds for extending the Court’s jurisdiction to crimes
committed against its citizens and the state as a whole.
Ye.O. Bratuta § O.G. Bratuta (2022) argued that the
presence of common features between the concepts of

“war” and “conflict” does not justify considering them
identical. They view hybrid war as a distinct, specific
form of war and as a stage of international conflict, and
they also assert that the understanding of war as merely
one of the forms of conflict is “ontologically erroneous
and logically false”. K.V. Gromovenko (2022), in his sci-
entific study on the protection of human rights in armed
conflicts, generally avoided defining armed conflicts, in-
stead using the terms “armed conflict,” “war,” and “mili-
tary conflict” interchangeably throughout his work.
Researcher 0.0. Tronko (2024) argued that the na-
ture of the Russian-Ukrainian military confrontation
necessitates the definition and codification of the term
“international military conflict” in international law. He
considered military conflict as a component of a broader
military confrontationandwarasatype ofarmed conflict.
0.V. Zadorozhnia (2024) examined military conflict as a
broader concept encompassing armed conflict. However,
armed conflict is not included in his classification of mil-
itary conflict, even though his system includes war, bor-
der clashes, terrorist attacks, and internal political crises.
H.N. Behruz (2023) summarised that modern in-
ternational law has abandoned the concept of “war” in
favor of “armed conflict”, which is more objective and
broader in scope, allowing it to encompass a greater
number of situations. O. Semotiuk (2022) linked the in-
ternational community’s shift from the term “war” to
“armed conflict” to the fact that, under international law,
a state of war requires a prior official declaration. Such
a legal requirement significantly limited the applica-
tion of international humanitarian law protections. The
Charter of the United Nations*, also does not reference
the term “war” but instead uses more neutral concepts
such as “use of force,” “breach of peace,” and “aggression.”
Ukraine should adopt this approach as well, as it is cru-
cial that the concept of “armed conflict” covers the maxi-
mum number of criminal acts committed by Russia since
the full-scale invasion, as well as since the occupation of
the Autonomous Republic of Crimea and the Luhansk
and Donetsk regions. As M. Gnatovskyy (2020) noted, if
the International Criminal Court proves that “non-gov-
ernmental armed groups in eastern Ukraine operate un-
der the general control of the Russian Federation”’, there
will be every reason to classify the hostilities as an inter-
national armed conflict from the very beginning, that is,
since 2014. Of course, armed conflicts evolve over time,
but the fundamental legal principles governing them
remain unchanged for states that prioritise the rule of

 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-194#Text.
2 The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

3 Ibidem, 1998.

* Charter of the United Nations. (1945, October). Retrieved from https://www.un.org/en/about-us/un-charter/full-text.
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law (Solis, 2021). The classification provided in Law of
Ukraine No. 2469-VIII' states that only certain military
conflicts qualify as armed conflicts, while another type
is designated as “war” and is contrasted with armed con-
flicts. Such a legislative approach, which establishes a
comprehensive and generalised definition of “military
conflict” while this concept is largely absent in interna-
tional law, primarily contradicts the requirements for
the unification of regulatory legal acts.

Such complex concepts - scientific, political, and le-
gal in nature - such as “armed conflict,” “war,” “military
conflict,” as well as “armed aggression,” “war crimes,” and
other terms from military doctrine should not be strictly
delineated by specific features or special characteristics.
Instead, it is best to recognise that all these phenomena
represent an unacceptable evil, with the primary focus
being on ensuring justice so that no guilty party escapes
punishment (Taranetal.,2023).Itis entirely reasonable to
propose, as reflected in The Rome Statute of the Interna-
tional Criminal Court?, a definitive list of acts considered
criminal and constituting grounds for criminal liability.

There is also a widely held opinion among scholars
that the effective application of international humani-
tarian law is hindered by the absence of a clear definition
of “armed conflict” and that the international commu-
nity should work toward “clarifying the definitions and
criteria of armed conflicts” (Pashynna, 2024). However,
to best ensure fair and impartial justice, the interna-
tional community defines “armed conflict” using broad
features and characteristics rather than specific prop-
erties, which could otherwise restrict the scope of inter-
national humanitarian law. As noted by L. Tymchenko et
al. (2024), developing a normative legal act with a defi-
nition universally accepted by all states would require
the adoption of multiple international legal instruments.
Such a process would be long-term and materially costly.
Furthermore, the jurisdiction of international tribunals
has already been constrained by the codification of the
traditional understanding of “war” in international trea-
ty law, which has resulted in many instances of military
confrontation falling outside the applicability of interna-
tional humanitarian law.

There is, however, an alternative approach to har-
monising the norms of international and national law,
which pertains exclusively to the translation of legal

norms. In international law, particularly in The Rome
Statute of the International Criminal Court? the term “an
armed conflict” is consistently used and officially trans-
lated into Ukrainian as “36potiHutll koH$nikm” (armed
conflict). Given the concept of this term in internation-
al law on the one hand, and the legal notion embedded
by the legislator in the term “soenHuti KoH$nikm” (mil-
itary conflict) in Law of Ukraine No. 2469-VIII* on the
other, it would be reasonable to translate the foreign
term “an armed conflict” as “6oeHHull KoH@ikm” (mili-
tary conflict) in Ukrainian. However, this solution would
not resolve the issue of the classification of “goeHHuli
koHpnikm” (military conflict) as defined by Ukrainian
law, where war and armed conflict are considered types
of military conflict. As mentioned earlier, the interna-
tional community has largely moved away from the
term “war”. Furthermore, the classification of “36potiHuti
koHgnikm” (armed conflict) in Law of Ukraine No. 2469-
VIII® essentially mirrors the classification of armed con-
flicts in international law. Thus, according to the speci-
fied Law of Ukraine No. 2469-VIII® armed conflicts are
categorised as “international armed conflict, armed con-
flict on the state border”, and “internal armed conflict”. In
international humanitarian law, armed conflict is classi-
fied as follows: “An armed conflict exists whenever there
is a resort to armed force between States or protracted
armed violence between governmental authorities and
organised armed groups or between such groups within
a State”. In other words, under generally accepted rules,
armed conflict is divided into “international armed con-
flict” and “non-international armed conflict”. Therefore,
attempting to resolve this issue solely through a change
in translation would only provide a superficial solution.
Such an approach could ultimately lead to even greater
inconsistencies.

CONCLUSIONS

The study of the etymology of the concept of “military
conflict”, its correlation and relationship with such con-
ceptual terms as “armed conflict” and “war”, leads to the
conclusion that, although these definitions belong to
military terminology and characterise a specific intra-
state or interstate confrontation, they possess distinct
features due to their complex legal, social, and historical
nature. It is the specificity and multifaceted nature of

* Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19#Text.
2 The Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

3 Ibidem, 1998.

4 Law of Ukraine No. 2469-VIIl “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19%#Text.

® Ibidem, 2018.
® Ibidem, 2018.

7 Decision of the Defense Motion for Interlocutory Appeal on Jurisdiction , Prosecutor v. Dusk Tadic , Case No. IT-94-1-AR72, (1995, October). Retrieved
from https://cld.irmct.org/assets/Uploads/full-text-dec/1995/95-10-02%20Tadic%20Interlocutory%20Decision%200n%20Jurisdiction.pdf.
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these concepts that determine their consistently con-
tradictory application in both scientific doctrine and
regulatory legal documents. Only the harmonisation of
military terminology will ensure the guaranteed pro-
tection of the national interests of individuals, society,
and the state. This issue is of paramount importance in
connection with the ratification of the Rome Statute of
the International Criminal Court, especially during war-
time. There is an ongoing need to clarify a range of le-
gal aspects at various levels to ensure the extension of
the jurisdiction of the International Criminal Court to
all criminal acts committed not only since Russia’s full-
scale invasion but also since the occupation of the Au-
tonomous Republic of Crimea and parts of the Donetsk
and Luhansk regions. It is especially important to align
key military terms with the terminology and classifica-
tion generally accepted in international humanitarian
law. Considering that in previous editions of national
security legislation, the legislator refrained from clearly
interpreting and distinguishing the concepts of “armed
conflict”, “military conflict”, and “war”, and that the cur-
rent Law of Ukraine “On National Security of Ukraine”
effectively replicates Russian military terminology, there
is a noticeable divergence from the international legal
framework. It has been established that polysemy in mil-
itary terminology, the complexity and multifaceted na-
ture of relevant military terms, and the disregard of key
definitional aspects are common issues in both national
legislation and the scientific field.
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ETUMoONoOria NOHATTA «BOEHHUMN KOHPNIKT»
fIK AeTepPMiHAHT NONITUYHOI opieHTaLii

AHoTauia. V 383Ky 3 parudiraiiero VKRpaiHOI PHUMCBKOTO CTaryTy MiKHApPOZHOTO KPHUMIiHAJIBHOTO CYZy,
HeIOCTaTHbOTO HAIpallfOBaHHA INPaAKTUKU MDKHapOZHOTO KpPUMiHANBHOrO cyAy y cdepi 3acToCyBaHHS JTaHOTO
IIOKYMEHTY, SIK IIepeJi IOpHCTaMU, TaK i Tepe; HAyKOBIISIMU [TOCTa€ BUKJIKK 11010 eGeKTUBHOI'O BIIPOBaPKEHHSI HOPM
MIDKHapOJHOrO IIpaBa y HallioHaJIbHe 3aKOHOJLABCTBO, 1 BBAKJIMBUM Ta [1epIIOYeProBUM € IIUTaHHS y3roA KeHHS
TepMiHoJOorii, 30KpeMa, BiliChKOBOI. MeTOI0 maHoi cTarTi 6y/I0 O6r'PYHTYBaHHA IOIIIBHOCTI BIPOBAIKEHHA Y
HALiOHQJIBHOMY 3aKOHOJABCTBI IIPMMHATOI B MDKHApOZHOMY ITpaBi BilMICBKOBOI TepPMIHOJIOTII Ta BHABIEHHS
CyIlIepe4yHOCTel y BUKOPUCTaHHI IediHiIlil, 10 3HAUHO YCKJIAAHIOE caMe PO3YMiHHS CYTHOCTI ITPOTHCTOSHb Ta
KOHQJIIKTIB, a 0T)Ke, 11 YHEMOXKJIMBIIIOE KOHCTPYKTUBHUM Aiaior Ha MDKHAPOIHIN apeHi. V IaHil CTaTTi IOCTiIRKeHO
BUKOPUCTAHHSA BilICBKOBOI TepMiHOJIOT], a came: «36pOHHUYM KOHMITIKT», «<BOEHHUM KOHGIIKRT», «BiliHa» Ta ITiAXi
mo ximacudikallil BiAMOBIIHMX MOHATH V HAI[lOHANBHIM HOPMAaTUBHO-TIPABOBiM 6a3i. 3IiMiCHEHO eTHMOJIOTIUHY
XapaKTepUCTUKY AAaHUX TepMiHiB, IpOBefeHO IOPIBHAHHA IX 3 TepMiHaMHM, IO BXXUBAIOTHCA Y MDKHApOAHOMY
ryMaHiTapHOMY IIpaBi, y TOMy 4MCJli Y PUMCBROMY CTaTyTi MDKHapOAHOTO KpUMiHANIBHOTO cyAy. [IIaxoM aHasi3y
Po6iT HayKOBLIiB BUABJIEHO BiICYTHICT Y JOKTPHHI CITIIBHOTO KOHCEHCYCY B ITUTAHHI 3aCTOCYBaHHA JaHUX AediHilil,
a TAaKOXX HU3KY CYIIEpEYHOCTEM i B TTIEBHUX OKPEMO B3ATHUX POHOTax IIPU 3aCTOCYBaHHI BiXICHKOBOI TEPMiHOJIOTII.
3'acoBaHo, 110 MifxXif 40 BU3HaYeHHS Ta Kiacrdikallil BOEHHUX Ta 36pOMHNX KOHMIIKTIB CIIiBIIaZae 3 poCiichbKUM,
i B TOM JXe Yac MOBHICTIO CyNepevYuTb MiKHApOZHOMY. 3aIIpOIIOHOBAHO 3aCTOCOBYBATH 3arajIbHOMPUNHATY V
MbKHapOAHOMY MpaBi TepMiHoJOTIIO Ta KiIacudikariifo 36pofHUxX KOHIIKTIB, YHUKAOUN JeMapKallii HaBeIeHuX
BUIIle TTOHATD. Pe3ynbsTaTyl OOCTiAKeHHS HaJa/lu MepeKOHJINUBI apryMeHTH Ha KOPUCThb JOTPUMAaHHS yCTaJeHUX
MDKHapOAHUX BU3HAYEHb, IEMOHCTPYIOUH, II0 HETIOCIi I0BHE i 6e3crcTeEMHE BUKOPHCTaHHS BilCBKOBOI TEpMiHOJIOTi
TiZpUBAa€E KOHLIENTYaJIbHY SICHICTD i mocmabiioe HayKOBUHM AUCKYpC. [I[paKTUYHE 3HAUEHHS JOCTiIKEHHS TI0JISATae
B aHaji3i KIIOYOBUX BiMICBKOBUX TEPMIiHIB, TAKMX K «BiliHa», «BOEHHUM KOHMIIKT», «36POMHUN KOHQIIIKT» Ta
«arpecisi», 3 yTOUHeHHAM IX BUKOPUCTAaHHS B HaI[ilOHAJIBHOMY Ta Mi>KHAapOJIHOMY ITPaBOBOMY KOHTEKCTaX

KniouoBi cnoBa: 36poriHui KOHIIIKT, 3aKOHOJABCTBO; BitiHa; 36poiiHa arpeciss; PUMCBKUM CTaTyT
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Implementation of artifical intelligence in modern judiciary

Abstract. The purpose of the article was to explore the issue of implementing Al in the judiciary, the challenges
involved, and existing solutions. The study employed methods of comparative analysis of international experience,
an examination of Ukraine's legal framework, as well as an analysis of the ethical and socio-legal aspects of Al
application. It was established that algorithms trained on historical data may inadvertently reinforce or exacerbate
existing biases. This creates a risk of unfair outcomes, undermining the principle of justice—the cornerstone of the
judicial system. It was noted that the complexity of legal systems poses challenges for Al implementation. Laws vary
across jurisdictions, and the nuances of legal reasoning are difficult to codify into algorithms. Al applications must be
adapted to specific legal frameworks, requiring significant investments in customisation and continuous updates to
keep pace with legal reforms. The article highlighted international examples of successful Al integration into judicial
systems. It was found that AI integration could support ongoing judicial reform efforts in Ukraine by promoting
transparency and reducing opportunities for corruption. Al tools can monitor case processing and flag violations,
increasing accountability within the system. However, these advancements must be accompanied by robust training
programs for legal professionals to ensure they understand Al applications and trust them. A balanced regulatory
approach is needed to mitigate risks and maximise benefits. By addressing ethical concerns, ensuring data security,
and adapting solutions tolocalneeds, Al canbecome a powerful tool for advancing justice. Altools can facilitate judicial
reform by reducing corruption and enhancing accountability. However, effective Al utilisation requires appropriate
training for legal professionals to ensure proper understanding of the technology and its correct interpretation

Keywords: legal technologies; automation; international experience; justice; machine learning

INTRODUCTION

The modern world, driven by innovative technologies,
is undergoing radical changes in all spheres of life, in-
cluding the judiciary, which is built on centuries-old
traditions and established procedures. The implemen-
tation of Al has the potential to accelerate the pace and
efficiency of judicial processes, reduce the workload on
judges, and eliminate subjective human factors. At the
same time, serious issues arise regarding the ethical ac-
ceptability, transparency of Al algorithms, and account-
ability for decisions made by artificial intelligence. The
importance of this issue is further emphasised by the

lack of regulatory frameworks in Ukraine that would es-
tablish a legal basis for the use of Al in judicial practice.
There are numerous scientific reports on the imple-
mentation of Alin the field of justice. The study by N. Ale-
tras et al. (2016) demonstrated that machine learning is
used to predict court decisions based on the analysis
of case law and statistical data. The authors found that
AT algorithms can predict case outcomes with high ac-
curacy, opening up opportunities for the automation of
judicial analytics and the improvement of law enforce-
ment. J.C. Allen (2020) examined the role of artificial
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intelligence in the legal system, particularly its ability to
simplify legal procedures and enhance the efficiency of
judicial research. He emphasised potential benefits such
as the rapid processing of large volumes of legal infor-
mation but also highlighted challenges, including pos-
sible algorithmic bias and ethical concerns regarding
Al use in the judiciary. Ukrainian researchers have also
contributed to the discussion of this topic.

Researchers D.M. Byelov § M.V. Byelova (2023) an-
alysed the potential and risks of using artificial intelli-
gence in judicial processes. They emphasised the need
to develop transparent algorithms that ensure fairness
in court decisions, as well as the importance of creat-
ing legal mechanisms of checks and balances to prevent
abuses. K.D. Holosiy (2023) examined the challenges
faced by the Ukrainian judiciary in implementing arti-
ficial intelligence. He highlighted the lack of necessary
digital infrastructure and stressed the need for legal
reform to ensure the effective integration of technolo-
gy into the judicial system. Additionally, he pointed out
the necessity of training qualified professionals capa-
ble of working with new technologies in the legal field.
D.0. Savytskyy (2024) also described the use of artificial
intelligence in judicial decision-making, emphasising
the balance between technological progress and funda-
mental legal principles. The specifics of Al implemen-
tation in the judicial system depend on several factors,
including technical readiness, human resources, and the
existence of aregulatory framework. Other international
studies focus on legal and ethical considerations.

M.N. Greenstein (2020) emphasised the ethical duty
ofjudgesto incorporate artificial intelligence into the de-
cision-making process, focusing on the need to establish
clear guidelines for Al accountability. M.L. Shope (2021)
examined documentation requirements for Al datasets
and machine learning models, advocating for greater
transparency in Al-based judicial processes.By bridg-
ing the gaps between legal values and technological ad-
vancements, this work contributes to discussions on the
role of artificial intelligence in ensuring justice and the
proper functioning of the judiciary.

Research on the application of artificial intelligence
in judicial proceedings and decision-making is actively
conducted in fields such as law, computer science, sta-
tistics, and machine learning. It is essential to weigh
all the disadvantages and advantages of artificial in-
telligence and gradually and skillfully integrate it into
modern jurisprudence, simplifying and automating
the process. This study aimed to assess the feasibility of

implementing artificial intelligence in the judicial sys-
tem of Ukraine, taking into account its advantages, risks,
and regulatory issues. It is focused on addressing ethical
concerns, evaluating existing regulatory frameworks,
and providing recommendations for the use of Al in law-
fuljudicial proceedings.

MATERIALS AND METHODS

The methodology of this study was based on a compre-
hensive approach using theoretical methods to ana-
lyse the potential of Al in judicial systems. The research
process began with an extensive review of relevant lit-
erature to understand global trends in the implemen-
tation of Al in legal systems. The selected materials in-
cluded peer-reviewed articles, policy documents, and
official reports related to the ethical, legal, and techni-
cal aspects of Al Key sources included J.C. Allen (2020),
D.M. Byelov § M.V. Byelova (2023), N.R. Lashchuk §
LR. Serkevych (2024), which provided foundational un-
derstanding of the role of artificial intelligence in judicial
decision-making. These materials created the theoret-
ical foundation for comparing international practices
and assessing their relevance to Ukraine.

The comparative analysis method was used to study
the implementation of Al in various countries (USA, UK,
Norway). Specific examples, such as the “robot judge” in
Norway (Sobol § Habelko, 2023) for small claims, were
considered to evaluate their effectiveness and ethical
consequences. A crucial aspect of this research was the
analysis of legislation. The study assessed the legisla-
tive framework of Ukraine, particularly the Decree of the
Cabinet of Ministers of Ukraine No. 1556-17, to determine
the country’s readiness for Al integration. This analysis
identified regulatory gaps and areas in need of reform to
facilitate the use of Al in the judicial system.

Ethical considerations were an integral part of the
study. The research critically examined risks such as
algorithmic bias and the consequences of decisions
based on Al Sources such as M.N. Greenstein (2020),
M.L. Shope (2021), and the National Center for State
Courts (2024) were used to explore transparency and ac-
countability in Al systems, ensuring public trust in judi-
cial outcomes facilitated by AL

The study also acknowledged several limitations,
including the lack of empirical data on the implementa-
tion of artificial intelligence in Ukraine and the difficulty
of translating legal reasoning into algorithms. To over-
come these challenges, the research relied on interna-
tional practices and theoretical models (Cherevko, 2024;

! Decree of the Cabinet of Ministers of Ukraine No. 1556-r. “On the Approval of the Concept of the Development of Artificial Intelligence in Ukraine”.
(2020, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80#Text.
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Clio, 2024; The Artificial Intelligence Act, n.d.) to propose
solutions tailored to the judicial needs of Ukraine. A sys-
tems approach provided a clear foundation for study-
ing the integration of artificial intelligence into judicial
systems, while simultaneously addressing ethical, legal,
and technical issues.

RESULTS AND DISCUSSION

Artificial intelligence (AI) is one of the most dynamic and
promising fields of modern science, combining com-
puter science, mathematics, linguistics, philosophy, and
other disciplines. Its goal is to create intelligent systems
capable of imitating human behavior and solving tasks
that typically require human intelligence. This includes
aspects such as learning, decision-making, speech rec-
ognition, natural language processing, self-learning
based on data analysis, and much more. Al is character-
ised not only by the ability to perform programmed ac-
tions but also by the ability to adapt behavior based on
new data and experience, making it an important tool in
various fields, including law (Byelov & Byelova, 2023).

To understand the essence of the problem of im-
plementing Al in the judicial system, it is necessary to
consider the existing definitions of artificial intelligence
itself. For example, on December 2, 2020, the Cabinet of
Ministers of Ukraine approved Decree No. 1556-r, which
becamethefirstactin Ukraine dedicated to Alissues. The
Concept provided the following definition of Al: “An or-
ganised set of information technologies, the application
of which makes it possible to perform complex, multi-
faceted tasks through the use of a system of scientific re-
search methods and information processing algorithms,
obtained or independently created during work, as well
as to create and use its own knowledge bases, deci-
sion-makingmodels,informationprocessingalgorithms,
and determine methods to achieve the set objectives.™

One of the main characteristics of Al is the automa-
tion of routine processes. This means that Al can perform
tasks without direct human intervention, allowing pro-
cesses to be accelerated and their efficiency increased.
The use of artificial intelligence (AI) for automating judi-
cial processes is a relevant trend in the development of
jurisprudence. Al systems can use specialised machine
learning algorithms to analyse texts and identify certain
patterns in judicial decisions, providing quick access to
information and facilitating the analysis of case law for
well-grounded decisions (UNESCO, 2024).

First, it is essential to examine the experience of oth-
er countries in this area. One of the first users of artificial

intelligence in justice, particularly in civil and criminal
cases, was the United States. The U.S. judicial system has
apublic access program to electronic court records (PAC-
ER), which allows access to district and appellate court
records for a fee. This is done to uphold the principle
of transparency regarding case proceedings; however,
court case protocols are not public. In the state of lowa,
it was found that citizens can now submit applications
and procedural documents 24/7, view the status of court
proceedings, and grant access to representatives in a
fully virtual mode. This is an undeniable reflection of the
high development of both the information and judicial
systems, which have been synchronised to enhance the
efficiency of the judicial process (Sobol & Habelko, 2023).
It is important to note that a decision influenced by Al
must be understandable, and if necessary, the parties
must be provided with explanations of any uncertainties.
Specifically, paragraph one of Article 380 of the Criminal
Procedure Code of Ukraine No. 4651-VI states “If the
court decision is unclear, the court that issued it, upon
the request of a participant in the judicial process or the
enforcement authority, or a private executor, shall clarify
its decision without changing its content”.

Proponents of replacing judges with artificial intel-
ligence argue that Al does not require rest or a salary,
while offering an unbiased, corruption-resistant judge
capable of quickly and efficiently handling cases. In
such a model, the judge’s role is reduced to analyzing the
data provided by the parties. This ensures the “perfect
decision,” based on precise algorithms. However, such
a simplified model of the judicial system undermines
its essence. A judge, when applying the law in practice,
aims to restore justice and harmony in the disrupted
order by making decisions that take into account the
specific circumstances (Tokar, 2020). A study was even
conducted that found artificial intelligence was able to
predict the decisions of judges at the European Court of
Human Rights with 79% accuracy (Aletras et al., 2016).
However, it is important to remember that for justice to
be administered, a judge must possess the right will and
a deep understanding of the essence of the law. Artificial
intelligence does not have either will or genuine under-
standing, but it can simulate these qualities, creating an
illusion of fairness.

One of the most important issues related to the im-
plementation of artificial intelligence is the legal risks
and challenges associated with responsibility and the
protection of personal data (Greenstein, 2020). The use
of algorithms involves processing significant amounts

! Decree of the Cabinet of Ministers of Ukraine No. 1556-r “On the Approval of the Concept of the Development of Artificial Intelligence in Ukraine”.
(2020, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80#Text.
2 Criminal Procedure Code of Ukraine No. 4651-VI. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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of personal information, which may be vulnerable to
abuse. This raises questions about responsibility in cas-
es of improper use or loss of data, especially when it
comes to confidential information related to legal cases.
For example, when using Al to analyse past judicial de-
cisions or generate predictions, the potential leakage of
personal data jeopardises an individual's right to privacy.
Itis also important to consider that responsibility for po-
tential errors or omissions made by Alis a new legal area
that requires clear legislative regulation (OECD Al Policy
Observatory, n.d.).

Along with legal challenges, ethical issues and the
risk of algorithmic bias also arise. The data used to train
algorithms may contain elements of discrimination or
bias related to race, gender, social status, and so on. In
cases where Al makes recommendations regarding ju-
dicial decisions, there is a risk of automatically repro-
ducing these biases. A striking example is the COMPAS
system used in the United States to assess the risk of re-
cidivism, which was accused of racial bias because it sig-
nificantly more often predicted a higher risk for individ-
uals from certain ethnic groups (Cherevko, 2024). This
highlights the need for special attention to the training
of algorithms and the implementation of control mech-
anisms to prevent unfair outcomes. Moreover, involving
Alin decision-making in cases with significant emotion-
al or moral components raises doubts about the effec-
tiveness and ethicality of such an approach.

An analysis of the current state of artificial intelli-
gence development in the Ukrainian judiciary shows that
the Ukrainian legal system is only beginning to move to-
ward digital transformation. Some initiatives are aimed
atintegrating basic technologies, such as electronic doc-
ument management systems and databases for judges,
lawyers, and citizens. One of the most promising steps
has been the implementation of the “Electronic Court”
system, which allows for online document submission
and optimises administrative processes. However, the
implementation of true artificial intelligence for analy-
sis and decision-making in judicial matters is still in its
early stages (Sobol & Habelko, 2023). The main obstacles
include the lack of sufficiently trained personnel to work
with Al a shortage of funding, and the absence of legis-
lative regulation that clearly recognises the use of Al in
judicial processes.

Artificial intelligence can indeed be highly effective
in the analytical activities of law enforcement agencies,
as well as in detecting and processing various types of
information that could be considered electronic evi-
dence. This can include data on online purchases, finan-
cial transactions, emails, chats, social media posts, as
well as subscriber and traffic information. In this con-
text, Al can focus on identifying electronic traces of past

Law, Policy and Security 2(2)

criminal activity that might be imperceptible to humans
or would require considerable time to detect (Zabzali-
uk et al.,, 2024). It is worth noting that Ukraine already
has experience in implementing such technologies. The
Kharkiv National University of Radio Electronics, in col-
laboration with the Main Department of the National
Police in the Kharkiv region, developed the RICAS sys-
tem. This system is used to analyse the criminal status of
specific investigations, group criminal activity, as well as
to conduct comparative analysis aimed at improving the
effectiveness of operational-search activities and pre-
venting criminal offenses (Zavorina § Nechayeva, 2020).

Interms of innovative solutions and the prospects for
further implementation, various artificial intelligence
tools are already successfully used globally, offering new
solutions for jurisprudence that could be adapted for the
needs of the Ukrainian judicial system. For example, in
the United States, the ROSS Intelligence system oper-
ates based on artificial intelligence and helps lawyers
quickly find necessary legal precedents and regulations
(Cherevko, 2024). This digital assistant uses natural lan-
guage processing to analyse thousands of pages of legal
information, allowing lawyers and judges to spend less
time searching for documents and more time analyzing
and making decisions. A similar tool could significantly
ease the workload of Ukrainian courts, especially con-
sidering the need to optimise access to vast amounts of
legislative information.

In the United Kingdom, automated platforms are
widely used for analyzing large volumes of data and pre-
dicting outcomes in legal cases. These systems use ma-
chine learning algorithms that, based on statistical data,
predict likely decisions and risks, which can be useful for
lawyers in determining defense or prosecution strate-
gies. For example, in criminal cases, such platforms can
assess the likelihood of reoffending and assist the court
in making decisions regarding parole or early release
(Clio, 2024). If Ukraine implements similar technologies,
it will lead to significant time and resource savings, as
many administrative cases could be resolved with min-
imal involvement from judges, leaving them more time
for more complex and large-scale cases.

One of the most interesting examples is the “ro-
bot-judge” project in Norway, which is currently in the
testing phase and is intended to resolve disputes relat-
ed to contract violations. While the creation of the ro-
bot-judge is still in progress, the use of artificial intel-
ligence has already found its place in leading countries
worldwide (Sobol & Habelko, 2023). M.L. Shope (2021)
argues that for Ukraine, such an approach could be val-
uable in resolving uncomplicated administrative and
civil cases, where an algorithm could make preliminary
decisions, for example, in cases of traffic violations or
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minor disputes between citizens. This would allow for a
reduction in the time spent on handling small cases and
ease the burden on the judicial system, enabling judges
to focus on more significant matters.

Most contemporary research focuses on the poten-
tial of AI to enhance the efficiency of judicial processes.
In particular, D.M. Byelov § M.V. Byelova (2023) noted that
the automation of judicial processes helps speed up case
resolutions, eliminate unnecessary bureaucracy, and
minimise human errors. Their study also explored the
possibility of using Al to predict court decisions based
on the analysis of a large number of precedents and case
law. These findings align with the results of this research,
which also emphasises the potential of Al to optimise ju-
dicial procedures and reduce the burden on judges. Re-
searchers Y.V. Bilousov et al. (2020) examined the process
of digitalising civil proceedings in Ukraine, which is an
important step in the modernisation of the judicial sys-
tem. The authors analysed key aspects of implementing
digital technologies, including the automation of judicial
processes, electronic document circulation, and the use
of modern information systems. They also outlined chal-
lenges related to the implementation of cutting-edge
technologies, particularly cybersecurity and the need to
improve the legislative framework, which are critical as-
pects of integrating Al into the judicial system.

Yu. Kryvytskyi (2021) also explored the possibilities
of using artificial intelligence technologies to improve
the legal system and emphasised the importance of in-
tegrating Al into the legal sphere to enhance the effi-
ciency of judicial processes, automate routine tasks, and
improve access to justice. Kryvytskyi analysed current
trends in the development of Al in law, highlighting the
potential of using algorithms for predicting court deci-
sions and supporting legal enforcement. However, the
author also pointed out that the implementation of such
technologies requires careful legal regulation and con-
sideration of ethical aspects to avoid potential misuse.

The study by N. Aletras et al. (2016) confirmed that
machine learning algorithms can accurately predict
court decisions, opening up vast opportunities for using
technologies in the legal field. Specifically, it was found
that by analyzing textual data from court rulings, algo-
rithms can predict the likely outcome of a case with a
high degree of accuracy. A similar conclusion was drawn
byJ.C. Allen (2020), who noted that Al can assist judges by
automating routine legal procedures, thereby increasing
the speed of case processing.

In addition to the positive aspects, many research-
ers also highlight the risks associated with the use of AL
This study also notes that algorithms may reproduce
existing biases or even exacerbate them, which pos-
es a threat to the principle of fairness in the judiciary.

Similarly, 0.Ya. Kovalchuk (2024) emphasised the need
for the development of transparent algorithms that
would minimise the potential distortions in justice
caused by incorrect input data or methodological limita-
tions of machine learning.

Despite the general agreement on the importance
of integrating Al into the judicial system, there are dif-
ferent approaches to assessing its implementation. This
research primarily focuses on adapting Al to Ukraine’s
legal framework and the need for balanced regulation.
Some researchers approach the integration of Al into
the judicial system through the lens of specific branches
of law. S. Cherniavskyi et al. (2022) and O.Yu. Kostiuchen-
ko (2023) analysed the possibilities of using Al in crim-
inal justice, noting that the lack of a single definition of
Al and its legal status is one of the key problems in legal
regulation. The researchers emphasised that the use of
algorithms in criminal proceedings must be approached
with caution, as decisions made with the assistance of
Al can significantly impact human rights and freedoms.
U. Shadska (2024), in her study, examined the impact of
artificial intelligence on human rights compliance, fo-
cusing on key challenges and the need for legal regula-
tion in this area. The author analysed current trends in
technology development, potential risks to privacy, free-
dom of speech, and non-discrimination, and proposed
ways to improve legislation to protect fundamental
rights in the digital age.

In the study by V. Shepitko et al. (2024), the role of
artificial intelligence in combating crime is examined,
from legal regulation to the practical implementation
of technologies. The authors analysed contemporary
approaches to using Al in law enforcement, includ-
ing algorithmic crime forecasting, big data analysis for
identifying potential threats, and the application of Al
in investigative actions. V. Shepitko et al. (2024) empha-
sised that the effective implementation of Al in the fight
against crime requires clear legislative frameworks that
ensure a balance between technological capabilities and
the protection of human rights.

A comparison of the results of this study with the
work of other authors shows that there is a general con-
sensus on the potential of Al to enhance the efficiency of
judicial processes and the need for a cautious approach
to its implementation. Researchers agree that machine
learning algorithms can speed up case processing, re-
duce the burden on judges, and even contribute to the
fight against corruption. However, theissues of algorithm
transparency, legal regulation, and potential biases in
court decisions made with the help of Al remain critical.

Different authors emphasise various aspects of
this issue: some focus on the necessity of training judg-
es, others highlight the need for the development of
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legal mechanisms to regulate Al in the judiciary, while
some researchers examine Al through the lens of its ap-
plication in specific areas of law. Therefore, the integra-
tion of Al into the judicial system is a complex process
that requires a comprehensive approach, including legal
regulation, training for legal professionals, and the de-
velopment of transparent algorithms.

CONCLUSIONS
The use of artificial intelligence in the judicial system
must strike a balance between automation and human
judgment. While AI can enhance the decision-making
process by optimising procedures and eliminating bias,
final decisions should remain with qualified judges who
consider all aspects of the case. The human factor—pro-
fessional judgment and moral values - must remain the
anchor of justice. Al should be used as a tool to assist
judges in their work, not as a replacement for them. Al
lacks the innate human sense of social dynamics, ethics,
and sensitivity to human relationships. Excessive reli-
ance on Alinlegal proceedings would lead to the devalu-
ation of the role of the judiciary.

To ensure the ethical and effective use of Al in courts,
a regulatory framework must be established. This in-
volves the development of legal instruments that define
the principles, limitations, and responsibilities for using
Al in the judiciary. Legislation must take into account
ethical, social, and legal aspects while ensuring trans-
parency, accountability, and protection of citizens' rights.
An optimal approach for Ukraine is the gradual imple-
mentation of Al as an auxiliary tool in analyzing judicial
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BnpoBag)XeHHA PO60TU LUTYYHOIO iHTENEKTY
B Cy4aCHOMY CYAOYMUHCTBI

AHoTaUif. MeToro CTaTTi 6yI10 JOCTiAKEHHA TPO6IeMU BITPOBaIKeHH 111 B CyJOUNHCTBO, BUKJIUKIB Ta iCHYI0YMX
pimeHs. Y gocnifykKeHHI BUKOPUCTAaHO METOAYU KOMITapaTUBHOIO aHalli3y MDKHapOogHOIO AOCBiMy, aHaIi3 IIpaBOBOi
6a3u VRpaiHy, a TAKOK ZOCIIiIKEHH S e THYHIX Ta COLiaIbHO-TPABOBUX ACITEKTIB 3aCTOCYBaHH [111. BCTAHOBJIEHO, ITI0
aJITOPUTMU, HaBYEH] Ha iCTOpUYHUX JaHUX, MOKYTh HEHABMUCHO 3aKPilIUTH iCHYIOUi yIiepeIyKeHHS ab0 ITOCUITUTH
ix. Lle CTBOPIOE PU3HK HeCIIpaBeJINBUX Pe3y/IbTaTiB, MiIpHBalodX IPUHIIUII CIIPAaBeJIMBOCTI — HAapDKHUN KaMiHb
CyZIOBOI cHCTeMHU. 3a3HaYEHO, 1[0 CKJIAHICTh ITPaBOBUX CUCTEM CTBOPIOE TPO6IeMU I1 BITPOBaIKeHHH 111, 3aK0HU
BiZIpi3HAIOTBECSA B Pi3HUX IOPUCOUKILAK, i HIOAHCU IOPUAWYHOI apryMeHTallil BayKKO KOANIKyBaTH B aJITOPUTMU.
J0[aToK LITyYHOTO iHTEIeKTy Ma€e 6yTu alaliTOBAaHU 10 [IeBHOI ITPaBOBOi 623, 1110 BUMArae 3HaYHUX iHBECTULIIN
y HaJAIUTyBaHHA Ta IIOCTiMHe OHOBJIEHHH, 06 HTU B HOTY 3 IIpaBOBUMU pedopMaMu. Y CTATTi BUCBITIIEHO
MDKHapOIHI IPUKIaAy YCIiLIHOI iHTerpatiii Il B cyoBi cricTeMu. JOCTiAKEHO, 110 iHTerpallis IITy4HOTo iHTeJIeKTY
Morya 6 MmiATpUMaTU IOTOYHI 3yCHIUIA OO0 CyLoBoi pebopMu B YKpaiHi, CIIpHUAIOYY ITPO30POCTi Ta 3MEHIIYIOUN
MOYKJIMBOCT] AJ1 KOPYILii. [HCTPYMEHTH IITYYHOTO iHTEJIEKTY MOKYTh KOHTPOJIIOBATU O6PO6KY CIIPaB i T03HAYaTH
TIOpYIIeHHS, MiIBUIIYIOUN MiI3BITHICTD ¥ cucTeMi. OfHAK 1 JOCATHEHHS MalOTh CYyIIPOBOKYBATUCA HaAiTHUMU
HaBYaJIbHUMU [IPOrpaMaMu I IOPUIUYHUX ITpodecioHaiB, o6 mepeKoHaTuC s, 110 BOHU PO3yMiIOTh ITPOrpaMu
LI Ta KOBipsIOTH M. IJ11 3MEHIIeHHA PU3KKIB i MakcuMi3allii BUrogy Heo6xigHuM 36a1aHCOBAHUIN PETYIATOPHUI
migxin, Bupimyiouu eTuyHi 1pobaemuy, 3abe3neuyodn 6e3eKy JaHuX i afarnTyodu pilieHHs 4o MiclieBUX ITOTpeo,
IITYyYHWH IHTEJIeKT MOXKe CTaTy ITOTY>KHUM IHCTPYMEHTOM [J11 IPOCYBaHHSA IIpaBoCyAas. IHCTpyMeHTH LI MOXXYTb
CTIpUATHU CyZOBil pedopMi, 3MEHIIYIOUHM piBeHb KOPYIILIil Ta MiABUILYIOYN ITif3BIiTHICTh. OfHAK [J11 e(peKTUBHOIO
BUROpHCTaHH L11I HeobxXigHe BiAMOBinHe HABUAHHA IOPUINYHIX KaAPiB, 1106 3a6€3IeYnTH PO3yMiHHS TEXHOJIOTIH
Ta IXHIO IIpaBUJIbHY IHTepIIpeTalliio

Kno4yoBi cnoBa: MpaBoOBi TeXHOJIOTIi; aBTOMaru3allif; MIKHAPOAHUM [OCBiL; CIIpaBeIJIUBICTh; MalIWHHE
HaBYaHHSA
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