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Protection of information in electronic registers:
Comparative and legal aspect

Abstract. The relevance of the research topic lies in the further development of the theoretical and methodological
foundations of information protection in electronic registers based on a comprehensive study of the development
of the register system at the current stage of the development of information systems, a thorough study of foreign
experienceinthisfield. The purpose of the work was to investigate the analysis of scientific approaches to the definition
of the concept of “information security”, “information protection” in electronic registers, as well as in a comparative
analysis of the main methods and mechanisms of information protection in electronic registers in Ukraine and
some foreign countries. The authors studied the main directions of the European information security policy, the
protection of information in electronic registers, the main mechanisms of information protection in electronic
registers based on a conceptual analysis and a comparative analysis of the legislation on information protection and
the main methods of its protection in certain leading foreign countries. Special attention was paid in the article to
the features of information security, namely information protection in certain foreign countries for the purpose of
studying and introducing the best methods of information security into the practice of our state. The authors proved
that the new model of information protection should take into account the development of an effective state policy on
the protection of information in electronic registers in accordance with EU legal standards; creation of the Institute
of the Commissioner for Information Protection; in accordance with the EU norms, the introduction of specialists in
matters of personal data protection at enterprises. Since the modern system of information protection in Ukraine
does not guarantee the protection of privacy and personal data of a person and a citizen, the co-authors of the article
suggested making appropriate changes to the current legislation in order to bring it into line with EU legal standards.
The article also proposes a new model of information protection in Ukraine, taking into account the experience of
foreign countries
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INTRODUCTION

Information in society is not only a subject of profes-
sional exchanges, a resource for making managerial de-
cisions, a means of ensuring a higher quality of life. In-
formation increasingly functions as an object of criminal
encroachment, a means of competitive struggle of busi-
ness structures, and even a weapon of information wars.

That is, modern society, as noted by O.R. Shevchuk
and N.F. Mentukh (2021) is called informational, because
information forms the most important element of his vi-
tal activity. Information protectionis one of the mostnec-
essary tasks in the functioning of the entire state and, ac-
cordingly, in the activities of individual large or small en-
terprises. Inthe 21century, this factis considered obvious.

Therefore, the relevance of the chosen research top-
iclies in the scientific analysis of the theoretical founda-
tions of information protection in electronic registers, a
thorough study of foreign experience in this field, in the
identification of theoretical and practical problems that
arise in the implementation of information protection in
electronic registers, as well as in the creation of reasona-
ble proposals and methods solving established problems.

Before starting the analysis, it is necessary to clarify
the essence of the main concept in this topic . Therefore,
authors consider it appropriately to analyze separate
scientific statements regarding the definition of the
point of the concept of “information security”.

Usually, information security refers to the quality
of the object’s security, which is most often represented
by information, system resources, data, etc. That is, in-
formation security, as noted by H. Yarovenko (2020), is a
complex concept that covers security at the macro and
micro levels, and also includes the legislative framework,
bodies that ensure information security, software and
hardware security, security policy and field specialists.
Therefore, the issue of ensuring information security,
according to A.V. Wojcikhovskyi (2020), is quite impor-
tant at the current stage for the Ukrainian state, which,
first of all, is due to the need to resist certain illegal en-
croachments on the information space of Ukraine.

As noted by some researchers (Ording et al., 2022),
relevant provisions, legislation and other constitutional
norms act as a powerful tool in society and play a vital
role in the development of information security both at
the national and international levels.

One of the the most pressing problems of modern
society is conducting informational wars, protecting in-
formation in electronic registers. The main weapon and
advantage in such wars, of course, is the possession of
information. For these reasons, data protection is be-
coming a necessity in the world.

It is worth noting that today’'s military practice
clearly demonstrates that information is a weapon of
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“mass destruction”. Therefore, it is necessary to create
an effective mechanism by which it is possible to ensure
state information security and respect for human rights,
and, at the same time, to provide an opportunity for peo-
ple not to feel invasion on freedom and democracy.

The organizational and legal mechanism of the state
policy of information security, as noted by V. Panchenko
(2020) is an ordered set of state bodies that are involved
in the process of forming, ensuring and implementing
informational security policy, as well as internal and ex-
ternal social relations regulated by the system of legal
norms and principles in the information field.

The article examines the issues of information protec-
tion in electronic registers, as well as countries that have
managed to establish themselves as information states.
The degree of protection of information in electronic reg-
isters of Ukraine is compared with other countries.

The purpose of the scientific research is to analyze sci-
entific approaches to the definition of the concept of “infor-
mation security”, “information protection” in electronic
registers, as well as a comparative analysis of the main
methods and mechanisms of information protection in
electronic registers in Ukraine and some foreign countries.

This research is based on two hypotheses, which are
as follows:

1) the modern system of information protection in
Ukraine needs to be adjusted with EU legal standards, in
particular, the introduction of foreign experience, as well
as the introduction of the position of the Ombudsman
for the protection of personal data;

2) in Ukraine, it is necessary to develop and imple-
ment (taking into account the experience of foreign
countries) a new model of information protection, which
would include: development of an effective state policy
on information protection in electronic registers in ac-
cordance with EU legal standards; introduction of the In-
stitute of the Commissioner for Information Protection;
in accordance with EU norms, introduction specialists
on personal data protection.

LITERATURE REVIEW

The concept of “information security” is currently one of
the basic concepts in information law. As noted by some
researchers (Alrebdi et al,, 2022), it is a set of measures,
including organizational and technical ones, that are
taken to ensure a number of necessary requirements:
protection, integrity, availability and manageability of
information arrays. Correct and reliable data protection
strengthens the sovereignty, defense capability, position
of the state in the world, provides reliable support for the
preservation of state secrets.

Studies of D. Bell (1980) are devoted to this problem,
in which he examines social section of the information
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society and perspectives of its dynamics. A. Duff (1998)
became a follower of D. Bell’s scientific research, contin-
uing his research on the social structure of the informa-
tion society. D. Lyon (1986) in his scientific work highlights
new social transformations from “post-industrialism” to
“information society”, Y. Masuda (1981) studied the infor-
mation society, considering it as a post-industrial society,
A. Toffler (1980), D. Herrmann & H. Pridoh (2020) explored
fundamental concepts and models of cyber security.

In their works, these authors investigated the con-
cept of “information security” and its essential meaning.
Intheir opinion, the emergence and scientific consolida-
tion of the definition of “information security” is directly
related to the understanding of the phenomenon of in-
formatization and the study of the content of the process
of forming an information society. That is, information
security is a multifaceted and multi-directional field of
activity, success in which can only be achieved by the use
of systematic and complex approaches in its analysis.

It is worth noting that in 1991, European countries
developed the “Information Technology Security Evalu-
ation Criteria™, which, in particular, define the tasks of
ensuring information security. So, in order to ensure the
confidentiality and integrity of information resources,
the issues of ensuring the protection of information re-
sources from unauthorized modification or destruction,
from unauthorized access, as well as the issue of ensur-
ing by means of countering the threats of denial of ser-
vice of systems are defined.

In 1996, European information security standards
were established in the “Common Criteria for Infor-
mation Technology Security Evaluation, according to
which the CIA TRIAD model is used to characterize the
main criteria of information security, which provides
for three main features of information security, namely:
confidentiality, availability and integrity.

In 2001, the European Commission presented the
document “Communication from the European Com-
mission: Network and Information Security: Proposal
for a European Policy Approach™, which marked the
current approach of the EU to the problem of informa-
tion security. This document uses the term “network and
information security”, which is interpreted as “the ability

of a network or information system to resist accidental
events or malicious actions that threaten the availability,
authenticity, integrity and confidentiality of data stored
or transmitted, as well as services, provided through
these networks and systems.

European standards of information activity of public
authorities provide for issues of maximum information
openness, with the exception of restrictions related to
issues of information confidentiality (first of all, ensur-
ing the security and protection of personal data). The
main document regulating the right of EU citizens to
the protection of personal data is Directive 95/46/EU “On
the protection of natural persons during the process-
ing of personal data and on the free movement of such
data”. Among these norms, we can also note “Principle
of Guaranteed Security No. 11"°, which enshrines the re-
quirement that “personal data shall be protected by rea-
sonable security measures against threats such as loss
or unauthorized access, destruction, use, modification
or disclosure”. Approved on April 14, 2014, new personal
data protection regulations (GDPR) entered into force in
2018¢. The innovations include the introduction of amore
severe punishment for late notification of information
about a data leak. The need to obtain users’ consent to
the processing of their personal data, which mustbe free,
conscious and specific, and can also be revoked at any
time, is provided by the directive. In his work R.Yu. Prav
(2019) notes that given the importance of information
for modern people, societies, states and the interna-
tional community, there is no doubt that, in addition to
the obvious benefits that information can bring, it can
also be exposed to threats arising from various factors.

In addition to the fact that the problem of informa-
tion security attracts the attention of a significant num-
ber of scientists, today there is a lack of a unified and
systematic scientific study of the issue of improving the
protection of information in electronic registers in com-
parison, including international experience.

MATERIALS AND METHODS

Because the focus of the research is concept of protec-
tion of information in electronic registers, the main
mechanisms of information protection in electronic

!nformation Technology Security Evaluation Criteria. (1991). Retrieved from https://www.ssi.gouv.fr/uploads/2015/01/ITSEC-uk.pdf.
2Common Criteria for Information Technology Security Evaluation. (2012). Retrieved from http:/www.commoncriteriaportal.org/

files/ccfiles/CCPART2V3.1R4.pdf.

3Communication from the European Commission: Network and Information Security: Proposal for a European Policy Approach.
COM. (2001). Retrieved from http://ec.europa.eu/information_society/eeurope/2002/news_library/pdf_files/netsec_en.pdf.
“Directive 95/46/EU of the European Parliament and the Council “On the Protection of Natural Persons During the Processing of
Personal Data and on the Free Movement of Such Data”. (1995, October). Retrieved from http://zakon2.rada.gov.ua/laws/show/ 994_242
SInterpreting the Security Principle. (2007, March). Retrieved from http://www.cyberlawcentre.org/ipp/wp/WP1%20Security.pdf.
6Statement by Vice-President Ansip and Commissioner Jourova ahead of the entry into application of the General Data Protection
Regulation. Regulation (EU) No. 2018/1725. (2018). Retrieved from https://ec.europa.eu/commission/presscorner/detail/en/

STATEMENT_18_3889.

©
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registers were investigated with the help of conceptual
analysis.

The logical-semantic method was used in the for-
mulation of the categorical apparatus, in the process
of researching and structuring the main tasks of infor-
mation protection, as well as for the empirical analysis
of the main means of countering information security
threats in computer systems.

The authors applied sociological methods (content
analysis, synthesis, discourse analysis, statistical ar-
rangement) of accumulation, rethinking and systemati-
zation of information.

The use of the comparative-historical method, in
particular the retrospective-chronological method,
made it possible to identify and compare the history of
the creation of electronic registers in Ukraine and cer-
tain foreign countries; cross-national analysis made it
possible to distinguish such important and fundamental
categories as information security and information pro-
tection; cross-temporal analysis was used to form infor-
mation protection mechanisms in electronic registers in
the period of threats.

A previous search of the results found many cases
of erroneous results, so the search needed to be refined.
For example, specific search results related to other as-
pects of information security in general, rather than the
issue of information protection in electronic registries.

Although, the diversity of research is explained by
the fact that there are different comparative forms of
research (case studies, binary studies, cross-temporal
and cross-regional studies), as well as various research
strategies — oriented to theoretical data and oriented to
empirical data , which differ in both methodological and
empirical effectiveness and are used in the comparative
analysis of forms and methods of information protection.

The research was carried out in three stages.

Atthe first stage of the research, with the help of spe-
cial scientific methods (comparative analysis, analysis of
expert positions), information is collected and processed
about the most effective practices of information protec-
tion in electronic registers.

Atthe second stage, the study of the correlational im-
pact of the level of information protection in electronic reg-
isters and the introduction of the position of the Ombuds-
man for the protection of personal data will be carried out.

At the third stage, a model of information protection
in electronic registers was formed on the basis of the
conducted research.

RESULTS AND DISCUSSION

The content of the phenomenon of information protection
Today, the informatization process of the modern world
determines the level of information security, based on
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the need for multifaceted protection of information,
regardless of the location of its carriers.

Information security is the state of data security,
which ensures their availability, confidentiality and in-
tegrity. In this case, the availability of data refers to their
property, which determines the possibility of obtaining
it and further use at the request of authorized persons,
under confidentiality - the property related to the fact
that that data will not become available to third parties
without the consent of authorized persons, and under
integrity — immutability of information in the process of
storage or transmission. In other words, to protect infor-
mation, it must be:

1) sufficiently protected against hacking from the
outside;

2) operated by a sufficiently educated person;

3) inaccessible to unauthorized persons.

Information protection is a set of measures aimed at
ensuring information security.

In their work the researchers (Degtyareva &
Miroshnykova, 2018) note that the widespread use of spe-
cialized and global information systems (IS) in govern-
ment bodies, in transport, in health care structures and
in the field of state-building gives the ability to accumu-
late and transfer huge amounts of valuable information.
At the same time, the widespread use of IS makes sys-
tem data vulnerable to uncontrolled access to protected
information, increasing the risks and dangers of unau-
thorized influences on information in these systems.

The factors of IS vulnerabilities include a relatively
large amount of the danger of internal information threats,
the widespread use by criminal structures of devices for
secretly obtaining information, and the increase in the
number of crimes in the field of computer information.
Regarding the protection of information, the following
definitions are the most successful.

So, PK. Yeng (2022) notes in his work that “informa-
tion is data that eliminates the uncertainty that existed
for the consumer before receiving it”".

Some researchers (Westin & Louis, 1970) note that
information is defined as a structured way of present-
ing raw data after processing, generalization and trans-
formation. Data is processed, stored and exchanged in
a certain way, and the system essentially represents it.
Through the use of a computer-based information sys-
tem (CBIS), data is collected, processed, stored, analyzed
and transformed in a meaningful way. Information pri-
vacy is defined as the right of an individual to personal
data who can manage the data and decide to what extent
personal data will be shared with others.

In turn, as noted (Fei Wu et al,, 2020), the devel-
opment of privacy should go beyond the basic mech-
anisms of protection of already created personal data,
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and instead develop creative ways of directing both in-
dividuals and organizations to preventive behavior in
various contexts. Viewing privacy from a contextual ap-
proach is more complex, but it more accurately reflects
the reality of data sharing and privacy management in
the 21¢t century.

However, as the information collected, processed,
stored and analyzed by organizations is concerned with
information privacy, it is becoming an increasingly seri-
ous concern for data security, information privacy and

the corresponding compliance status. This collection
and storage of information, as scientists D.K. Rath &
A.Kumar (2021), caused two main information problems:

a) security problem

b) confidentiality.

In general, in information law (Mantelero & Vaciago,
2022) general and legal properties of information are
distinguished. There are also properties of information
that characterize its quality for decision-making, that
determine the state of information security, etc. (Fig. 1).

PROPERTIES
INFORMATION

//

N

GENERAL LEGAL
systematicity selectivity | |physical inalienability the need
inexhaustibility for isolation independence of
prevalence dependence the right to information and its
transformativeness material carriers

QUACLPII% OF INFORMATION | PETERMINE THE STATE OF
A . INFORMATION SECURITY
adequacy topicality certainty . X :
A privacy integrity
completeness objectivity -
s accessibility
subjectivity

Figure 1. Main properties of information

Also according to S. Carey (2021), such a property
of information as observability is sometimes defined,
which is becoming more and more vital for software de-
velopers who strive to create better and more stable pro-
grams. That is, this property is under the control of the
protection system all the time (at all stages of processing
and transmission).

In his research WH. Zurek (1990) noted that conven-
tional information theory works mainly with computers
and technological communication systems; he is inter-
ested not so much in the independent formal definition
of “information” as in the exact mathematical expression
of the information content of a given message and its de-
terioration during transmission, processing and storage.

By the protection of information O. Gstrein &
A. Beaulieu (2022) understands “activity that involves a
complex of legal, organizational and (or) technical meas-
ures, as a result of which the risk associated with infor-
mation causing harm to the individual, society and the
state is minimized”.

In his work RM Adelman (2018) writes about the
provision of information security as a complex phe-
nomenon that includes a security object, which, in turn,
is formed due to the aggregate of the state’s needs for
information and functions for the implementation of
these needs, threats to its security and countermeasures
against them, including subjects of countermeasures.

R. Creemers (2022) notes that information protec-
tion is one of the most necessary tasks in the functioning

of the entire state and, accordingly, the activities of indi-
vidual large or small companies. In the 21% century, this
fact is considered quite obvious.

It should be noted that regarding the concept and
problem of information security, the existing positions
of scientists reveal both the presence of common visions
and different ones, where the specifics of each scien-
tific approach in particular can be traced. From this it
emerges that at the expense of coordinated and unified
political, organizational, socio-economic, military, legal,
informational, special and other measures, it is possible
to solve the problems of information security.

In his work S.0. Lysenko (2019) notes that, accord-
ing to legal researchers, there are methodological dif-
ferences in the understanding of information security
at different levels of social relations (national, regional,
state, individual organizations). A separate approach
is applied to the legal representation of the protection
organization of the Unified State Register of Executive
Proceedings of Ukraine. This approach differs from the
approach to local network security in an individual com-
pany. This makes it necessary to define such uniform
methods of regulation, models of protection and protec-
tion of information regarding any subject.

The main goal of information security, as noted by
some researchers (Orozova et al., 2019) is the protection
of data and information from possible harmful malicious
actions, such as: unauthorized access, use, disclosure,
modification, reading, writing and destruction; and also

Law, Policy and Security, (1)1
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to minimize harm in case of such intervention. Informa-
tion protection includes: risk management practices re-
lated to the use, operation, storage and transmission of
information; systems and processes used for this.
D.W.JrStraub § R.W. Collins (1990) claimed, that today,
security is a major concern for the protection of individ-
ual information. That is, information security means the
protection of information from accidental or intentional
influences of anatural or artificial nature that threaten to
harm the owners or users of information. The protection
of information means a set of methods and means that
ensure the integrity, confidentiality, reliability, authen-
ticity, and availability of information in the conditions
of exposure to threats of a natural or artificial nature.

Foreign experience of information security

Ukraine realized the need for data protection at the state
level only relatively recently, while the United States of
America adopted the first law on information protection
in 1906. Today, after more than a century of long-term
formation in this field, the US has approximately five hun-
dred different legislative acts that are directly related to
this field. Ukraine, in turn, obviously does not have such
a variety of information security laws.

So, for example, as noted by R. Ducato (2020), some
laws were fixeted by legislation even before the begin-
ning of the year two thousand: “On Freedom of Infor-
mation” (1967); “About Secrecy” (1974); “On the Right to
Financial Secrecy” (1978).

Researchers (Chernovol § Charskykh, 2020) point
out that by its very nature, the information policy of the
USA arises on the basis of the national security strategy,
foreign policy doctrine, and military doctrine, and they,
therefore, differ significantly in the implementation of
the political courses of various American presidents. It
is worth noting that regardless of the carrier of informa-
tion, the concept of information protection applies in the
USA, and therefore, its protection is carried out on gen-
eral grounds (as well as material values).

This concept, as Zh.V. Udovenko notes (2020), is
implemented through the “CSA” standard, which was
adopted in 1996. This standard applies to all NATO mem-
ber countries and contains a number of the most impor-
tant principles regarding the regulation of public rela-
tions in the field of personal data protection.

In her work N.V. Kushakova (2003) notes that “laws
adopted by the American Congress relate to certain
specific problems (precedents) arising in the process
of active use of information technologies, in particular
the Internet, as well as aimed at protecting the right to

information or its possible restrictions in connection
with the detection of a negative impact on other mem-
bers of society or society in general”. Comparing the
normative basis of Ukraine and the USA, it will be nec-
cesery to note that in Ukraine it is more defensive in na-
ture, aimed at preserving sovereignty, state secrets, and
strengthening the country’s defense.

Great Britain is also a state with one of the most de-
veloped information infrastructures in the world. Its au-
thorities realized the importance of developing legisla-
tion in the field of ensuring data protection much earlier
than other European countries. The strictest concept of
information protection organization is currently in full-
force in the country. In Great Britain in 1984 the law “On
Data Protection” was adopted®.

In accordance with the Data Protection Act' dated
12.071984, the Institute of the Representetive for Per-
sonal Data operates in Great Britain. This law defines the
positions of the Minister, whose competence is assigned
totheissue of personal data protection, the Registrar and
established the Data Protection Court. That is, this leg-
islative act outlines the legal basis for the protection of
personal data. Information security in the UK has its own
history and characteristics. Great Britain does not have
its own Constitution. However, the British Parliament
passed the Human Rights Act in 1998, which gave force of
law to the European Convention on Human Rights, which
entered into force in October 2000.

Also, in July 1998, the British Parliament adopted the
Information Protection Act? which brings the similar act
0f1984 into compliance with the requirements of the In-
formation Protection Directive adopted by the European
Union. The norms of this law are aimed at accounts
maintained by state institutions and private companies.
Also, this law provides for the imposition of a number of
restrictions on access to accounts and the use, on this
basis, of personal data.

This act provides for the rules, conditions and pro-
cedures for the supervision and protection of informa-
tion, both in paper and electronic form. In addition, the
main rules and principles are fixed in the content of this
legislative act, namely: the principle of information secu-
rity, information must be timely; all information must be
legal and reliable; information must be relevant and ad-
equate; information may be used only on legal grounds;
information should be provided only at the request of
users; must be completed for a certain period of time (not
longer than necessary); information can be provided only
to those countries that can ensure its adequate protec-
tion; information must contain sources.

'Data Protection Act. (1984, July). Retrieved from https://www legislation.gov.uk/ukpga/1984/35/enacted.
?Data Protection Act. (1998). Retrieved from https://www.legislation.gov.uk/ukpga/1998/29/contents.
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Government Cyber Security Strategy for 2022-2030!
pursues the main goal - by 2025, critical government
functions must be significantly protected from cyber at-
tacks, and all government organizations throughout the
public sector will be resilient to known vulnerabilities
and attack methods by 2030 at the latest.

The policy for the protection of state secret informa-
tionin Great Britainisdefined by the Security policy frame-
work (SPF)2. The SPF contains key security policy principles
and guidance on security and risk management for UK
government agencies and relevant authorities. The SPF
contains about 70 recommendations, which are grouped
into 7 sections, in the field of information security policy:

1) personnel responsible for security information;

2) risk management;

3) ensuring information security;

4) access control and information classification;

5) physical protection;

6) business continuity;

7) anti-terrorist activity.

In 2018, the Data Protection Act 2018 was adopted?.
The Data Protection Act 2018 is the UK’s implementation
of the General Data Protection Regulation (GDPR).

However, as noted by some researchers (Addis &
Kutar, 2018) GDPR is an extremely complex piece of leg-
islation whose importance and implications are not yet
fully understood by most UK organisations. Anyone re-
sponsible for the use of personal data must follow strict
rules called “data protection principles”. They must en-
sure that the information:

= be used fairly, lawfully and transparently;

= is used for specific, clear purposes;

= isused in a way that is adequate, relevant and lim-
ited to what is necessary;,

= accurate and, where necessary, updated;

= stored no longer than necessary;

= processed in a manner that ensures adequate se-
curity, including protection against unlawful or unau-
thorized processing, access, loss, destruction or damage.

There are stronger legal protections for more sensitive
information such as: ethnic origin, political views, religious
beliefs, trade union membership, genetics, biometrics (if
used for identification), health, sex life or orientation.

There are separate safeguards for personal data
related to convictions and offences. Any organization
in Great Britain must independently take care of the

protection of its own commercial secrets, in connection
with which large companies are forming their own se-
curity services. The state organization for ensuring the
security of the country is built based on the definition of
information warfare as operations capable of causing
significant damage to the information system of the en-
emy, while protecting one’s own systems, which can be
called the optimal tactic.

Germany, without a doubt, can be called the undis-
puted leader among European countries in the field of
regulation of the protection of personal information, its
submission at the legislative level. To this day, Germany is
considered one of the world leaders in the field of privacy
and personal data protection. Starting from the middle
of the 20" century. legislation on the protection of per-
sonal data began to take shape in Germany. Thus, in 1970,
the first normative act in the world was adopted, which
regulated issues of personal data protection. This regula-
tory act was proposed by the federal state of Hesse, and
later by other federal states.

It is worth noting that the German federal law “On
Data Protection” of 1977* provided for two main tasks,
which were as follows: on the one hand, using new infor-
mation technology to prevent interference in the private
sphere of German citizens; on the other hand, in connec-
tion with the emergence of “informational advantages”
of executive authorities over parliamentary bodies, to
prevent changes defined in the Constitution of the state
concerning the distribution of their powers.

German citizens have the right to make their own
decisions about the disclosure of their personal data,
and an independent personal data protection officer
protects their rights in this matter. Today, the protection
of personal data in the state is carried out in accord-
ance with the provisions of the federal law “On Further
Development Of Data Processing And Protection” dated
12.20.1990°. According to this legislation, personal data
are protected only if they perform a certain public or
economic function of life and are used in private life.

It should be noted that today this law is considered
one of the strictest data protection laws in the European
Union. The final version of the review took place in Au-
gust 2002, in order to bring German legislation into line
with EU requirements. The general purpose of this law is
the following - “protection of individuals from violation
of their personal rights”.

'Government Cyber Security Strategy 2022-2030. (n.d.). Retrieved from https:/assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/1049825/government-cyber-security-strategy.pdf.
?Security policy framework (SPF). (2022, December). Retrieved from https://www.gov.uk/government/publications/security-policy-

framework/hmg-security-policy-framework.

3Data Protection Act. (2018). Retrieved from https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted.
4German Data Protection Act of 1977. (1977, February). Retrieved from https://www.datenschutz-wiki.de/BDSG_1977.
SLaw “On Further Development of Data Processing and Protection”. (1990, December). Retrieved from https://www.iuscomp.org/gla/

statutes/BDSG.htm.
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So, in Germany, the protection of personal data is
clearly regulated at the legislative level and is really en-
sured in practical activities and life in general. Equally
important is the fact that in this country the legislation
on the protection of personal data is based on provisions
arising from the principle of informational self-determi-
nation, while providing the opportunity for each citizen
to manage his personal data independently. However,
under the condition that he must disclose this informa-
tion in the interests of the state, the questions of state
institutions regarding him should be limited to the nec-
essary minimum, such as paying taxes, etc. The use of
personal data of citizens is also prohibited in Germany,
although in cases established by law, permission to col-
lect and use this data is possible.

It should be noted that with regard to Internet secu-
rity and information protection, such actions as:

= transfer of greater responsibility in the creation of
the information society to business;

= government uses all legal means to prevent the
spread of xenophobia, anti-Semitic and neo-Nazi ideas
on the Internet;

= in order to develop preventive security measures
and increase the ability to resist threats, it is envisaged
to create “computer emergency response teams” (Com-
puter Emergency Response Teams, CERT) in federal au-
thorities;

= an information support organization named “Re-
newal of Germany” (Deutschland erneuern) is aimed at
more active use of the Internet as a means of dissemi-
nating information and expanding relations with the
public. In turn, the Deutschland portal will give German
and foreign users access to information about Germany,
including the provision of information about the govern-
ment and public administration bodies, as well as about
culture, business, science and education, and tourism®

German legislation establishes the obligation to
observe the regime of confidentiality of information
by officials of state control bodies and provides for lia-
bility for its disclosure, up to criminal liability. As noted
A.Mantelero § G. Vaciago (2017). German procedural law
provides for guarantees of confidentiality of know-how
in the judicial process.

The German understanding of information protec-
tion and information warfare is as follows: the offensive
and defensive components are combined into a single
whole, and foreign states are separated from non-state
organizations, being considered separately.

It seems appropriate to draw attention to the experi-
ence of France, where the Institute of the Commissioner

for the Protection of Personal (“Nominative”) Data func-
tions on the basis of the Law “On Informatics, File Ar-
chives and Freedoms” dated November 6, 19782

In France, the protection of confidential information
forms the basis of the application of general norms of
civil, labor and criminal law.

Frenchlegislation, asnoted A. Mantelero & G. Vaciago
(2017), includes the following areas of protection:

1) within the limits of labor relations, the employee
is obliged to maintain the regime of information confi-
dentiality, the employee has no right to compete with the
employer after dismissal;

2) provided for civil liability for “breach of trust”, i.e.
for the disclosure of a commercial secret by a person en-
trusted with it by the owner,

3) criminal liability is provided for state officials and
officials of control bodies for disclosing confidential in-
formation.

Issues of information security in France are dealt
with both by state structures, and non-governmental
organizations participate in this process. Each French
police department has its own dedicated information
crime unit in each region.

Three information security services operate under
the leadership of the French Ministry of Defense: the
General Directorate of External Security (1982), the Of-
fice of Military Intelligence (1992) and the Office of Mil-
itary Counter intelligence (1981). The total composition
of the French intelligence community is approximately
equal to 12,779 employees.

It is worth noting that this was also connected with
local events, due to which the French government de-
veloped a project of a single registry of citizens’ data for
social insurance. With the help of automated programs,
it was planned to process all this information. In con-
nection with this, the newspaper Le Monde published an
article “SAFARI ou la chasse aux Francais” (“Safari or the
hunt for the French”) (Safari et la (nouvelle)...2010), which
criticized this kind of intention on the part of the state.
Public pressure also contributed to the adoption of the
aforementioned act.

In France, the main elements of the personal protec-
tion system include the following:

= issuance of an order on violation, warning and ap-
peal to the prosecutor’s office, appeal of illegal actions in
court (Articles 21, 35 of the Law of 1978);

= supervision and control (verification of applica-
tions, complaints, etc.) on compliance with data protec-
tion requirements (Chapter II of the 1978 Act), document
verification (Article 21 of the 1978 Act):

'The Portal of the Federal Government. (n.d.). Retrieved from https://www.bundesregierung.de/breg-en.
2The French Law “On Informatics, File Archives and Freedoms”. (1978, November). Retrieved from https://www.legifrance.gouv.fr/

loda/id/LEGISCTA000006095896.
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= granting permission for access to the National
Register and processing of personal data (Articles 18, 19
of the Law of 1978), for the transfer of data abroad (Article
24 of the Law of 1978);

= maintenance of the National Register of Identifi-
cation of Individuals (Decree of January 22, 1982 No. 82-
103)!, which is carried out by the National Institute of Sta-
tistics and Economic Research. Such information as: first
name, last name, gender, date and place of birth, date
and place of death, the last name of the closest relative
on the male line, numbers of birth and death certificates
are entered into the Register to identify people with the
same surname. In addition, notations about a change in
a person’s marital status are made to the Register; the
number given to each person, and certain indicators are
entered for data search.

It is worth noting that persons guilty of violating
personal data protection issues are subject to adminis-
trative and criminal (chapter 4 of the 1978 Law) liability.
Also, French legislation on information protection is
being improved every year, especially at the beginning
of the 21t century after the creation of the EU, since the
legislation on information protection applies to all EU
countries, including France. In Poland the law “On Pro-
tection of Personal Data” was adopted, which was ap-
proved in October 1997 and entered into force in April
19982. This Law is based on the EU Directive on the pro-
tection of personal data.

It is worth noting that the Ministry of Internal Af-
fairs and administrations issued a resolution in 1998
establishing security standards for information systems
containing personal information. In August 2001, this
Law was changed in order to bring it into full compliance
with the requirements of the EU Directive on the protec-
tion of personal data. The rules regarding the automated
processing of personal data, definition of personal data,
provisions on the legality of information processing, etc.
were also changed.

Control over the implementation of the Law “On Per-
sonal Data Protection” is entrusted to the office of the
Inspector General for Personal Data Protection. In addi-
tion, in January 1999, the Law “On the Protection of Con-
fidential Information” entered into force?, the adoption

of which is connected with the condition of Poland’s
accession to NATO. The provisions of this law apply to
classified information and data collected by state struc-
tures, “the disclosure of which may harm state or public
interests, or the interests of citizens or organizations
protected by law”.

Parliament of Hungary in November 1992 was ac-
cepted Law “On Protection of Personal Information and
Access to Information of Public Interest”.

In accordance with the Law “On the Protection of
Data of Individuals™, adopted by the Seimas on June 21,
2018, the issue of information protection is being han-
dled in Latvia. This law regulates issues related to the
protection of personal data.

Processing of personal data is allowed only in the
case when the law does not provide otherwise, and due
to the existence of one of the following conditions: data
processing results from the contractual obligations of
contractual data subjects; consent of the data subject;
data processing is necessary to protect the vital inter-
ests of the data subject, including life and health, etc.
This law regulates the protection of the personal data
processing system.

Also in Denmark in order to implement Directive
95/46/EU on the protection of personal data and the
free movement of such data, the “Law on the Protection
and Processing of Personal Data was adopted in 2000,
which came into force on July 1, 2000, enabling people
to access® their records, which are in the possession of
private organizations and state institutions. Datatil-
synet (Data Protection Agency) enforces the law, which
was amended in 2007. At the legislative level, the basic
principles of information protection are established and
it is determined which data must remain classified and
which can be made available to the general public.

Regarding the storage and protection of personal
data, as well as reliable electronic identification of a per-
son, the experience of Denmark may be relevant for solv-
ing these problems in Ukraine.

In the context of the above, the experience of some
researched and other European countries regarding
the construction of a personal data protection system,
shown in Table 1, seems interesting.

Decree No. 82-103 relating to the national directory for the identification of natural persons. (1982, January). Retrieved from

https://www legifrance.gouv.fr/loda/id/JORFTEXT000000520382.

2Act “On the Protection of Personal Data”. (1997, August). Retrieved from http://fra.europa.eu/en/law-reference/act-august-29-1997-

protection-personal-data.

3Act “On the Protection of Classified Information”. (2010, August). Retrieved from https://www.global-regulation.com/translation/
poland/2986485/the-law-of-5-august-2010-for-the-protection-of-classified-information. html.

“Hungarian Law “On the Protection of Personal Information and Access to Information of Public Interest”. (1992, November).
Retrieved from https://mkogyjogtarhu/jogszabaly?docid=99200063TV.

5The Law “On the Protection of Personal Data’, adopted by the Latvian Seimas. (2018, June). Retrieved from https://www.dk lv/rus/

news/26504/.

6The Danish Act “The Act on Processing of Personal Data”. (2000, July, May). Retrieved from https://www.retsinformation.dk/eli/

1ta/2000/429.

(5)
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Table 1. Organization of information protection in the studied and other European countries

Name of the law, date of GUEIELTIN G
Country . electronic registers, Authorities authorized to protect information
adoption ik .
database registration
Minister for Data Protection.
Great “About Data Protection”, all data The Information Representetive (Data Protection Registrar) —
Britain 12.07.1984 heads the Data Protection Bureau and information law
regulator in the UK and Data Protection Court
“ About Data Reglstgrs " The Data Supervisory Authority (consists of the Council and
Denmark ‘About Data Protection”, some data B -
the Secretariat). Accountable to the Parliament
06.08.1982
. On Regulation .Of Commissions of the Parliament and Data protection
Spain Automated Processing of all data ombudsmen. Accountable to the Parliament
Personal Data”, 29.10.1982 ’
“On the Protection of
Persons in Connection with .
Italy the Automated Processing of some data Data protection ombudsmen
Personal Data”, 01.021982
Latvia About Securltx Physical Data some data Data Protection Inspectorate
People”, 2000
The Federal Data Protection Commission of the Bundestag and
The Data Protection Commissioner is the head of the Institute
“ of the Commissioner for Personal Data Protection. An elected
Federal laws: “On Data . . . ;
. “ public office, established by the Law, has the rights of sole
Protection”, (1978); “On the . .
Germany all data authority and complete independence from power structures.
Further Development of Data " . o A
Processing”, 20.12.1990 Has the right to supervise the activities of any bodies related to
e the processing of personal data. Accountable to the Bundestag.
Cooperates with the Minister of Police in order to carry out
inspections and stop offenses in organizations and enterprises.
“On Personal Data Protection”,
Poland adopted n October ?997 a_nd some data Inspector General of Personal Data Protection
entered into force in April
1998
Portugal “About Protection of all data National Commission and Personal data protection
g Personal Data”, 29.04.1991 ombudsman
“On Data Protection and The Commissioner for Information Protection heads the
Hungary Access to Information of all data Institute on issues protection of personal data.
Public Interest”, 10.11.1992 Appointed by the decision of the Parliament
National Commission on Data Processing (Informatics) and
“About Informatics, Filing Freedomes. It is elected and accountable to the Parliament and
France Cabinets and Freedoms”, some data the President. Information Commissioner — heads the French
06.01.1978 Agency for the Protection of Personal Data. Appointed by the
decision of the Prime Minister
Sweden “About Data Protection”, some data Inspection Council and Data Protection Ombudsman.
13.05.1972 Accountable to the Parliament

Source: developed by authors

In confirmation of the first research hypothesis,

which is that the modern system of information pro-
tection in electronic registers does not guarantee the
protection of a person’s privacy and personal data, and
is such that it does not comply with certain constitu-
tional norms and requires compliance with EU legal
standards, especially the implementation of foreign
experience, regarding the introduction of the position
of the Ombudsman for the protection of personal data,
it is worth noting that back in 2014, Ukraine in within
the framework of the Association Agreement with the

European Union, undertook to ensure the appropriate

Law, Policy and Security, (1)1

level of information protection in electronic registers
in accordance with the highest international standards,
documents of the Council of Europe (Article 15 of the
Agreement). For this, as noted by V. Fisun (2020), in addi-
tion to improving the legislation, it is necessary to work
on the development of the control system, as well as the
ability of all subjects to ensure information protection. In
the spring of 2020 there was alarge-scale leak of person-
al data of Ukrainian citizens, mainly from driver’s licens-
es, so suspicion immediately fell on the “Diya” program.
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After some time, the authorities denied the involvement
of the program. The real cause of the data leak has yet to
be established. However, not only the rights of the users
of the application were violated, but also the rights of
millions of other people.

In addition, on the night of January 13-14,2022, hack-
ers launched a global attack on the websites of the Cabi-
net of Ministers of Ukraine and individual ministries. Af-
terwards, the website of state services “Diya” was tempo-
rarily unavailable. Information about a possible leak of
data on more than 2 million Ukrainian citizens was also
received in a few days (Ukraine was hit by..., 2022).

Taking into account all of the above, it is considered
appropriate to pay attention to the possibility of deleting
the personal data that have been provided. The Law of
Ukraine “On the Protection of Personal Data™ provides
for this possibility, although it cannot be done at the wish
or request of a person, and for this it is necessary to ob-
tain an order from the Ombudsman or a court notice.
However, this kind of procedure can last for more than a
month, taking into account the workload of these organs.
Along with this, the following methods of rights protec-
tion can be effective.

On the basis of the comparative analysis, we confirm
the second research hypothesis that it is necessary to de-
velop and implement (with reference to foreign experi-
ence) a new model of information protection in Ukraine,
which requires the following:

= to develop an effective national policy regarding
the protection of information protection in electronic
registers in accordance with EU legal standards;

= introduction of the institution of the Informa-
tion Protection Representative, who is accountable to
the Verkhovna Rada of Ukraine, whose main functions
include: improvement of legislation in the field of infor-
mation protection in electronic registers and interaction
with authorized bodies of EU member states and the
Council of Europe on information protection in electron-
ic registers ; implementation of parliamentary control;

= in accordance with the provisions of the EU legis-
lation, to introduce specialists in matters of information
protection in electronic registers or entrusting these
functions to individual employees of these organiza-
tions in bodies, institutions, institutions, enterprises and
organizations of relevant officials.

CONCLUSIONS

Thus, on the basis mentioned above, the following
can be noted: information security in Ukraine is given

significant attention, many measures have been taken
to ensure it, a number of legislative norms have been
adopted, and special authorities are active. However,
there are significant drawbacks.

In Ukraine, the modern information protection
system does not guarantee the protection of privacy
and personal data of a person and a citizen does not
comply with certain constitutional norms and needs to
adjusted with EU legal standards. For this purpose, the
authors of the study conclude that in Ukraine it is nec-
essary to develop and implement (taking into account
the experience of foreign countries) a new model of in-
formation protection, which would include:

= development of an effective state policy on infor-
mation protection in electronic registers in accordance
with EU legal standards;

= creation of the Institute of the Representative
for Information Protection, which would be accounta-
ble to the Verkhovna Rada of Ukraine, the main func-
tions of which would include: control, improvement of
legislation on personal data protection and interaction
with authorized bodies of the Council of Europe and EU
member states on information protection issues, pro-
tection of personal data;

= in accordance with EU norms, to introduce in bod-
ies, institutions, institutions, enterprises and organiza-
tions the relevant officials, experts on personal data pro-
tection issues or assigning these functions to individual
employees of these organizations.

Comparing the level of development of this field
with other countries, it can be said that it, in general, it
was established there much earlier and, therefore, has
a more prominent base. Many data protection methods
and concepts adopted in the listed countries are more
effective. The perspective of further scientific research
is the study of the development of the system of special-
ized sublegal acts in the field of information protection
in electronic registers aimed at improving its legislative,
organizational and technological basis. The subject of
scientific research will also be the legal and fair resolu-
tion of information disputes, the emergence of which is
a natural result of the development of information rela-
tions in modern society.
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3axucTt iHpopMauii B eNeKTPOHHUX peecTpax:
NOPiBHANIbHO-NPAaBOBUM aCNEeKT

AHOTaLifl. AKTYaJbHICTb TEMU [OOCTIIKEHHS II0NIAra€ B HeOOXiMHOCTI ITOZAIBIIOTO PO3BUTKY TEOPETUYHUX
i MeTomosoriyHMX OCHOB 3axUCTy iHopMalli B €JeKTPOHHUX PEECTpax Ha OCHOBI BCeBIUHOrO HOCIIIKeHHS
PO3BUTKY CHCTEeMHU DEECTPiB Ha Cy4yacCHOMY eTalli PO3BUTKY iHGOPMAILITHUX CUCTEM, IPYHTOBHOI'O BHBUEHHS
3apybi’KHOTO HOCBiAy B maHi cdepi. MeTa pob0TH MOIATAE B AOCTIAKEHH] HAYKOBUX IMiIXOIIB M0Z0 BU3HAYEHHS
TIOHATTA «iHbOpMallifiHa 6e3reKa», «3aXUCT iHpopMallii» B eJIEKTPOHHUX PEECTPax, a TAKOXK Y IOPiBHAIBHOMY
aHasli3i OCHOBHUX CITOCODIB Ta MexaHi3MiB 3aXMCTy iHpopMallii B eJIEKTPOHHUX PEECTpax B YRpaiHi Ta OKpeMux
3apybiRHMX KpaiHax. JIoCIiIKeHO OCHOBHI HalpsAMY €BPOMENCHKOI MOMITUKY iHOopMaliiHol 6e3MeKu, 3aXUucT
indopMmariii B eeKTpOHHUX DeEeCTpax, OCHOBHI MeXaHi3MHU 3axUCTy iHpopMallii B elIeKTpPOHHUX peecTpax Ha
OCHOBI KOHIIEIITYaJIbHOT'O aHasli3y Ta MTOPiBHAIBHOTO aHaIi3y 3aKOHOZABCTBA IIPO 3aXUCT iHopMallil i oOCHOBHUX
Cr0co6iB 11 3aXHCTy B OKpEMUX ITPOBIIHUX 3apybiKHIX KpaiHax. OKpeMa yBara B CTaTTi IPULIIIAIACE OCOBIHUBOCTIM
inpopmarritiHoi 6e3mery, a caMe — 3aXUCTy iHOpMallil B OKpeMuX 3apybiKHUX KpaiHax 3afjid METH BUBUYEHHS
Ta BIIPOBAJKEHHS Kpallux Crocobi iHGopMariiriHoi 6e3meKy y IpaKTUKy HaIoi JepykaBu. JloBeeHO, 1[0 HOBa
MOZeNb 3axUCTy iHpopMallil IOBUHHA BPaxOBYBaTH PO3pO6IEHHSI ebeKTUBHOI IepyKaBHOI MOJITURY 3 MTUTaHb
3axucTy iHpopMallil B eIeKTPOHHUX PeecTpax BifITIOBIIHO 10 MpaBOBUX CTaHAApTiB €C; CTBOPEHHS IHCTUTYTY
VIIOBHOBAsKEHOTO 3 IIUTAHb 3axUCTy iHbopmallii; BimmoBizHO no HopM €C 3ampoBajykeHHA QaxiBIiB 3 NUTAHb
3aXMCTy MEPCOHAIBHUX AAaHMX Ha IignpremMcTBax. OCKiIIBKY CyyacHa CUCTeMa 3axUCTy iHdopMallil B VRpaiHi He
rapaHTye 3axXUCTy KOHQIAEHIIMHOCTI Ta TepCOHAIBHUX JAaHUX JIOAVMHY Ta TPOMasSHUHA, [IPDOIIOHYETECS BHECTU
BIZITIOBiAHI 3MiHM [I0 [i1040T0 3aKOHOABCTBA 3 METOI0 ITPUBEIeHHS YOT0 V BiITIOBIAHICTD 0 ITPaBOBUX CTAHAAPTIB
€C. Y paMKax JOCIiIKeHHS pelIpe3eHTOBaHO HOBY MOJIeNb 3axXUCTy iHdopMallii B YKpaiHi 3 BpaxyBaHHIM JOCBimy
3apyb6DKHYX KpaiH, 0 CIIPUATUMeE YIOCKOHATIeHHI0 iHGOopMAIliliHO 3aX1CHUX MEXaHi3MiB B eIEKTPOHHUX PEECTPax

KniouoBi cnoBa: KoOHOiEHLINHICT; 6e3IeKa; 0XOPOHa; IIPABOBE PEryJI0BaHHS; [TePCOHAIbHI AaHi; 3apybiKHi
KpaiHu; 3apy6iKHUN JOCBIZ,
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