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Abstract. The dynamic expansion of the quantitative and qualitative parameters of Internet usage on a global 
scale has led to the rapid formation of cyberspace. While the use of cyberspace resources provides significant 
informational, communicative, and productive opportunities, it also poses systemic threats due to their unethical 
(and often criminal) exploitation. Ukraine, as a participant in international processes, along with its citizens, has fully 
experienced the threats arising from the misuse of global cyberspace amidst the full-scale military invasion of the 
country. These circumstances have heightened the relevance of studying the theory and practice of legal regulation 
concerning the functioning of the cybersecurity system in Ukraine, which constitutes the goal of this publication. The 
research methodology included cognitive, logical, terminological, comparative, systemic, historical, and statistical 
methods. The study analysed the concept of “cybersecurity” and identified types of threats to national security linked 
to the state's integration into the global cybersecurity system. It examined the elements constituting legal relations 
in the field of cybersecurity (subject, object, content, and legal facts), characterised the state of legal regulation in 
Ukraine's information security sector, and reviewed the content of Ukraine's Cybersecurity Strategies of 2016 and 2021. 
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INTRODUCTION
As of the 2020s, the life of a socially active person is un-
imaginable without the Internet. Cyberspace has become 
an integral sphere of social communication, production 
processes, cooperation, and competition, involving indi-
viduals, states, and non-state entities. Research into is-
sues related to the development of cybersecurity aspects 
of state functioning and practical measures for ensuring 
legal regulation remains relevant. This encompasses 
cyberattacks on local networks, computers, servers, ac-
counts, email, website blockages aimed at information 
extraction, unfair competition, theft of confidential in-
formation to cause harm-moral, material, financial, po-
litical, etc. Cyberattacks have become an inherent part of 
scenarios inciting political crises and military conflicts, 
while cybercrime itself has evolved into a sophisticated, 
organised, and global phenomenon.

Among scholarly research on cybersecurity issues, 
works addressing the essence, structure, and functions 
of cyber defence in the modern information society, as 
well as the organisation and functioning of the system 
in Ukraine, have emphasised legal provision. For exam-
ple, O. Dukhovna (2019) noted that Ukraine possesses all 
necessary conditions to achieve a digital breakthrough 
and transition to a new stage of technological develop-
ment. According to the scholar, the scale and pace of 
digital transformation should become key indicators of 
economic growth and cybersecurity. Researcher V. Pav-
lenko  (2021) analysed the concept and structure of “cy-
bersecurity” within the context of information law the-
ory and studied its role in the legal regulation of societal 
information relations. Meanwhile, studies by P. Horinov 
& R. Drapushko (2023) on the development of Ukraine’s 
cybersecurity system under martial law indicated that 
the issue of effective cybersecurity can only be addressed 
through coordinated actions at the national, regional, 
and international levels, requiring the adoption of leg-
islation corresponding to contemporary technological 
realities. Scholars concluded that achieving European 
Union and NATO standards in cybersecurity remains a 
central requirement for Ukraine.

1 Decree of the President of Ukraine No. 96/2016 “On the Decision of the National Security Council of 27 January 2016 ‘On the Cyber Security Strategy 
of Ukraine’”. (2016, March). Retrieved from https://zakon.rada.gov.ua/laws/show/96/2016#Text.
2 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defence Council of Ukraine of 14 May 2021 ‘On the 
Cybersecurity Strategy of Ukraine’”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/2021#Text.

In this context, research by T.  Slipchenko  (2020), 
A.  Hrubinko  (2021), and T.  Podkovenko  (2021) analysed 
the formation and standards of EU cybersecurity. The 
researchers identified key barriers to the modern devel-
opment of EU cybersecurity, including the complexity of 
coordinated policy actions, the need for increased fund-
ing and institutional capacity building, and equalising 
the capabilities of member states in digital technolo-
gies. Meanwhile, researcher V. Papakonstantinou (2022) 
highlighted the need for further improvement of regu-
latory frameworks in European law, while Yu. Zavhorod-
nya (2022), who studied NATO’s role in countering cyber 
threats, noted that NATO’s cyber policy is primarily im-
plemented through systematic opposition by member 
states to cyberattacks and disinformation. The state of 
Ukraine, its citizens, and institutions have fully experi-
enced the vulnerabilities of information and communi-
cation globalisation, mechanisms of which were exploit-
ed by external aggressors and their domestic agents to 
achieve criminal goals during the hybrid war on both 
national and international levels. These vulnerabilities 
were further targeted during the full-scale invasion be-
ginning in 2022.

Thus, the purpose of this study was to analyse the 
essence and legal framework for the functioning of 
Ukraine’s cybersecurity system as a component of the 
state’s national security system. The research utilised 
legal texts from the website of the Verkhovna Rada of 
Ukraine, statistical data from international informa-
tion platforms such as Meltwater  (n.d.) and We Are So-
cial (n.d.), as well as materials from the Ukrinform infor-
mation agency (n.d.) and the Cyber Police Department of 
the National Police of Ukraine  (n.d.). Cognitive, logical, 
terminological, and comparative methods were em-
ployed in analysing the selected sources. The study in-
volved content analysis of both editions of Ukraine’s Cy-
bersecurity Strategy1, 2, comparisons, and identification 
of internal and external factors influencing them. Inter-
pretation methods for legal acts forming the foundation 
of Ukraine’s cybersecurity system were applied.

The study concluded that building an effective cybersecurity system in Ukraine requires government institutions to 
clearly establish state policy in the sector and promptly respond to the rapid evolution of the information space. The 
genesis of the cybersecurity system itself must be accompanied by continuous advancements in the protection and 
defence sectors. Thus, the practical significance of the research stems from the necessity to analyse the essence and 
state of legal support for cybersecurity in Ukraine under modern challenges to the national security system during 
wartime, as well as to forecast and plan the future development of the state's cybersecurity policy

Keywords: cyberspace; cyber defence; cybersecurity system; Cybersecurity Strategy of Ukraine; legal relations
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The historical method enabled the tracing of the gen-
esis of Ukraine’s cybersecurity policy, while a systemat-
ic approach allowed for the examination of the policy’s 
formation and implementation amidst challenges and 
threats to international security. The statistical method 
facilitated the representation and comparison of global 
Internet user numbers and reasons for cybersecurity 
breaches in Ukraine. Structuring based on the functional 
approach involved analysing the object of study- struc-
tural components, utilising the classical legal relation-
ship structure detailed for cybersecurity.

CYBERSECURITY SYSTEM IN UKRAINE:  
STATE OF RESEARCH AND CHARACTERISTICS
Researchers V. Gorlynskyi et al. (2024) identified factors 
influencing the constitution of national cyberspace. 
They concluded that amid the escalation of the Russian 
Federation’s military expansion, accompanied by the 
transference of combat operations to cyberspace, the 
state’s reliable protection of this sphere becomes a sur-
vival factor. Researcher Yu. Hobbi (2020) concluded that 
cybersecurity represents the next level of state informa-
tion security. Scholar G. Diptiben (2022) emphasised pre-
ventive approaches to the accessibility of technological 
services and the need to maintain a prevention strategy 
at the operational level.

The work of A. Dudatyev  et al.  (2023) focused on 
studying models of information-psychological opera-
tions as an element of information counteraction. Simi-
larly, S. Hrechka (2020) paid attention to the role of tech-
nologies in information-psychological confrontation 
in his publication. Research findings indicate increas-
ing scholarly attention to cybersecurity issues during 
Ukraine’s full-scale war. Scholar V.  Horulko  (2024) con-
cluded that the full-scale war significantly heightened 
the impact of cyber threats on Ukrainian society and 
underscored the dangers of targeted cyberattacks as a 
means of military aggression against Ukraine. This con-
text highlights the importance of theoretical research 
aimed at clarifying the interaction between the distinct 
concepts of “information space”, “information security”, 
and “cybersecurity” in scientific discourse during mil-
itary conflict, as noted by H. Suskiy (2024). Research by 
Ya. Izhyk & O. Zhuravel (2024) emphasised the necessity 
of further legal regulation of artificial intelligence usage 
in public administration to ensure information security.

The study established that national security is-
sues hold significant importance in ensuring the prop-
er functioning and further development of the state. 
The extensive use of information and communication 
technologies and the popularisation of electronic com-
munication tools have given new meaning to the con-
cept of security. In the 21st century, personal data and  

classified information are processed on a large scale in 
ICT systems, and electronic services are provided in var-
ious spheres of society, including financial and energy 
sectors, crisis management, and critical infrastructure 
operations (Raul, 2022). This corresponds to the concept 
of an information society, where access to information is 
a core value. Electronic communication ensures unre-
stricted, universal information exchange, enabling con-
venient and accessible solutions to administrative issues 
and socially beneficial activities. However, it has been re-
vealed that all data collected in electronic files or provid-
ed through electronic services require proper protection 
from threats arising in cyberspace (Skoczylas, 2023). An 
analysis of cybersecurity issues shows that Ukraine’s in-
tegration into the global cyberspace has created contin-
uous threats to national interests linked to the operation 
of computer networks and systems. Scholarly interest in 
these matters intensified with the onset of Russian ag-
gression against Ukraine. According to the global over-
view report by Datareportal (2024), the number of Inter-
net users worldwide has grown to 5.68 billion, with 67.1% 
of the planet’s population now online (Fig. 1).

Figure 1. Data on the Number of Digital Communication 
Users Worldwide as of July 2024

Source: created by the authors based on Datareportal (2024)

The widespread use of information and commu-
nication technologies (ICTs) in various industries and 
areas of social life requires adequate protection of IT 
infrastructure. It has been established that, within the 
framework of state digitisation processes, such technol-
ogies are utilised by government institutions (state and 
local administrations, legislative, executive, and judicial 
authorities), specialised services (e.g., police, emergency 
medical services, fire departments), mass media, bank-
ing and financial institutions as part of their offered ser-
vices, transportation (air and rail), and energy and water 
supply networks. Most of these areas are considered part 
of the so-called critical infrastructure. This term refers 
to a network of interconnected systems that provide 
government, economic, and social institutions with the 
capability to perform essential tasks, such as maintain-
ing security and public order and delivering basic social 
services (Tarasyuk, 2020).
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It has been determined that the scientific com-
munity in Ukraine exhibits a polyphony of approaches 
to defining cybersecurity, meaning there is no unified 
concept of a “cybersecurity system”. According to I. Di-
orditsa  (2020), the cybersecurity system is an organ-
isationally interconnected set of entities, including 
government bodies, public organisations, officials, and 
individuals, working to create favorable conditions for 
realising national interests in cyberspace. The system 
also includes forces, means, and methods used within 
the legal framework to achieve desired goals. This study 
supports the scholar’s view that the cybersecurity sys-
tem should be defined as a unified state-legal mech-
anism where all entities operate strictly within legally 
defined boundaries.

The author emphasised a narrow understanding of 
the cybersecurity system as a holistic system of entities 
whose activities occur in cyberspace and are directed at 
realising and ensuring national interests. Each country 
independently determines the areas related to cyberse-
curity, as well as the list of objects and entities responsi-
ble for its provision, considering the strategic goals and 
objectives the state faces at national and international 
levels, along with practical capabilities to realise nation-
al interests (Kuybida & Pasichnyk,  2020). According to 
A.  Tarasyuk  (2021), systematicity is interpreted as a set 
of elements aimed at ensuring cybersecurity. The cyber-
security system is a collection of harmonised elements 
of cyber defence, assembled and deployed according to 
a unified algorithm and plan in cyberspace to ensure 
the protection of the cyber stability of information, tel-
ecommunication, and information-telecommunication 
systems. This study affirms the scholars’ opinion that the 
development of a national cybersecurity system must 
be accompanied by necessary changes in the process of 
its reform. The system’s functioning is impossible with-

out close collaboration with the private sector (Jagpreet 
& Ramkumar,  2022). The complexity of cybersecurity 
policy measures is determined by the intricacy and per-
vasiveness of cyberspace and its impact on all areas of 
social life. It is noted that such activities must be accom-
panied by qualitative changes and adjustments during 
the reform of national security. Building an effective sys-
tem to ensure cybersecurity requires government bod-
ies and authorised entities to clearly define the founda-
tions of state policy in this area and promptly respond to 
dynamic changes.

It has been noted that the cybersecurity system is a 
comprehensive and coordinated activity of cybersecuri-
ty entities, specifically authorised by international and 
national standards, aimed at preventing and mitigating 
the emergence of cyber threats and, in relevant cases, 
ensuring the elimination of their negative impact (Fed-
chenko,  2018). Cybersecurity is understood as a specif-
ic state in which information systems and services are 
resistant to current threats and are capable of detecting 
and managing incidents, recovering data and process-
es, and minimising negative consequences (Ryzhko-
va, 2021). Therefore, a comprehensive approach is need-
ed to understand cybersecurity, formulate a concept for 
managing information and cyber defence, and establish 
a foundation for a well-developed and clearly function-
ing system that can flexibly respond to current threats 
and provide a high level of security in cyberspace.

LEGAL REGULATION OF CYBERSECURITY 
SYSTEM FUNCTIONING IN UKRAINE

It has been analysed that the level of legislative support 
for cybersecurity in Ukraine has significantly changed 
since 2014. As of 2024, a relatively stable legislative 
framework in the field of state cybersecurity has been 
established (Table 1).

Table 1. The legal framework for cybersecurity in Ukraine

Normative Acts Adoption Date

Laws of Ukraine adopted by the Verkhovna Rada of Ukraine
No. 2657-XII “On Information”1 October 2, 1992

No. 80/94-VR “On Information Protection in Information and Telecommunication Systems”2 July 5, 1994
No. 2297-VI “On Personal Data Protection”3 June 1, 2010
No. 2155-VIII “On Electronic Trust Services”4 October 5, 2017

No. 2163-VIII “On the Basic Principles of Cybersecurity in Ukraine”5 October 5, 2017

1 Law of Ukraine No. 2657-XII “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/show/2657-12#Text.
2 Law of Ukraine No. 80/94-ВР “On the Protection of Information in Information and Communication Systems”. (1994, July). Retrieved from https://
zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text.
3 Law of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-17#Text. 
4 Law of Ukraine No. 2155-VIII “On Electronic Identification and Electronic Trust Services”. (2017, October). Rertrieved from https://zakon.rada.gov.ua/
laws/show/2155-19#Text.
5 Law of Ukraine No. 2163-VIII “On the Basic Principles of Cybersecurity in Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2163-19#Text.

https://zakon.rada.gov.ua/laws/show/2657-12#Text
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text
https://zakon.rada.gov.ua/laws/show/2297-17#Text
https://zakon.rada.gov.ua/laws/show/2155-19#Text
https://zakon.rada.gov.ua/laws/show/2155-19#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
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Normative Acts Adoption Date

No. 2468-VIII “On National Security of Ukraine”1 June 21, 2018
Decrees of the President of Ukraine

No. 121/2021 “On the Decision of the National Security and Defence Council  
of Ukraine dated March 25, 2021, ‘On the Strategy of Military Security of Ukraine”2 March 25, 2021

No. 447/2021 “On the Decision of the National Security and Defence Council  
of Ukraine dated May 14, 2021, ‘On the Cybersecurity Strategy of Ukraine”3 August 26, 2021

No. 242/2016 “On the National Cybersecurity Coordination Center”4 June 7, 2016
No. 685/2021 “On the Decision of the National Security and Defence Council  
of Ukraine dated October 15, 2021, ‘On the Information Security Strategy”5 December 28, 2021

Resolutions of the Cabinet of Ministers of Ukraine
No. 518 “On Approving General Requirements for Cyber Protection of Critical Infrastructure Facilities”6 June 19, 2019

Source: developed by the authors based on the Official Web Portal of the Parliament of Ukraine (n.d.)

1 Law of Ukraine No. 2468-VIII “On the National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-19#Text.
2 Decree of the President of Ukraine No. 121/2021 “On the Decision of the National Security and Defence Council of Ukraine of 25 March 2021 ‘On the 
Military Security Strategy of Ukraine’”. (2021, March). Retrieved from https://zakon.rada.gov.ua/laws/show/121/2021#Text.
3 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defence Council of Ukraine of 14 May 2021 ‘On the 
Cybersecurity Strategy of Ukraine’”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/2021#Text.
4 Decree of the President of Ukraine No. 242/2016 “On the National Coordination Centre for Cybersecurity”. (2016, June). Retrieved from https://zakon.
rada.gov.ua/laws/show/242/2016#Text.
5 Decree of the President of Ukraine No. 685/2021 “On the Decision of the National Security and Defence Council of Ukraine of 15 October 2021 ‘On the 
Information Security Strategy’”. (2016, June). Retrieved from https://zakon.rada.gov.ua/laws/show/685/2021#Text.
6 Resolution of the Cabinet of Ministers of Ukraine No. 518 “On Approval of the General Requirements for Cyber Defence of Critical Infrastructure 
Facilities”. (2019, June). Retrieved from https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text. 

Ukraine continues to improve its comprehensive 
national cybersecurity system, selecting a consistent 
model as its core mechanism through the adoption of the 
specialised law “On the Basic Principles of Cybersecurity 
in Ukraine”7 and the Cybersecurity Strategy of Ukraine8. 
To advance this system, a draft law was adopted in the 
first reading on January 12, 2023, outlining urgent meas-
ures to enhance cybersecurity capabilities for protect-
ing state information resources and critical information 
infrastructure9. The draft law proposes amendments to 
several Ukrainian laws to protect these resources and fa-
cilities from cyberattacks, establish a proper legal frame-
work for preventing, detecting, and neutralising cyber-
attacks during the war with the Russian Federation, and 
improve the regulatory framework for cybersecurity and 
information protection. This aims to strengthen the na-
tional security system’s ability to counter cyber threats 
(Press Service…, 2023). It is emphasised that the adop-
tion of this draft law is a critical step toward enhancing 
the state’s cybersecurity during wartime and in the con-
text of global cybersecurity challenges. The implemen-
tation of these changes will contribute to the develop-
ment f a national cybersecurity strategy and improve the

7 Law of Ukraine No. 2163-VIII “On the Basic Principles of Cybersecurity in Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2163-19#Text. 
8 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defence Council of Ukraine of 14 May 2021 ‘On the 
Cybersecurity Strategy of Ukraine’ ”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/2021#Text. 
9 Draft Law No. 8087 “Оn Amendments to Certain Laws of Ukraine on Urgent Measures to Strengthen the Cyber Defence Capabilities of State Information 
Resources and Critical Information Infrastructure”. (2023, January). Retrieved from https://itd.rada.gov.ua/BILLINFO/Bills/Card/40553.
10 European Union Convention No. 994_789 “On Cybercrime”. (2005, September). Retrieved from https://zakon.rada.gov.ua/laws/show/994_575#Text. 
11 Decree of the President of Ukraine No. 96/2016 “On the Decision of the National Security and Defense Council of Ukraine” dated January 27, 2016 On 
the Cyber Security Strategy of Ukraine”. (2016, March). Retrieved from https://zakon5.rada.gov.ua/laws/show/96/2016. 

protection of critical infrastructure facilities, ensuring 
the state’s stability and security.

CYBERSECURITY STRATEGY OF UKRAINE: 
FORMATION AND DEVELOPMENT

In the context of European integration processes, 
Ukraine ratified the Council of Europe Convention on 
Cybercrime in 200510. The ratification aimed to establish 
a unified criminal policy focused on protecting society 
from cybercrime by developing appropriate legislation 
and promoting international cooperation. This docu-
ment facilitated international collaboration in prose-
cuting crimes committed in cyberspace, whose bor-
ders are inherently fluid. Ukraine’s first Cybersecurity 
Strategy was approved by presidential decree in 2016, 
marking a significant step toward long-term planning 
in this domain. This document introduced the term “cy-
bersecurity” based on the concepts of “cyberspace” and 
“cyberattack.” The Strategy defines open and free cy-
berspace as fostering broader freedoms and opportuni-
ties for individuals, enriching society, creating a global 
interactive market for ideas, research, and innovation, 
and encouraging effective, transparent governance11. 

https://zakon.rada.gov.ua/laws/show/2469-19#Text
https://zakon.rada.gov.ua/laws/show/121/2021#Text
https://zakon.rada.gov.ua/laws/show/447/2021#Text
https://zakon.rada.gov.ua/laws/show/242/2016#Text
https://zakon.rada.gov.ua/laws/show/242/2016#Text
https://zakon.rada.gov.ua/laws/show/685/2021#Text
https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon.rada.gov.ua/laws/show/447/2021#Text
https://itd.rada.gov.ua/BILLINFO/Bills/Card/40553
https://zakon.rada.gov.ua/laws/show/994_575#Text
https://zakon5.rada.gov.ua/laws/show/96/2016
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It emphasises the need for robust cybersecurity at the na-
tional level, particularly in critical infrastructure sectors, 
and enhancing the capacity to combat cybercrime, in-
cluding espionage and terrorism. Key objectives include:

► developing a national cybersecurity system to en-
sure secure service provision in critical infrastructure 
sectors;

► enhancing the resilience of systems in both public 
and private sectors to prevent and respond to cyber inci-
dents effectively;

►  increasing the national capacity for internet se-
curity, including expanding industrial and technological 
resources;

► raising public awareness and competence in cy-
bersecurity, not only for specialists but also for ordinary 
citizens, to create safe conditions for using cyberspace 
(Mamedova, 2021).

The research determined that the 2016 Cybersecuri-
ty Strategy of Ukraine identified the issue of violations of 
the rights and freedoms of Ukrainian citizens in cyber-
space. According to V.  Bukharev  (2018), this necessitat-
ed the implementation of an adequate mechanism for 
legal regulation in this area and ensuring the protection 
of public interests from unlawful encroachments with-
in it. O. Kostenko (2019) argued that the Law of Ukraine 
No. 2163-VIII1 addressed some of the gaps in the Strategy 
concerning the legal regulation of the cybersecurity sys-
tem. Its primary goal is to establish the legal and organ-
isational foundations of state policy aimed at protecting 
the interests of citizens in society and the state in cyber-
space, as well as defining the key principles and direc-
tions for ensuring Ukraine’s cyber defence.

Notable features of this regulatory document in-
clude the formal legalisation of all terms with the “cy-
ber-” prefix, which were previously used primarily in 
academic research and international legal acts; the 
codification of principles, main directions, and objects 
of Ukraine’s cybersecurity; and the clarification of the 
entities involved in the mechanism for ensuring cyber-
security along with their detailed responsibilities in this 
sphere. In 2021, a new decision of the National Security 
and Defence Council of Ukraine (NSDC), No.  96/20162, 
came into effect through a Presidential Decree. It was 
driven by new challenges, including the transition to 5G 
networks, the increased role of electronic communica-
tions due to the COVID-19 pandemic, and the growing 
technical sophistication of cyber threats. In this docu-
ment, cyberspace was already recognised as a potential 

1 Law of Ukraine No. 2163-VIII “On the Basic Principles of Ensuring Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.
ua/laws/show/2163-19#Text.
2 Decree of the President of Ukraine No. 96/2016 “On the Decision of the National Security and Defense Council of Ukraine” dated January 27, 2016 On 
the Cyber Security Strategy of Ukraine”. (2016, March). Retrieved from https://zakon5.rada.gov.ua/laws/show/96/2016. 

theater of military operations. A positive aspect of the 
new Cybersecurity Strategy of Ukraine is its analysis of 
the implementation of the previous one, approved by a 
Presidential Decree in 2016. This allowed for identifying 
existing systemic problems, shortcomings, and incorpo-
rating prior experience. Such an approach ensures con-
sistency and continuity in the implementation of state 
cybersecurity policy.

It is noted that no current regulatory act provides 
criteria for assessing the effectiveness of state cyber-
security policy implementation or includes clear indi-
cators that the responsible entities must meet or en-
sure conditions for compliance. Another issue is the 
absence of precise parameters for holding entities ac-
countable for failing to maintain the prescribed level of 
cybersecurity. Many legislative provisions lack clarity, 
particularly regarding the coordination and delineation 
of responsibilities of national cybersecurity system en-
tities and the authority of state bodies in cases of cyber-
attacks or their threats.

THE STRUCTURE OF LEGAL RELATIONS  
IN THE SPHERE OF CYBERSECURITY

The structure of legal relations theoretically encom-
passes subjects (legally competent, capable, and liable 
individuals or entities), objects (material and intangible 
values), and the content of legal relations (legal rights 
and obligations) (Pohribnyi, 2022). Legal relations should 
also include legal facts, as they play a crucial role in the 
existence of any legal relationship. Legal facts are cir-
cumstances stipulated by legal norms that cause the 
emergence, modification, or termination of legal rela-
tions (Kravchuk,  2019). When studying the structure of 
legal relations in the field of cybersecurity, it is essential 
to specify each of these elements.

A. Subjects of legal relations in this sphere. A broad 
range of individuals, organisations, society, and the state 
who have the right to cybersecurity (protection of vital 
interests in the online space, timely identification, pre-
vention, and neutralisation of real and potential threats 
to national security) and cyber defence (measures to 
safeguard information, prevent cybercrimes, detect and 
protect against cyberattacks, mitigate their consequenc-
es, and restore reliable functioning of communication 
and technological systems). Entities that create cyber 
threats (posing risks to Ukraine’s vital national interests, 
adversely affecting the country’s cybersecurity and the 
safety of its assets) or commit cybercrimes, for which 

https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon5.rada.gov.ua/laws/show/96/2016
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they are held accountable under Ukrainian law and/or 
international agreements. Experts note that Ukraine is 
a significant center of hacking activity (along with Chi-
na, Brazil, and other countries) due to its talented and 
educated youth, high unemployment rates, and limit-
ed employment opportunities (Karpovich  et al.,  2024). 
Moreover, Ukraine ranks among the top three countries 
for the number of DoS attacks. According to Kaspersky 
Lab’s antivirus software, 12% of all attacks target Ukraine 
(Information and Cyber Security Management…, 2020). 
Subjects Ensuring Cybersecurity:

1. The Law of Ukraine No. 2163-VIII1 includes the fol-
lowing entities as those responsible for cybersecurity:

2.  The President of Ukraine (who coordinates cy-
bersecurity activities as part of national security);

3.  The National Security and Defence Council of 
Ukraine (NSDC);

4. The National Cybersecurity Coordination Center 
(NCCC);

5.  The Cabinet of Ministers of Ukraine (responsi-
ble for forming and implementing state cybersecurity 
policy);

6. Ministries and other central executive bodies;

1 Law of Ukraine No. 2163-VIII “On the Basic Principles of Ensuring Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.
ua/laws/show/2163-19#Text.
2 Ibidem, 2017.

7. Local state administrations and local self-govern-
ance bodies.

Other entities ensuring cybersecurity include law 
enforcement, intelligence, and counterintelligence 
agencies; operational and investigative entities; the 
Armed Forces of Ukraine and other military formations; 
the National Bank of Ukraine; critical infrastructure en-
terprises, institutions, and organisations; and other en-
tities connected with national information resources, 
electronic services, and communications, information 
protection, and cyber defence.

B. Objects of cybersecurity legal relations. Research 
indicates that objects of cyber defence include critical 
information infrastructure, communication systems 
of all ownership forms where national information re-
sources are processed, and/or those used to benefit state 
authorities, local self-governance bodies, law enforce-
ment, and military formations established under the 
law2. Communication systems used for public needs and/
or implementing legal relations in areas such as e-gov-
ernance, electronic public services, e-commerce, and 
electronic document management play a central role in 
cybersecurity objects.

Constitutional rights and freedoms 
of human and citizen

Society. Sustainable development 
of the information society and digital 

communication environment

The state, its constitutional order, 
sovereignty, territorial integrity 

and inviolability

National interests in all spheres of life 
of the individual, society and state Critical infrastructure facilities

Figure 2. Objects of cybersecurity
Source: developed by the authors

C. Content of legal relations in cybersecurity. The con-
tent is a synthesis of legal and factual aspects. Legally, it 
represents an organic set of rights and obligations of legal 
relations subjects, unified by the goals of cybersecurity 
policy and enshrined in law. Without adequate legal cod-
ification, there is no content, making legal relations im-
possible, and the state cannot guarantee the protection 
of citizens’ information rights in cyberspace. Factually, 
the content reflects the state of affairs during the imple-
mentation of legal and technical norms aimed at pro-
tecting cyberspace, i.e., it illustrates the specific behavior 
of legal relations subjects in the field of cybersecurity.

Key legal facts in this field include deliberate actions 
or events (natural, technical, technological, or erroneous, 
including those resulting from human factors without 

intent) that pose a potential threat to a safe cyberspace 
or adversely impact the security of its objects. For in-
stance, legal facts include cyber incidents, cybercrimes, 
cyberattacks, and cyber threats. Examples of major types 
of cybercrimes and violations include illegal access to 
information, unlawful interception, data interference, 
misuse of technical devices, and computer fraud. The 
number of cybercrimes in Ukraine increases annual-
ly by several thousand (Ukrinform,  2024), with internet 
fraud originating from Ukraine being the most common. 
Regarding crimes involving malicious software, DoS at-
tacks, spam, data distortion, and unauthorised system 
interference, offenders can operate from any country 
(Perun, 2022). Statistical data on cybersecurity violations 
as of 2020 are shown in Figure 3.

https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon.rada.gov.ua/laws/show/2163-19#Text
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Legal relations in the cyber domain, within the 
mechanism of their legal regulation, demonstrate how 
general provisions of legal norms transform into sub-
jective rights and legal obligations. They facilitate the 
realisation of national interests in this field, define the 
competencies, and establish legal liability measures for 
subjects of legal relations in the field of cybersecurity. It 
is worth noting that Ukraine, despite having created an 
appropriate legal framework, has achieved significant 
progress in the field of cybersecurity, according to ana-
lysts. In particular, P.  Bischoff, in his publication of this 
year’s statistical research results, presented the follow-
ing data: based on an analysis of cybersecurity in 75 coun-
tries across 15 criteria, in a ranking where the 1st place 
is assigned to the least cyber-protected country and the 
75th to the most cyber-protected, Ukraine ranked 60th 
(Bischoff, 2024). These results are particularly notewor-
thy amidst the unprecedented pressure of cyberattacks 
on Ukraine’s cyberspace since the onset of the full-scale 
Russian-Ukrainian war (Izhyk & Zhuvel, 2024). A key role 
in preventing, detecting, and countering cybercrime be-
longs to the Department of Cyber Police of the National 
Police of Ukraine (DCP), established in 2015 (Kazanchuk 
& Yatsenko,  2020). Thus, the creation of the Cyber Po-
lice and the enhancement of cybersecurity levels have 
become crucial steps toward ensuring the safety of 
Ukraine’s cyberspace amid global cyber threats caused 
by the war and international cyber activities.

CONCLUSIONS
Since regaining state independence in 1991, Ukraine 
has gained some experience in ensuring cybersecurity. 
Primarily, this refers to the development and adoption 
of a legislative system, most of which has been enacted 
since 2016, during the period of Russian military aggres-
sion. The existence of two editions of Ukraine’s Cyber-
security Strategies indicates a systematic approach to  

Figure 3. Causes of cybersecurity breaches
Source: developed by the authors based on “14 most alarming 
cyber security statistics in 2020” (2020)

legislative and institutional-organisational work in this 
field, reflecting a quality level adequate to international 
and national security challenges. However, no current 
legislative act provides criteria for evaluating the effec-
tiveness of state cybersecurity policy implementation, 
nor does it include clear indicators for which subjects are 
responsible for compliance or creating conditions for 
compliance. There are no explicit parameters for hold-
ing subjects legally accountable for failing to maintain 
the defined level of cybersecurity. Many legislative pro-
visions are vague.

There is a lack of coordination and specificity regard-
ing the powers of subjects in the national cybersecurity 
system, as well as ambiguities concerning the authority 
of state bodies. The emergence of new challenges neces-
sitates urgent, adaptive, and innovative responses to cre-
ate an effective and unified cybersecurity system aimed 
at protecting cyberspace. Such a system must integrate 
the efforts of authorised entities at both international 
and national levels. The issue of ensuring cybersecurity 
requires a comprehensive approach and coordinated co-
operation at national, regional, and international levels, 
involving government agencies, the private sector, and 
civil society. The choice of means and methods for en-
suring Ukraine’s cybersecurity must consider both actu-
al and potential cyber threats to safeguard the interests 
of individuals, society, and the state.

Ukraine’s cybersecurity system should be com-
prehensive and focused on the following: ensuring the 
country’s informational sovereignty in cyberspace; 
establishing reliable protection of the national cyber-
space during the war with Russia; strengthening cyber 
defence capabilities; combating cybercrime and online 
terrorism; preventing interference in Ukraine’s internal 
affairs and protecting its web resources from encroach-
ment by other states; participating in the pan-European 
cybersecurity system according to NATO standards; and 
fostering active international cooperation in combating 
cybercrime and cyberterrorism. Furthermore, it should 
prevent manifestations of separatism and radicalism in 
the Ukrainian segment of cyberspace. Based on the anal-
ysis of the research on the issue, the level of development 
of Ukraine’s cyberspace, and contemporary cybersecuri-
ty threats to the state, it is essential to study the state of 
organisational and legal support and the practical im-
plementation of mechanisms to counter specific types 
of cyber threats in the context of military confrontation.
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Кібербезпека в Україні:  
теоретичний погляд та правове регулювання

Анотація. Динамічне розширення кількісних та якісних параметрів користування мережею Інтернет 
на глобально-світовому рівні призвело до швидкого формування кіберпростору, застосування ресурсів 
якого несе для його суб’єктів не лише великі інформаційно-комунікативні та виробничі можливості, але й 
системні загрози, зумовлені їх недобросовісним (часто злочинним) використанням. Держава Україна як 
суб’єкт міжнародних процесів та її громадяни сповна відчули загрози від недобросовісного використання 
глобального кіберпростору в умовах повномасштабного військового вторгнення на території країни. За 
даних обставин було зумовлено посилену актуальність дослідження проблеми теорії і практики правового 
регулювання функціонування системи кібербезпеки в Україні, що становило мету публікації. Методологію 
дослідження сформували когнітивний, логічний, термінологічний, компаративний, системний, історичний 
та статистичний методи. Було проаналізовано зміст поняття «кібербезпека» та визначено види загроз для 
національної безпеки, пов’язаних із залученням держави до системи глобальної кібербезпеки. Було вивчено 
елементи, що входять до структури правовідносин у сфері кібербезпеки (суб’єкт, об’єкт, зміст, юридичні 
факти), охарактеризовано стан правового регулювання відносин у галузі інформаційної безпеки України, 
проаналізовано зміст Стратегії кібербезпеки України редакцій 2016 та 2021 років. Було визначено, що 
побудова ефективної системи кібербезпеки України вимагає від урядових інституцій чіткого встановлення 
державної політики галузі та оперативного реагування на стрімкий розвиток інфо-простору, а власне генеза 
системи кібербезпеки – повинна супроводжуватися постійними змінами в секторі захисту та оборони. Таким 
чином, практична значимість дослідження була зумовлена необхідністю аналізу сутності та стану правового 
забезпечення кібербезпеки в Україні в умовах сучасних викликів національній системі безпеки воєнного 
стану, прогнозування та планування подальшого розвитку політики кібербезпеки держави
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